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SUNUS

Bilisim Ve Teknoloji Hukuku Dernegi ile Istanbul Medeniyet Universitesi isbirligi
ile diizenlenmis olan II. Uluslararasi Bilisim Ve Teknoloji Hukuku Sempozyumu, 19 —
20 — 21 Kasim 2021 tarihlerinde Istanbul'da gerceklestirilmistir.

Sempozyum’da, Tiirkiye'den on dokuz ve yurt disindan bes iiniversite olmak iizere
yirmidort farkli Giniversiteden ve is diinyasindan, toplam altmisdort konusmaci ve
oturum baskan1 akademik katki sunmustur.

Sempozyumda sunulan akademik tebliglerin 6zetlerinden olusan bu 6zet kitabin,
bilisim hukuku camiasina ve iilkemize hayirli olmasini diler, Sempozyum’a sunumlari
ile katk: yapan tiim katilimcilarimiza tesekkiir ederiz.

PRESENTATION

The II. International Informatics and Technology Law Symposium, organized
in cooperation with the Informatics and Technology Law Association and Istanbul
Medeniyet University, was held in Istanbul on 19 - 20 - 21 November 2021.

In the Symposium, a total of sixty-four speakers and session chairmen from twenty-
four different universities, nineteen from Turkey and five from abroad, and from the
business world, made academic contributions.

We wish that this abstract book, which consists of abstracts of academic papers
presented at the symposium, will be beneficial to the informatics law community and
our country, and we would like to thank all our participants who contributed to the
Symposium with their presentations.

EDITORLER / EDITORS

Dr. Ogr. Uyesi (Asst. Prof. Dr) Serafettin EKICI
Dr. Ogr. Uyesi (Asst. Prof. Dr) Ekrem SOLAK
Av. (Atty) Muhammed Emre AVSAR
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DIJITALLESMENIN GETIRDIGI TELIF SORUNLARI
VE CARE ARAYISLARI

Cahit SULUK™

OZET

Fikri Girtinlerin hukuken korunmasi 13. yiizyildaki imtiyazlara kadar eskiye dayanur.
Ancak modern anlamda yasa koyucular sanayilesmeyle birlikte fikri tirtinleri hukuken
koruma altina almaya baglamistir. Bu cercevede ilim-edebiyat, miizik, senama ve
giizel sanat eserleri telif yasalariyla korunmaktadir. Miinhasir nitelikteki bu koruma
modeli gliniimiiziin sartlariyla ortiismemektedir. $oyle ki bilgi ¢agini idrak ettigimiz
bugiinlerde fikri tiriinler dijitallesti ve bu durum yeni telif sorunlarini beraberinde
getirdi.

Son yillarda takipgisi oldugumuz AB'de bu soruna iliskin ¢are arayislar1 hiz kazandu.
Bu cercevede pek ¢ok analiz, rapor, akademik ve yasal ¢alisma yiiriitiilmektedir. Yasal
calismalarin bazilar1 sonuglandirilmistir. Bunlar arasinda 2019/790 sayili Dijital Tek
Pazar Yonergesi dikkat cekicidir. Ancak ¢alismalar bu yonergeyle sinirli olmayip dijital
icerik korumasina yonelik baskaca metinler de hazirlanmaktadir. Bu care arayislari
telif hukukumuzu da dogrudan etkilemektedir. Ciinkii aday bir tilke olarak Tiirkiye, AB
miiktesebatini i¢ hukukuna peyder pey aktarmaktadir.

Tebligde, bilisim teknolojilerindeki gelismelerin c¢ikardig1 telif sorunlar1 ve bu
sorunlara yonelik 6zellikle AB ve Tiirk hukukunda ¢are arayislari tizerinde durulacaktir.

Anahtar Sozciikler: Bilisim Hukuku, Telif Haklari, Dijitallesme ve Telif Sorunlari,
AB ve Tiirk Hukukunda Care Arayislari.

COPYRIGHT ISSUES RAISED BY DIGITALIZATION AND
SEARCH FOR REMEDIES

ABSTRACT

Legal protection of intellectual products goes back to privileges granted in the 13™
century. However, in the modern sense, the legal protection of intellectual products
by legislators starts with the industrial revolution. In this context, works of science-

Dog. Dr,, Istanbul Medeniyet Universitesi Hukuk Fakiiltesi, Orcid: https://orcid.org/0000-0002-8952-9247 suluk@suluk.com.tr
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Cahit SULUK

literature, music, script and fine arts are protected by copyright laws. This exclusive
protection model does not align with today’s conditions. In other words, in this age
of information, intellectual products have become digital, which has brought new
copyright problems.

We have been following the developments in the EU in recent years, where the
search for a solution to this problem has gained momentum. In this framework, the
EU carries out various analyses, reports, academic and legal studies. Some of the legal
studies have been finalized. Among them, the Digital Single Market Directive No.
2019/790 is noteworthy. However, the studies are not limited to this directive, and
other texts for content protection are also being prepared. This search for remedies
directly affects the Turkish copyright law since Turkey, as a candidate country, gradually
transfers the EU acquis to its domestic law.

This paper will emphasize copyright issues caused by the developments in
information technologies as well as the search for solutions for these problems,
especially in the EU and Turkish law.

Keywords: IT Law, Copyright, Digitalization and Copyright Issues, Remedies in
EU and Turkish Law.
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NFT'LERIN BILET OLARAK KULLANILMASININ
HUKUKi DEGERLENDIRMESI

Dr. Sileyman KIRAN*

OZET

Kripto varliklar kisa zaman i¢inde Diinya'da oldugu gibi Tiirkiye'de genis bir kullanici
cevresine kavusmustur. Bu ise, hukuki iliskilerin diizenlenmesi ihtiyacini dogurmustur.
30/4/2021 tarihinde yiiriirliige giren Odemelerde Kripto Varliklarin Kullanilmamasina
Dair Yonetmelik ile Tiirkiye'de 6demelerde kripto varlik kullanilmasi yasaklanmuistir.

Bir kripto varlik tiirii olan NFT (Non-Fungible Token)'lar ise son giinlerde bir hayli
one ¢cikmaktadir. NFT ler blok zincir teknolojisi kullanilarak herhangi bir seyin tiiriintin
tek ornegi oldugunu ispat edici niteligi haiz kriptografik dijital varliklardir. Diger
kripto varliklarda oldugu gibi el degistirebilmeleri miimkiindiir. Sanat alaninda yogun
bir sekilde goriiniir olmuslardir. Bununla birlikte, kullanim alanlar: sanat ile sinirl
degildir.

Konser, festival veya spor miisabakas: etkinliklerinin biletlerinin NFT olarak
satilmasinin bazi avantajlar1 bulunmaktadir. Soyle ki; NFT biletleri satin alan
seyirciler/ katilimcilar/ taraftarlar, bu biletlerin hem orijinal oldugunu hem de mesru
bir organizator tarafindan satildigini anlayabileceklerdir. Biletler ikinci el piyasasinda
NFT olarak satildiginda organizatorler, mekén, sanatgilar ve sporcular belli bir oranda
komisyon kazanabilecektir. Bazt NFT ler ile birtakim imtiyazlara sahip olunabilecektir.
Bu biletlerin konser alaninda bazi ayricalikli yerlere girme ya da sevdiginiz sanat¢idan
imzal1 bir poster edinme gibi imkanlar sunabilecektir. Ayrica bu NFT ler sahiplerine
aralarinda yapilacak bir cekilisle, mekanda kullanilacak bir hediye ¢eki veya konser
sonrasi kulis ziyareti gibi heyecan verici imkénlar saglayabilecektir. Bunlara ek olarak
NFT biletler; konaklama, ugak ya da otobiis bileti ve arag kiralama gibi tigtincii parti
hizmetlere de imkan verebilir. Bu 6rnekleri arttirabilmek miimkiindiir. Tim bu
avantajlarakarsisinda, NFT biletlerin kullanilmasi ve halde hukukidegerlendirilmesinin
yapilmasi kaginilmazdir.

Anilan yonetmelik, kripto varliklarin “6deme” i¢in kullanilmasini yasaklamaktadir.
Bu halde biletin hukuki niteliginin tespiti uygun olacaktir. Biletin hukuki niteliginin
tespitinden sonra NFT olarak basilmasinin 6niinde hukuki bir engel olup olmadig:

AnCom Hukuk & Danismanlik, skiran@ancomlaw.com, ORCID: 0000-0003-4784-6233
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Dr. Stileyman KIRAN

hususu bildiride temel inceleme konusu olacaktir. Hukuki bir engel oldugu sonucuna
varilirsa bunlara iliskin ¢6ziim 6nerilerinde bulunulmasi hedeflenmektedir.

Anahtar Kelimeler: NFT, Kripto Varlik, Blokzincir, Bilet, Odeme.

LEGAL EVALUATION OF USING NFTS AS TICKETS

ABSTRACT

Crypto assets have gained a wide user base in Turkey as well as in the world in a
short time. This has led to the need to regulate legal relations. With the Regulation on
the Non-Use of Crypto Assets in Payments, which entered into force on 30/4/2021,
the use of crypto assets in payments is prohibited in Turkey.

NFT (Non-Fungible Token), a type of crypto asset, has come to the fore in recent
days. NFTs are cryptographic digital assets that can prove that anything is one-of-a-
kind using blockchain technology. Like other crypto assets, they can change hands.
They have been intensely visible in the field of art. However, its uses are not limited to
art.

There are some advantages to selling tickets for concerts, festivals or sporting
events as NFTs. Namely; Spectators/participants/fans who purchase NFT tickets
will be able to understand that these tickets are both original and sold by a legitimate
organizer. Organizers, venues, artists and athletes will be able to earn a commission
at a certain rate when tickets are sold as NFT on the second-hand market. With some
NFTs some privileges may be obtained. These tickets will offer opportunities such as
entering some privileged places in the concert venue or obtaining a signed poster from
your favorite artist. In addition, these NFTs will be able to provide their owners with
exciting opportunities such as a gift certificate to be used in the venue or a backstage
visit after the concert, through a lottery. In addition to these, NFT tickets; It may also
provide third-party services such as accommodation, flight or bus tickets, and car
rental. It is possible to increase these examples. In the face of all these advantages, it is
inevitable to use NFT tickets and make a legal evaluation.

The regulation prohibits the use of crypto assets for “payment” purposes. In
this case, it would be appropriate to determine the legal nature of the ticket. After
determining the legal nature of the ticket, the issue of whether there is a legal obstacle
to printing it as NFT will be the main issue in our examination. If it is concluded that
there is a legal obstacle, it is aimed to propose solutions to them.

Keywords: NFT, Cryptoasset, Blockchain, Ticket, Payment.
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YAPAY ZEKANIN URETTiIGi TASARIMLARDA
HUKUKi SORUMLULUK

Hasan Kadir YILMAZTEKIN*

OZET

Yapay zekanin, giiniimiizde, hayatin icinde genis ve 6nemli bir yer tuttugu artik
kabul edilen bir olgudur. Yapay zeka teknolojileri, birkag sert kisin ardindan, bugiin,
konunun uzmani olan ve olmayan tiim herkesin ilgisini ¢cekmektedir. Herkesin
giindeminde olan yapay zeka ne anlama gelmektedir?

Yapay zeka kavrami, ilkduyuldugunda, genellikle fiitiiristik temalar diistiniilmektedir.
Mesela, insan dostu androidler veya katil robotlar gibi bilim kurgu tasvirleri akillara
gelmektedir. Fakat yapay zeka, “belirli bir cevrede var olan, hareket eden ve algilayan
oznelerin incelendigi” bir alan olarak goriildigi takdirde, cok daha genis bir bilim ve
teknolojialaniolarak kabul etmek ve giindelik hayatimiza tesir eden birgok uygulamadan
bahsetmek miimkiin olmaktadir. Apple’in Sirisinden Teslanin siiriiciisiiz arabasina,
giivenlik kameralarina yerlestirilen yiliz tanima sistemlerinden Amazon'un Alexa’sina,
Netflix’in film tavsiye eden sistemlerinden Google’'in arama motoruna kadar uzanan
yapay zeka tasiyan araglarla donatilmis bir diinyada yasandig artik bilinmektedir.

Yapay zeka ile calisan teknolojinin varligi, hayati giderek artan bir sekilde
kolaylastirmaktadir. Yapay zeka, aynm1 zamanda sundugu teknolojik yeniliklerle,
ekonomiyi ve insan refahini sekillendirmektedir. Bu teknolojiler, iiretim verimliligini
artirict ve ayni zamanda maliyeti azaltic1 araglar olarak kullanilmaktadir. Bu 6zelligi
sebebiyle, yapay zeka destekli ticari sektorler gittikce daha da yayginlasmaktadir. Tani
tibby, tasima, yatirim, terapi, istihbarat toplama, alternatif uyusmazlik ¢6zme, s6zlesme
hazirlama, milli savunma, bankacilik ve daha bircok benzer alanda yapay zekanin
giderek artan bir rol oynadigini gormek miimkiindiir. Hatta bu sistemlerin gelisimine
ekonomik anlamda ciddi kabul edilebilecek yatirimlar yapilmaktadir.

Yapay zekaya bu ikinci bahari getiren cesitli sebepler bulunmaktadir. Makine
o0grenmesi alaninda son zamanlarda biiyiik gelismeler kaydedilmistir. Biiyiik verinin
elde edilebilirligi ve muazzam biiyiiklikteki hacmi, yapay zeka sistemlerinin egitimini
kolaylastirmistir. Bilgisayar islemcilerinin hizlar: fevkalade artmistir. Bulut depolama

*  Hakim, Dis {liskiler Dairesi Baskani, Tiirkiye Adalet Akademisi, Fikri Miilkiyet Hukuku Dogenti, hkytekin@gmail.com, htt-
ps://orcid.org/0000-0003-1050-4272.
Judge, Head of Department of Foreign Relations, Justice Academy of Tiirkiye, Associate Professor of IP Law. hkytekin@gmail.
com, https://orcid.org/0000-0003-1050-4272.
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sistemleri, bu verileri depolamak icin devasa alanlar sunmaktadir. Artik internete
erismek ise cok daha kolay ve hizlidir.

Yapay zeka, beraberinde bazi sorunlari da getirmektedir. Yiikselen bu yeni
teknolojiler, kamusal tartismalarin ve siyasi endiselerin merkezinde yer almaktadir.
Toplumun bazi kesimleri, endiselerini yiiksek sesle “robotlar diinyay: ele geciriyor”
seklinde dile getirmektedir.

Moda endiistrisi, yapay zekadan en cok etkilenen alanlar olarak karsimiza
cikmaktadir. Giiniimiizde yapay zeka teknolojileri, fikri miilkiyet hukukunun konusu
olabilecek bir¢ok tasarim meydana getirebilmektedir.

Yapay zeka tastyan araclar ve cihazlar, moda endiistrisinde manken, kumas ve giysi
tasarimi i¢in giiniimiizde yaygin bir bi¢imde kullaniliyor.

Yapay zeka ile olusturulan tasarimlardan bahsettigimizde, aslinda tasarimcinin
kim olduguna dikkat edilmemektedir. Daha ¢ok satan kiyafetler, daha ¢ok ragbet
goren ve moda olan tasarimlar ve miisteri beklentilerini karsilamak gibi, inovasyonun
meyvelerine odaklanilmaktadir. Tasarimcilar, iriinlerini satisa arz etmeden Once
kiyafet ve aksesuarin her bir pargasini tasarlarken veya yaratirken ¢ok fazla emek,
yetenek, zaman ve para harcarlar. Gergekten bir moda endistrisinde bir tasarim
olusturmak, zahmetli bir siirectir. Model taslagi olusturmak kiyafet yapiminda ilk ve
en 6nemli adimdir. Tasarimci, moda tasarimina kagit iizerinde genel bir taslak ¢izerek
baslar; buna stiller, elementler ve renkleri ekler; her seyi gozden gegirir ve rétuslar yapar
ve son olarak tasarimini terzilere teslim eder. Yapay zeka, bu zahmetli ve zaman alic1
siireci hizlandirir. Uretici ters aglar (generative adversial networks) olarak bilinen bir
yapay zeka teknigi yardimiyla kiyafet tasarimlarini yeniden sekillendirmeyi hedefleyen
moda markasi the Fabricant buna 6rnek olarak gosterebiliriz.

Moda endiistrisinde yapay zekanin verimlilik 6zelligine odaklanildigindan genellikle
yaptig1 tasarimlarin hukuki sonuglar1 géz ardi edilmektedir. Bir yapay zekanin
moda tasarimlarini yaratmadaki kapasitesi ve kabiliyeti, meydana getirdigi moda
tasarimlarinin bagkasinin tasarimlarina saldir: teskil etmesi halinde kimin sorumlu
olacagl sorusunu giindeme getirmektedir. Yapay zeka tasiyan cihaz programcisiyla
sozlesme yapan moda tasarimcisi mi sorumlu olacaktir? Programci mu olacaktir?
Yoksa yapay zeka cihazinin kendisi mi olacaktir? Veya o tasarim ortak bir saldir1 mi1
teskil edecektir?

Bu calismada, yapay zeka tarafindan meydana getirilen tasarimlarin yol agtig
saldir1 hallerinde kimlerin sorumlu olacagi konusu AB ve Tiirk hukuku baglaminda
ele alacaktir.

Calismada ozellikle, yapay zeka tarafindan meydana getirilen tasarimlarda, bu
teknolojiler etrafindaki ilgili “insan” aktorlerden kimlerin sorumlu olabileceklerini
tespit etmek i¢in bir ¢6ziim yontemi ve model bir hukuk normu 6nerilmektedir.

Anahtar kelimeler: Tasarimlar, yapay zeka, sorumluluk, moda, fikri miilkiyet.

18



1. ULUSLARARASI BIiLiSiM VE TEKNOLOJi HUKUKU SEMPOZYUMU
1. INTERNATIONAL IT LAW SYMPOSIUM

CIVIL LIABILITY DERIVING FROM AI-GENERATED DESIGNS

Artificial intelligence (AI) now infiltrates our culture. After a couple of difficult
winters, Al today is a word on everybody’s lips, and it attracts everyone’s attention
regardless of whether they are experts or not. What does Al that is on the everyone’s
agenda mean?

When we think of the notion of Al, we generally tend to associate it with futuristic
themes. For instance, science fiction depictions such as killer robots or human-
friendly androids come to our minds. However, if we see Al as ‘the study of agents that
exist in an environment and perceive and act, it is possible to consider it as a much
broader field of science and technology and to talk about many applications that have
an impact on our daily lives. From Apple’s Siri to Amazon’s Alexa, Tesla’s auto-driving
cars to facial recognition systems in CCTV cameras, Netflix’s film offering services to
Google’s search engine, we live in a world of Al goods.

The advent of AI-powered technologies increasingly affects people’s lives across the
globe. As a tool for productivity and cost-efficiency, Al also shapes our economy and
welfare. Al-assisted commercial industries are becoming more and more common. It
is possible to see that Al increasingly plays an important role in diagnostic medicine,
transportation, investment, therapy, intelligence, alternative dispute resolution,
contracts, national defence, bankingand many other similar fields. Substantial economic
investments have been channelled into the development of these technologies.

There are various reasons that have paved the way for another spring for AL
Remarkable innovations have recently been made in the field of machine learning.
The availability and the enormous volume of big data has facilitated the training of
Al systems. The speed of computer processors has exponentially increased. Cloud
storage systems offer huge areas to manage this data. Internet access is now much
easier and faster.

However, Al does not come without any problems. The upsurge of these novel
technologies is at the centre of public debate and policy considerations. Some segments
of the society have vocally raised their concern that ‘robots are taking over’

Fashion is one of the industries that Al can profoundly impact. Al tools and devices
are currently being used in the fashion industry to create fashion models, fabric and
jewellery designs, and clothing.

When we talk about Al-generated designs, we instead focus on the fruits of
innovation —more best-selling apparels, more fashionable designs and more fulfilment
of customer expectations — without paying heed to who the designer is. Designers invest
a lot of talent, time and finances in designing and creating each article of clothing and
accessory before they release their work to the public. Pattern drafting is the first and
most important step in dressmaking. Designers typically start with a general sketch
on paper; add styles, elements and colours; revise and refine everything; and finally
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deliver their design to dressmakers. Al accelerates this time-consuming and labour-
intensive process. The Fabricant, which aims at redesigning fashion designs with tha
Al technique called generative adversial networks, can be shown as an example to this.

When only focussed on efficiency of Al systems, its full legal consequences in
fashion industry are often forgotten. An Al device’s ability to generate fashion designs
raises the question of who will be liable for infringement deriving from use of third-
party material in Al-generated fashion designs. Will it be the fashion designer who
hires or contracts with the Al programmer? Will it be the programmer? Will it be the
Al itself? Or will humans and computers be jointly liable?

This study examines the question of who would be held liable for Al-generated
designs when they cause infringement within the context of EU and Turkish laws.

More specifically, in this study, a three-step test, which could be used to unleash the
“human” infringers (actors) around Al-generated fashion designs, and a model norm
will be proposed.

Key words: Designs, artificial intelligence, liability, fashion, intellectual property.
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ELEKTRONIK KIYMETLI EVRAK VE HUKUKI
NITELiGi- ALMAN, iSVICRE VE TURK HUKUKU
ILE KARSILASTIRMALI BiR DEGERLENDIRILME

Dog. Dr. Emrullah KERVANKIRAN*

OZET

Teknolojinin bas dondiiriicii bir hizla ilerledigi ve her gecen giin insan yasamini
ve toplumsal hayati derinden etkiledigi giiniimiiz diinyasinda, hukuk kurallarinin
da teknolojik gelismelere kayitsiz kalamayacagi goriilmiis ve tilke mevzuatlar: hizla
dijitallesmeye dogru evrilmeye baslamistir. Diinyadaki bu gelismelere paralel olarak,
son yillarda iilkemizdeki mevzuat c¢alismalari da teknolojik gelismeler ekseninde
yiriitiilmekte, kanunlarimizda dijitallesmenin etkisi kendisini 6nemli o6lciide
hissettirmektedir. Biitiin diinyada ticari hayatin temel ve vazgecilmez unsurlarindan
birisi olan Kiymetli Evrak Hukuku’ da bu gelismelerden nasibini almaya baslamuistir.
Bu alanda ¢ikarilmis olan 6nemli kanunlardan birisi Almanya'da 03.06.2021 tarihinde
yiriirlige giren “Elektronik Kiymetli Evrak Hukuku” dur (Gesetz iiber elektronische
Wertpapiere- eWpGQ). Diger bir kanun ise 01.08.2021 tarihinde ytiriirliige giren ve birden
fazla hukuk dalin1 elektronik kayit sisteminde yer vererek, bunlarin birbiriyle uyumunu
diizenleyen Bundesgesetz zur Anpassung des Bundesrechts an Entwicklungen der
Technick verteilter elektronischer Register adli kanundur. Ulkemizde ise benzer bir
calisma 2015 yilindan itibaren Tiirkiye Bankalar Birligi'nin catis1 altinda hazirlanmis
ve yasalasarak 1 Ocak 2020 tarihinde yiiriirligii girmesi beklenmekte iken, simdiye
kadar heniiz TBMM'nin giindemine getirilmemis olan Elektronik Cek ve Bono Kanunu
Tasarisr'dir.

Ulkemizde bdyle bir kanun tasarisinin yapilmasinin amaci, elektronik cek ve
bono sisteminin olusturulmasi ile kayit dis1 ekonomiyle etkin bir miicadele aracina
kavusulmus olmasi yaninda, ¢ek ve bononun sahtecilige konu edilmesinin 6nlenmesi,
teknolojinin sundugu imkanlar ile ¢ek ve bononun tiim tedaviil siirecinin ilgililer
tarafindan izlenebilmesi ve boylece piyasada ¢ek ve bonoya olan giivenin artirilmasi
hedeflenmektedir. Dolaysiyla bu haliyle tasarida yeni kiymetli evrak tiirleri icat
edilerek yeni 6deme ve kredi araglar1 meydana getirilmis degildir. Yeni kanun tasarisi
ile Tirk Ticaret Kanunu ve Cek Kanunu'nda diizenlenmis olan cek ve bononun
teknoloji yardimiyla elektronik ortamda diizenlenmesi, devredilmesi ve 6denmesi s6z

Istanbul Medeniyet Universitesi Hukuk Fakiiltesi Ticaret Hukuku Anabilim Dali, emrullah.kervankiran@medeniyet.edu.tr,
ORCID-ID: 0000-0002-3704-7887
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konusu olmakta, boylelikle klasik ¢ek ve bono varligini korumakla beraber bir dijital
doniisiime ugramaktadir. Ancak, her ne kadar bu alanda bir dijitallesme kaginilmaz
olsa da, elektronik kiymetli evrakin hukuk niteligi, simdiye kadar genel gecer kiymetli
evrak teorisi ile aciklanamamaktadir.

Diger taraftan, son yillarda karsiliksiz ¢ikan geklerin sayisinin artmasi ve bunlar
icin 6ngoriilen yaptirimlarin yetersizligi, toplumda ¢eke duyulan giivenin sarsilmasina
yol agmis, bu durum karsisinda ¢eke duyulan giiveni artirmaya yonelik yeni yasal
diizenlemeler yapilmasi ihtiyaci ortaya ¢ikmistir. Bu dogrultuda 09.08.2016 tarihinde
yirirlige giren 6728 sayii Yatirum Ortammn  lyilestirilmesi Amaciyla Bazi
Kanunlarda Degisiklik Yapilmasina Iliskin Kanun ile ceklerin karsiliksiz ¢cikmasina ve
¢eke duyulan giivenin artirilmasina yonelik tedbirler alinmistir. Bu kanun kapsaminda
kabul edilen karekodlu ¢ek uygulamasi ile ¢ekin dijitallesmesi siirecine iligkin 6nemli
bir adim atildig1 sGylenebilir.

Agiklanan nedenlerle ¢ek ve bononun teknoloji temelinde yeniden ele alinmasi
ihtiyaci ortaya ¢ikmis, elektronik ¢cek ve bono uygulamasinin hayata gecirilmesiyle bir
taraftan uygulamada karsilasilan karsiliksiz ¢ek, cekte sahtecilik ve kayit disilik gibi
sorunlarin 6niine gecilebilecegi diisiiniilmiis, diger taraftan da ¢ek ve bononun tedaviil
yeteneginin daha da artirilmasi ve takibinin kolaylastirilmasi hedeflenmistir. Bu teblig
kapsaminda, Alman, Isvicre ve Tiirk hukukundaki diizenlemelere mukayeseli olarak
yer verilerek, kiymetli evrakin genel gecer klasik ilkeleri ile uyumlu olup olmadiklar:
inceleme konusu yapilacaktir.

Anahtar Kelimeler: elektronik cek, elektronik bono, kiymetli evrak, dijitallesme,
kare kodlu cek

ELECTRONIC NEGOTIABLE INSTRUMENTS AND
LEGAL NATURE OF ELECTRONIC NEGOTIABLE
INSTRUMENTS A COMPARATIVE STUDY WITH
GERMAN, SWISS AND TURKISH LAW

ABSTRACT

In today’s world, it is a well-known fact that technology is advancing at a rapid pace
and affecting human and social life more deeply with each passing day. It has been
observed by many judicial systems in the world that the rules of law cannot remain
indifferent to technological developments. For this reason, digitalization has begun
to be taken into account in local legislation. In line with the mentioned developments
in the world, law making activities in our country have been carried out in the axis
of technological developments in recent years and the impact of digitalization makes
itself felt significantly. Negotiable Instruments Law, which is one of the basic and
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indispensable elements of commercial life all over the world, has started to get its share
from these developments. One of the important regulations enacted in this field is the
“Electronic Negotiable Instruments Law” (Gesetz iiber elektronische Wertpapiere-
eWpG) which entered into force on 03.06.2021 in Germany. Another regulation called
“Bundesgesetz zur Anpassung des Bundesrechts an Entwicklungen der Technick
verteilter elektronischer Register” is entered into force on 01.08.2021 and includes an
electronic registration system for more than one branch of law and regulates their
compatibility with each other. The Draft Law on Electronic Checks and Promissory
Notes, which has been prepared under the supervision of The Banks Association of
Tirkiye since 2015 and was expected to enter into force on January 1, 2020, has not
yet been brought to the agenda of the Grand National Assembly of Turkey, is a similar
regulation to aforementioned German and Swiss regulations.

The purpose of drafting such a law in our country is to have an effective means of
combating the subterranean economy with the establishment of an electronic check
and promissory notes system. In addition, it is aimed to prevent the use of checks and
promissory notes as fraudulent instruments, to monitor the entire circulation process
of checks and promissory notes by the means of technology, and thus to increase the
confidence in the market in checks and promissory notes. Therefore, new types of
negotiable instruments are not invented and new payment and credit instruments are
not created under the draft law. With the draft law, it will be possible to electronically
arrange, transfer and pay the checks and promissory notes regulated under the Turkish
Commercial Code and the Check Law with the help of technology. Thus, thanks to
the draft law, these checks and promissory notes will be transformed digitally, while
maintaining the existence of classic checks and promissory notes. However, although
digitalization is inevitable in this field, the legal nature of electronic negotiable
instruments cannot be explained by the generally accepted negotiable instruments
theory until now.

On the other hand, the increase in the number of bounced checks in recent years and
the inadequacy of the sanctions against bounced checks have led to the loss of public
confidence in checks. For this reason, the need for new legal regulations to increase
the public confidence in the check has emerged. In this regard, with the Amendment
of Certain Laws for the Improvement of Investment Environment dated 9 August 2016
and numbered 6728 measures were taken to prevent checks from being bounced and
to increase public confidence in checks. It can be stated that an important step has
been achieved regarding the digitalization process of the check with the QR code
check application regulated within the scope of this law.

For the reasons explained above, the need to reconsider checks and promissory
notes on the basis of technology has emerged. With the implementation of electronic
checks and promissory notes, it was thought that problems such as bounced checks,
forgery and the subterranean economy could be prevented, and on the other hand, it
was aimed to further increase the circulation capacity of checks and promissory notes
and to facilitate their monitoring. Within the scope of this article, the regulations in
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German, Swiss and Turkish law will be compared and whether they are compatible with
the generally accepted classical principles of negotiable instruments will be examined.

Keywords: electronic check, electronic promissory note, negotiable instruments,
digitalization, check with QR code
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GEMI TICARETINDE KRIPTO PARA BiRiMi
KULANILMASI

Dog. Dr. Haci KARA*®

OZET

Gemi ve deniz araglarinin miilkiyetinin ge¢cmesinin yollarindan biri de devren
iktisaptir. Gemi ve deniz araglarinin devren iktisab1 Tiirk Ticaret Kanun'unun 1001’inci
maddesi ile diizenlenmistir. Bu madde geregince gemi siciline kayith olan bir Tiirk
gemisinin devren iktisab1 icin gemi sahibi ile iktisap edenin, miilkiyetin iktisap edene
devri hususunda anlagsmis olmalar1 ve geminin zilyetliginin (gemi tizerindeki tasarruf
hakkinin) iktisap edene gecirilmesi sarttir. Miilkiyetin devrine iliskin s6zlesmelerin
yazili sekilde yapilmasi ve imzalarin noterce onayli olmasi zorunludur. Ancak bir
kolaylik yapilmis ve sozlesmenin gemi sicil miidiirliigiinde de yapilabilmesi kabul
edilmistir.

Gemi ve deniz aracglarinin alim satiminda genelde nakit para ya da kredi
kullanilmaktadir. Cogunlukla da kredi kuruluslarinca temin olunan paray1 teminat
altina almak icin gemi ipotegi kullanilmaktadir. Ayrica, geminin veya deniz araglarinin
finansal kiralamaya ve kira sozlesmesine (¢iplak gemi kirasi, bareboat charter) konu
olmasi da mumkiin olabilmektedir. Genelde finansal kira ve kiralama sozlesmesi
sonunda, 6denen kiralarin toplam bedeli satis bedeli toplamina esit olmasi halinde
miilkiyetin devralan kiraciya ait olmasi kararlastirilmaktadir.

Ama giintimiizde kripto paranin milli paranin yerine ge¢mesi ya da alim-satimin
kripto para birimi ile yapilmasi konusunda taraflar anlasabilmektedir. Kripto para,
merkezi bir otorite tarafindan kontrol edilmeyen ve herhangi bir bagka otoriteye
ihtiya¢ duyulmadan kisiden kisiye deger aktarimina izin veren, ¢evrimigi aglar yani
internet araciligiyla finansal islemleri gerceklestirmek icin kriptografik islemler
kullanan, bir dijital para tiirii, degisim ve takas araci olarak tanimlanmaktadir. Taraflar
karsilikli olarak borglarini ifa ederler ve iicrete dair hi¢cbir ¢ekisme ortaya ¢ikmaz ise
bunun miimkiin olmasi kabul edilebilir goriinmektedir. Asil sorun taraflar arasinda
ihtilaf ¢ikmasi halinde ortaya ¢ikmaktadir. Acaba bu durumda taraflarin sézlesmede
kararlastirdiklar: kripto para ile 6deme yiikiimlilugi ticretin kararlastirilmast ve/
veya ifasi olarak kabul edilecek midir veya 6demenin milli para birimi ile mi yapilmasi
gerekecektir? Diinyada tiim bu hususlar tartisma konusu yapilmaktadir.

Istanbul Medeniyet Universitesi, Hukuk Fakiiltesi, Ticaret Hukuku Anabilim Dali Ogretim Uyesi, ORCID:
0000-0002-8255-6277.
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Bu galismada kripto para ile gemi ya da deniz araci satin almak miimkiin miidiir;
taraflar arasindaki sozlesmeye dair hiikiim gecerli kabul edilecek midir ve kripto para
ile ifa nasil miimkiin olabilir, gibi hususlar incelenecektir. Ceza hukukuna dair konular
ise bu ¢alismanin konusu degildir.

Anahtar kelimeler: Gemi alim-satimi, deniz ticareti, kripto para, sanal para ve
ticarette sanal para kullanimi.

USING CRYPTO CURRENCY IN PURCHASE AND SELLING OR
LEASE AGREEMENTS OF SHIPS OR MARINE VEHICLES

ABSTRACT

Transfer agreement of ownership of ships and marine vehicles is one of the ways
of transferring ownership. Transferring of ownership of ships and marine vehicles is
regulated by Article 1001 of the Turkish Commercial Code. According to this article,
for the transfer of a Turkish ship registered to the ship registry, the owner and the
acquirer must have agreed on the transfer of ownership to the acquirer, and transfer
of the possession of the ship (right of disposition on the ship) must be transferred to
the acquirer. Contracts regarding the transfer of ownership must be made in writing
and the signatures must be notarized. However, a convenience has been made and it
has been accepted that the contract can also be made at the ship registry directorate.

Cash or credit is generally used in the purchase and sale or lease agreements of ships
and marine vehicles. Ship mortgages are mostly used to secure the money provided by
credit institutions. In addition, it is possible for the ship or marine vessels to be subject
to financial leasing and bareboat charter. In general, at the end of the finance lease and
leasing agreement, if the total price of the rents paid is equal to the sum of the sales
price, it is decided that the ownership will belong to the transferee tenant.

However, nowadays, the parties can agree on whether the crypto currency should
replace the national currency, or whether the purchase and sale should be made with
the crypto currency. Cryptocurrency is defined as a type of digital currency, exchange,
and exchange tool that is not controlled by a central authority and allows the transfer
of value from person to person without the need for any other authority through online
networks, namely the internet, and that uses cryptographic transactions to perform
financial transactions. If the parties mutually perform their debts and no dispute,
arises about the wage, it seems acceptable that using crypto currency is possible. The
main problem arises when there is a conflict between the parties. In this case, will the
obligation to pay with crypto money agreed by the parties in the contract be considered
as the determination, and/or performance of the fee, or will the payment have to be
made in national currency? All these issues are discussed in the world.
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In this study, is it possible to buy a ship or sea vehicle with crypto money; Will the
provision of the contract between the parties be considered valid and how it is possible
to perform with crypto money will be examined. Issues related to criminal law are not
the subject of this study.

Keywords: Ship sales, maritime trade, crypto money, virtual money and the use of
virtual money in trade.
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GAYRIMENKUL SERTIiFIKASI VE KiRA
SERTIFIKALARININ AKILLI SOZLESMELERLE
ARACISIZ DEVRININ BINA iINSAAT
MALIYETLERININ FINANSMANINA VE MULKIYET
HAKKI DEVRINE ETKIiSi VE VERGI AVANTAJLARI

Memduh ASLAN*

OZET

Blok zinciri teknolojisinin gelecege yonelik ongoriilerinden biri de, tasinmazlarin
devrinin giivenle yapilacagina yoneliktir. Blok zinciri, sadece kayit giivenligini
saglamakta, islem giivenligi ise blok zinciri izerinde degisiklik yapacak olan islemleri
yapan isleticinin giivenilirligine bagli olmaktadir. Tasinmaz mallar, tapu siciline
kaydedilmek zorundadir. Miilkiyet devri ise, ancak sicile kayit ile gecerli olabilir.
Diger taraftan, Tiirkiye genelinde tapu ve kadastro kayitlarindaki miilkiyet verilerinin
elektronik ortama aktarilmasi ve islemlerin elektronik ortamda yiritiilmesi, takip ve
kontroliiniin etkin ve hizl1 bir sekilde yapilmasi amaciyla Tapu ve Kadastro Bilgi Sistemi
(TAKBIS) olusturulmustur. Adalet Bakanligi protokolleri kapsaminda hacizlerin
elektronik olarak tesis ve terkin edilmesi de sistem tiizerinden yapilabilmektedir.
Tapu ile bankalar arasinda protokoller ile ipotek tesisi/terkini, satis-ipotek islemleri
elektronik ortamda baslatilmistir. TAKBIS veri tabaninin bir blok zinciri sisteminde
tutulmasi halinde tapu devir islemlerinin de akilli s6zlesmelere konu edilebilmesi
miimkiindir. Tapu kayitlar: tizerinde islem yetkisi verilen bankalar, noterler ve Adalet
Bakanlig1 aracilig ile tapuya gitmeden tapu islemleri yapilabilir hale gelmistir.

Tapu devir islemlerinin miinhasiran tapu miidiirii huzurunda yapilma zorunlulugu,
7413 sayili Kanunun 11. maddesi ile 1512 sayili Noterlik Kanununun 60/3 maddesinde
yapilan degisiklik ve eklenen 61/A maddesi ile, tasinmaz satis vaadi sozlesmesi yapmak
ve bu sozlesmeyi taraflardan birinin talep etmesi, harg ve giderleri 6demesi halinde tapu
bilisim sistemi vasitasiyla tapu siciline serh vermek ile tasinmaz satis sozlesmesiyapmak
noterlerin gorevleri arasinda sayilmistir. Bu degisiklik, bilisim sisteminin kuruldugunun
Adalet Bakanlig1 resmi internet sitesinde duyuruldugu tarihten itibaren uygulanmaya
baslanacaktir. 7413 sayili Kanunun 14. maddesi ile 1512 sayili Kanuna eklenen Gegici
21. maddenin ikinci fikrasina gore ise, anilan bilisim sisteminin 01/01/2023 tarihine
kadar kurulacaktir. Buna gore, tasinmaz satis sozlesmesi taraflarca imzalandig1 anda
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noter, tapu bilisim sisteminden (TAKBIS) yevmiye numarasi alarak soézlesmeyi bu
sisteme kaydedecek ve tapu miidiirliigiince tasinmazin tapusiciline tescili saglanacaktir.
Tapuya giiven esast cercevesinde noterlerce yapilacak tasinmaz satis sozlesmesine
iliskin islem giivenliginden noterler sorumlu tutulmustur. Zararin devlet tarafindan
o0denmesi halinde sozlesmeyi diizenleyen notere riicu edilebilecektir. Tasinmaz satig
islemlerinin noterler tarafindan yapilacak olmasi nedeniyle 6deme hizmeti sunan
kuruluslar ile yapilacak anlagsmalar gercevesinde arag devir ve tescillerinde oldugu gibi
tasinmaz satis bedelleri de satisin yapildig1 anda saticinin hesabina gegebilecektir. Bu
islemlerin bizzat noter tarafindan yapilmasinin gerekmesi ve taraflarin satis iradesinin
varliginin kontrol edilmesi sorumlulugunun notere ait olmasi nedeni ile tasinmaz satig
isleminin taraflarca elektronik ortamda gerceklestirilmesi miimkiin gozilkkmemektedir.
Bu dogrultuda akilli s6zlesmenin tetiklenmesi bizzat noter tarafindan yapilabilecektir.

Sermaye piyasast mevzuatl uyarinca herhangi bir sermaye piyasasi araci alim
islemini organize piyasalardan yapmak isteyen bir yatirimcinin bu talebini yerine
getirebilmek icin mevcut durumda yatirim kurulusu, borsa, takas kurumu, saklama
kurumu gibi aktorlere ihtiya¢c duymakta ve islemler anlik olarak sonuclanmamakta,
islemi takip eden ikinci is giiniinde (T+2) takas gerceklesmektedir.!

Uluslararast Menkul Kiymetler Hizmetleri Birligi Raporuna gore, alim-satim
islemlerinin gerceklestirilmesi, takasi, merkezi karsi taraf islemleri ve saklanmasi icin
hizmet veren bir yap1 bulunmadig: gibi, dagitik defter alt yapisi belirli bir siire daha
klasik piyasa yapilari ile birlikte varligini devam ettirecektir.?

Blok zinciri sistemini popiiler hale getiren temel unsur, 6zellikle, kripto paralar ile
finans sistemine yeni bir alternatif olmasindan kaynaklanmaktadir. Zira konvansiyonel
bankacilik ve finans sistemine alternatif yollar aranmaktadir. Giiniimiizde teknolojinin
hizli gelismesinin yaninda para transferlerinde kullanilan yontemler, yetersiz ve yiiksek
maliyetli kalmistir.? Blok zinciri finansal teknoloji alaninda da 6nemli gelismeleri
beraberinde getirmistir. Kripto paralara bir karsilik olmasa bile elektronik para ve
daha ileri boyutta dijital paralar tizerinde hukuki zemin olusmakla birlikte bu konuda
devletler ulusal bazda teknolojik arastirma ve gelistirme faaliyeti icerisindedirler.
Katilim bankaciliginin gelismesi ve faizsiz finansman arayislari, sukuk uygulamalarinin
da mevzuatimizda yer almasini gerektirmistir. 6362 sayili Sermaye Piyasasi
Kanununun 61. maddesinde kira sertifikalari, 61/A maddesinde ise gayrimenkul
sertifikalar1 diizenlenmistir. Kira sertifikalari, varlik kiralama sirketleri tarafindan
ihracg edilebilmektedir. Varlik kiralama sirketinin kiralamaya konu edecegi varliklar ise
agirlikli olarak tasinmazlardir. Kira sertifikalariaraciligiyla kira geliri elde eden yatirimci
esasen kira siiresince sertifika tizerinden gecici olarak ilgili varligin sertifikaya isabet
eden kismina da dolayli olarak malik olmaktadir. Kira sertifikalariigin varligin meydana
getirilmis olmas1 gerekirken, gayrimenkul sertifikalar1 gayrimenkuliin insasinin
tamamlanmasina kadar insaatin finansmani i¢in ihrag edilen ve insaatin tamamlanmasi
ile itfa edilen sertifikalardir. Gayrimenkul sertifikalar1 da elde bulundugu siirece temsil

1 Dagly, (2021), s. 69.
2 ISSA Raporu, (2019), s. 54.
3 Ozkul, Bas, (2020), s. 58.
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edilen yapinin sahiplik hakkini vermektedir. Gayrimenkul sertifikas: simdiye kadar
sadece Mavera 3 Projesinde kullanilmistir. Sertifikalarin kaydilestirilerek elektronik
kayit altinda el degistirmelerinin miimkiin olmasi nedeniyle akilli s6zlesmelere de konu
olabilecek mahiyettedirler. Kisa ve orta vadeli yatirim araglar1 olarak karsimiza ¢ikan
bu iki sertifika tiirtintin birlikte uygulanmasi halinde uzun vadeli yatirim araci haline
gelmeleri de miimkiindiir. Temsil ettigi varliklarin dolayli sahiplik haklarini da vermesi
nedeni ile tapuda tescile gerek kalmadan bu sertifikalar araciligiyla gayrimenkul
yatirimlar1 yapmak miimkiin hale gelebilecektir.

Hukuki altyapimiz incelendiginde sertifikalarin elektronik ortamda devredilmesinin
ontinde yasal bir engel bulunmadigi gibi, mevzuatimiz dijital dontsimi de
desteklemektedir. Ticari islemler sonucunda ortaya ¢ikan sdzlesmelerde taraflara
yiiklenen edimlerin kosullar olustugunda akilli s6zlesmeler ile icrasini saglayabilecek
hukuki diizenlemelerin yaninda kamu tarafindan belirli kurallara, izne ve denetime
tabi, 6demeler icin banka ve elektronik para kuruluslari, finansman i¢in bankalar,
finansman ve faktoring sirketleri, sirket hisse senetleri icin merkezi kayit kurulusu,
kira sertifikalar1 i¢in varlik kiralama sirketleri, ticari mallar icin umumi magazalar,
tarim {riinleri i¢in lisansh depolar gibi giivenli saklama noktalar1 bulunmaktadir.

Calismamizda herhangi bir ek yasal diizenleme veya yeni bir kurulusa ihtiyag
olmadan Elektronik Sertifika Trampa Sistemi® tizerinden Varlik Kiralama Sirketlerinin
gayrimenkul sertifikasi ve kira sertifikasinin birlikte kullandig1 bir modelleme ile insa
edilecek gayrimenkuliin finansmanive sistemde bulunan gayrimenkullerin tapu devrine
ihtiya¢c duymadan miilkiyet hakkinin elde edilmesi ve biitiin veya parcali(belirlenen
birim alan tizerinden) olarak baskasina aracisiz devredilmesine, sertifikalarin aynen
ifaya opsiyonu ile klasik gayrimenkul miilkiyetine doniistiirme olanagina iligskin yeni
yol ve yontemlerin mevcut uygulamalar ile karsilastirilmasi yapilarak vergi avantajlari
ile ortaya konulacaktir.

Anahtar Kelimeler: Gayrimenkul Sertifikasi, Kira Sertifikasi, Akilli Sozlesme,
Sermaye Piyasasi, Varlik Kiralama Sirketi

EFFECTS AND TAX BENEFITS OF TRANSFERRING REAL
ESTATE CERTIFICATES AND LEASE CERTIFICATES VIA
SMART CONTRACTS WITHOUT AGENTS ON FINANCING
BUILDING CONSTRUCTION COSTS AND OWNERSHIP RIGHTS
TRANSFER

ABSTRACT

One of the future predictions of blockchain technology is that the transfer of real
estate willbe done safely. The blockchain only provides record security, while transaction
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security depends on the reliability of the operator that makes the transactions that will
make changes on the blockchain. Due to Turkish Legislation Immovable properties
must be registered in the land registry. The transfer of ownership can only be valid
with registration in the registry. On the other hand, the Land Registry and Cadastre
Information System (TAKBIS) was established in order to transfer the property data
in the land registry and cadastre records to electronic environment, to carry out the
transactions in the electronic environment, to follow and control them effectively
and quickly. Within the scope of the protocols of the Ministry of Justice, electronic
establishment and abandonment of foreclosures can also be done through the
system. Mortgage establishment/leaving, sales-mortgage transactions were initiated
electronically with protocols between the title deed and banks. If the TAKBIS database
is kept in a blockchain system, it is possible to subject the title transfer transactions
to smart contracts. Deed transactions can be made without going to the title deed
through banks, notaries and the Ministry of Justice, which are authorized to process
title deeds.

The obligation to carry out the transfer of title deeds exclusively in the presence of
the title deed manager, the amendment made to the article 60/3 of the Notary Law
No. 1512 with the 11th article of the Law No. In case of paying the expenses, giving
annotations to the land registry through the land registry information system and
making a real estate sales contract are among the duties of the notaries. This change
will be implemented as of the date of the announcement of the establishment of the
information system on the official website of the Ministry of Justice. According to
the second paragraph of the Temporary Article 21 added to the Law No. 1512 with
Article 14 of the Law No. 7413, the said information system will be established until
01/01/2023. Accordingly, once the immovable sales contract is signed by the parties,
the notary public will obtain a journal number from the land registry information
system (TAKBIS) and record the contract in this system, and the immovable will be
registered in the land registry by the land registry directorate. Notary publics are
held responsible for the transaction security regarding the real estate sales contract
to be made by the notary publics within the framework of trust in the title deed. In
case the damage is paid by the state, it can be recourse to the notary who issued the
contract. Since real estate sales transactions will be carried out by notaries, within the
framework of agreements to be made with institutions providing payment services,
immovable sales prices will be transferred to the seller’s account at the time of sale, as
is the case with vehicle transfers and registrations. Since these transactions have to be
carried out by the notary public and the responsibility of checking the existence of the
parties’ will to sell belongs to the notary, it does not seem possible to carry out the sale
of the immovable by the parties electronically. In this direction, the triggering of the
smart contract can be done by the notary public.

In accordance with the capital market legislation, an investor who wants to purchase
any capital market instrument from organized markets currently needs actors such
as investment institutions, stock exchanges, clearing houses, custodians, and the
transactions are not concluded instantly, on the second business day following the
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transaction. (T+2) swap takes place. *According to the Report of the International
Association of Securities Services, there is no structure that provides services for the
execution, clearing, central counterparty transactions and custody of purchase and sale
transactions, and the distributed ledger infrastructure will continue to exist together
with the classical market structures for a certain period of time.®

The main factor that makes the blockchain system popular is that it is a new
alternative to the financial system with cryptocurrencies. Because alternative ways
to the conventional banking and financial system are sought. Today, besides the rapid
development of technology, the methods used in money transfers have remained
inadequate and costly. °Blockchain has also brought important developments in
the field of financial technology. Even if there is no response to cryptocurrencies,
there is a legal basis for electronic money and more advanced digital currencies,
and states are engaged in technological research and development activities on a
national basis. The development of participation banking and the search for interest-
free financing necessitated the inclusion of sukuk practices in our legislation. Lease
certificates are regulated in Article 61 of the Capital Markets Law No. 6362, and real
estate certificates are regulated in Article 61/A. Lease certificates can be issued by
asset leasing companies. The assets to be leased by the asset leasing company are
mainly immovables. The investor, who earns rental income through lease certificates,
also indirectly owns the part of the related asset that corresponds to the certificate
temporarily over the certificate during the lease term. While the asset must be created
for lease certificates, real estate certificates are certificates that are issued to finance
the construction until the completion of the construction of the real estate and are
redeemed upon completion of the construction. Real estate certificates also give
ownership of the represented building as long as they are available. The real estate
certificate has only been used in the Mavera 3 Project so far. Since certificates can
be dematerialized and exchanged under electronic record, they are also subject to
smart contracts. It is also possible for these two types of certificates, which appear as
short and medium-term investment instruments, to become long-term investment
instruments if they are applied together. Since it gives indirect ownership rights to the
assets it represents, it will be possible to make real estate investments through these
certificates without the need for registration in the land registry.

When our legal infrastructure is examined, there is no legal obstacle to the transfer
of certificates in the electronic environment, and our legislation also supports digital
transformation. Banks and electronic money institutions for payments, banks for
financing, financing and factoring companies, company stocks, subject to certain rules,
permission and control by the public, as well as legal arrangements that can ensure
the execution of the obligations imposed on the parties in contracts resulting from
commercial transactions with smart contracts when the conditions are met. central

4 Dagli, (2021), p. 69.
5 ISSA Report, (2019), p. 54.
6  Ozkul, Bas, (2020), p. 58.
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registrar, asset rental companies for lease certificates, public stores for commodities,
licensed warehouses for agricultural products.

In our study, without the need for any additional legal regulation or a new
institution, financing of the real estate to be built with a modeling used together with
the real estate certificate and lease certificate of the Asset Leasing Companies via the
Electronic Certificate Barter System® and obtaining the ownership right of the real
estates in the system without the need for title deed transfer and The new ways and
methods regarding the partial (over the determined unit area) transfer to another
person without an intermediary, the possibility of converting the certificates into
traditional real estate property with the option to perform exactly, will be compared
with the existing practices and will be presented with tax advantages.

Keywords: Real Estate Certificate, Lease Certificate, Smart Contract, Capital
Market, Asset Leasing Company
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DAO’LARIN MASAK MEVZUATI VE ADI SIRKET
HUKUMLERI ACISINDAN DEGERLENDIRILMESI

Av. Cemal ARAALAN"

Kripto varliklarin yiiksek kazang getirilerinden dolayr popiiler hale gelmesi
neticesinde, bu varliklarin altyapisini olusturan blokzincir teknolojisinin de kullanim
alanlar1 giderek artmaktadir. Blokzincir teknolojisinin sagladig: yarar ile yeni nesil
finansman alaninda da merkeziyetsiz bir yap1 6ne ¢ikarak “Merkeziyetsiz Finans”
anlamina gelen DeFi (Decentralized Finance) kavrami dogmustur. DeFi'nin 6ziinii
blockzincir teknolojisi ile ¢calisan akilli s6zlesmeler olusturmaktadir. Akilli s6zlesmeler
sayesinde aracisiz olarak “Merkeziyetsiz Finans” gerceklestirilmektedir. Giiniimiiz
ekosistemi icerindeki geleneksel finansal sistemlerde bankacilik, ticaret, nakit akisi
uygulamalarinin neredeyse cogunlugubankalarveyaborsalararaciligiylailerlemektedir.
Diger bir anlatimla merkezi finans sistemlerinde bireylerin paralari bankalar ya da
temel gayesi para kazanmak olan sirketler nezdinde tutulmakta ve kisilerin sermaye
ve finansal hizmetlere ulasimi i¢in birtakim araci kurumlarin varligi gerekmektedir.
Nitekim merkezi finans sistemlerde paranin kontrolii bireylerin kendisinde degil,
aract otoritededir. Merkezi olmayan finans sistemleri (DeFi) ise bireylerin finansal
sireclerini yiiriitmeleri esnasinda gelisen teknolojik yontemleri kullanarak araci
kurum/kurulus veya kisileri ortadan kaldirir. Tiim bu anlatilanlardan hareketle kisaca
DeFi, kredi alma/verme, merkeziyetsiz borsa, sigorta, aligveris, pazaryeri ve benzeri
finansal islevleri saglayan ve temelinde akilli s6zlesmeler, merkeziyetsiz uygulamalar
ve konsensus protokollerine dayanan finansal yapidir.

DeFi denilen finansal yapinin bir iiriinii olan ve Ingilizce'de Decentralized
Autonomous Organization denilen kisaca DAO kelimesi ise, dijital ortamda kurulu
olan, isleyis ve bu organizasyona iliskin kurallar1 kod seklinde belirlenen, otonom ve
seffaf olarak calisan topluluklara verilen isimdir. Tiirkceye “merkezi olmayan 6zerk
kuruluslar” seklinde terciime edilebilecek DAO’lar, 6ziinde genel itibariyle Ethereum
blokzincir aginda olusturulan bir akilli s6zlesme uygulamasi olup DAO’larin isletme
kurallariéncedenbilgisayarlartarafindanbelirlenmektevekararvermeyetkisigeleneksel
ortakliklara kiyasla herhangi bir kisinin elinde olmayip hiyerarsik bir yonetim yapisi da
bulunmadigindan, bu kuruluslardaki yonetim ve karar alma stireglerinin gayri merkezi
oldugu kabul edilmektedir. DAO’larin kurulusundaki temel amag, blokzincir agindaki
paydaslarin paylarina gore oy hakkina sahip olacak hissedarlar tarafindan kontrol
edilen bir yatirim kurulusu insa etmek olup DAO’lar akilli sézlesmeler vasitasiyla
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yatirimcilarindan fon toplayarak, bu fonlarla yatirnmlarda bulunur ve elde edilen kar1
sistem tarafindan belirlenen belirli bir algoritmaya goére dagitmaktadir. DAO’larin
yatirimcilarinin ve bu projeyi baslatan yazilimcilarinin (developer) kim olduklari dijital
bir anahtar ile tespit edilmekle beraber, bu kisilerin gercek diinyada kim olduklar1 genel
olarak tespit edilemez niteliktedir. Zira DAO’larda temsiliyet kripto clizdan adresleri
tizerinden kurgulanmaktadir. Hatta Oyle ki bu adresler insanlara ait olabilecegi gibi;
robotlara, cihazlara ya da baska merkeziyetsiz otonom kuruluslara dahi ait olabilir.
Baska bir ifade ile diinya, yatirnmcilarin her zaman gercgek veya tiizel kisi olmadig1 yeni
bir organizasyon yapisi ile tanismaktadur.

Tiirkiye'de ilk kez kripto varliklar 16.04.2021 tarihinde Resmi Gazete'de yayimlanarak
yiiriirliige giren Odemelerde Kripto Varliklarin Kullanilmamasina Dair Yonetmelik
(“Yonetmelik”) ile tanimlanmistir. Yonetmelik m. 3'de kripto varlik, ‘dagitik defter
teknolojisi veya benzer bir teknoloji kullanilarak sanal olarak olusturulup dijital aglar
lizerinden dagitimi yapilan, ancak itibari para, kaydi para, elektronik para, ddeme
aract, menkul kiymet veya diger sermaye piyasasi aract olarak nitelendirilmeyen
gayri maddi varliklar” seklinde tanimlanmistir Bu tanimdan hareketle,
oncelikle netlestirilmesi gereken husus DAO’larin kripto varlik hizmet saglayici
olup olmadiklarinin hukuken tespit edilmesidir. MASAK'1n Kripto Varlik Hizmet
Saglayicilar1 Rehberi’'nde kripto varlik hizmet saglayicilari, “kripto varliklarin alim
satimlarina elektronik islem platformlar: iizerinden aracilik eden platformlar”
olarak tanimlanmaktadir. Yukarida yer verilen Tirk hukukundaki “kripto varlik” ve
“kripto varlik hizmet saglayic1” tanimlar1 agisindan dikkat ¢ekici bir husus 6zellikle
kripto varlik tanimi MASAK’1n 1991 tarihinden itibaren {iyesi oldugu Mali Eylem
Gorev Giicii (Financial Action Task Force; kisaca “FATF”) ile uyumludur.

Kripto varlik hizmet saglayici olmanin en 6nemli sonucu, MASAK mevzuati
kapsaminda yer verilen cesitli yiikiimliliklere (misterinin taninmasina iligkin
esaslar, siipheli islem bildirimi, bilgi ve belge verme yiikiimliligii, muhafaza ve ibraz
yukimliligi vb.) tabi olunmasidir.

Tirk hukukuna bakildiginda, yapisal olarak DAO’larin sermaye sirketleri olan
anonim ve limited sirketler ile kollektif ve komandit sirket ve kooperatiflerle
ozelliklerinin karsilastirilmasina ve bu baglamda DAO’lara iliskin 6zel bir diizenlemeye
ihtiya¢ olup olmadiginin tespitinin fayda saglayacagi distiniilmektedir. Kisacast,
DACQ’lara iliskin spesifik bir diizenleme bulunmadigi ve 6zellikle Tiirk Ticaret Kanunu
(“T'TK”) ve sair mevzuat geregince ticaret sirketlerine iliskin belirli bir yapinin ve detayli
birtakim kurulus prosediirlerinin 6ngoriilmesi sebebiyle DAO’larin sermaye sirketi
olarak nitelendirilmesi miimkiin goziikmemektedir. Bu noktada Tiirk Bor¢lar Kanunu
(“TBK”) m. 620/f. 2 ve TTK 214 geregince DAO’larin hukuken tasnif edilebilecegi
tek secenek adi sirket olabilecegidir. TBK m. 620/f. 1 uyarinca adi sirket, iki ya da
daha fazla kisinin emeklerini ve mallarini ortak bir amaca erigsmek icin birlestirmeyi
tistlendikleri bir sozlesme olarak tanimlanmaktadir. DAO’larin yapisina bakildiginda
temelde iki ya da daha fazla kisinin ortak bir amag i¢in bir araya geldikleri goriilmekle
beraber adi sirketlerde bu kurumun diizenlenis ve sorumluluk rejimi itibariyle yapinin
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ortaklarin birbirini tanimasi esasina dayali olmasina ragmen DAQO’larda kisilerin cogu
kez birbirini tanimasi miimkiin gézitkmemektedir. Genel itibariyle adi sirket goriiniimii
sergilemekle beraber 6zellikle DAO’larda yatirimcilarin ve proje sahiplerinin anonim
olmasi ve kimliklerinin bilinmemesi sebebiyle adi sirket hiikimlerinin tam anlamiyla
uygulanamayacagi diisiiniilmektedir.

Tebligimizde 6zellikle DAO’larin MASAK mevzuati kapsaminda kripto varlik hizmet
saglayici olup olmadig1 ve hukuken adi sirket hitkiimleri cercevesinde degerlendirilip
degerlendirilemeyecegi detayl sekilde irdelenecektir.

Anahtar Kelimeler: gayri merkezi 6zerk organizasyonlar, gayri merkezi finans,
MASAK, adi sirket, kripto varliklar

LEGAL OVERVIEW ON DAO’S WITHIN THE FRAMEWORK OF
TURKISH ANTI-MONEY LAUNDERING LEGISLATION AND THE
ORDINARY COMPANY PROVISIONS

ABSTRACT

While crypto assets have become popular due to their high earnings returns, the use
of blockchain technology, which forms the infrastructure of these assets, is gradually
increasing. Considering the benefit of blockchain technology, a decentralized structure
has also triggered to the importance in the field of new generation finance, and the
concept of DeFi (Decentralized Finance). The essence of DeFi is smart contracts that
functions with blockchain technology. Thanks to smart contracts, “Decentralized
Finance” became popular without intermediaries. Almost the majority of banking,
trade and cash flow applications in traditional financial systems within today’s
ecosystem proceed through banks or exchanges. In other words, in central financial
systems, individuals’ money is kept by banks or companies whose main purpose is
to make money, and the presence of some intermediary institutions is required for
individuals to access capital and financial services. As a matter of fact, the control
of money in central financial systems is not the under the control of individuals but
subject to intermediary authority. Decentralized financial systems (DeFi), on the
other hand, eliminate intermediary institutions/organizations or individuals by using
technological methods developed during the financial processes of individuals. In
brief, DeFi is a financial structure based on smart contracts, decentralized applications
and consensus protocols, which provides financial functions such as lending/issuing,
decentralized exchange, insurance, shopping, marketplace and similar financial
functions.

DAO (“Decentralized Autonomous Organization”), which is a product of DeFi
in English, is the the autonomous and transparent communities established in the
digital environment, whose operation and rules regarding this organization are
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determined in the form of code. DAOs are essentially in the form of smart contract
created in the Ethereum blockchain network and the operating rules of DAOs are
predetermined by computers and the decision-making authority is not in the hands
of any one person which differs from traditional partnerships. It is accepted that the
management and decision-making processes in these organizations are decentralized.
The main purpose of the establishment of DAOs is to build a shareholder-controlled
investment mechanism that will have voting rights according to the shares of the
stakeholders in the blockchain network. Although the investors of DAOs and their
developers (developers) who created this mechanism are identified with a digital key,
it is generally undetectable who these people are in the real world. This is because
the representation in DAOs is established through crypto wallet addresses. In other
words, the world is currently introduced with a new organizational structure where
investors are anonymous.

In Turkey, crypto assets were firstly defined by the Regulation on Not Using Crypto
Assets in Payments (“Regulation”), which was published in the Official Gazette on
16.04.2021. In accordance with Article 3 of the Regulation, crypto-assets are defined
as “intangible assets that are created virtually and distributed over digital networks
using distributed ledger technology or similar technology, but that do not qualify as
fiat money, deposit money, electronic money, payment instruments, securities or other
capital market instruments”. Taking this definition into consideration, the first issue to
be clarified first is to determine whether DAOs are crypto asset service providers or
not within the framework of Turkish Financial Crimes Investigation Board (“M ASAK?”)
Legislation. In MASAK’s Directory of Crypto Asset Service Providers, crypto asset
service providers are defined as “platforms that mediate the buying and selling of
crypto assets through electronic trading platforms” In terms of the definitions of
“crypto-asset” and “crypto-asset service provider” in the Turkish law given above, it
is noteworthy that the definition of crypto-assets is compatible with the definitions
of the Financial Action Task Force (“FATF”) which MASAK has been a member since
1991.

The most important result of being a crypto asset service provider is to be subject to
various obligations included in the MASAK legislation (the mandatory rules regarding
customer recognition, suspicious transaction reporting, obligation to provide
information and documents, obligation of preservation and submission, etc.).

In Turkish law, it is beneficial to compare the structural features of DAOs with
joint stock companies and limited liability companies, as well as with collective and
limited partnership companies and cooperatives, and to determine whether there
is a need for a special regulation regarding DAOs in this context. In brief, it does
not seem possible to qualify DAOs as capital companies, since there is no specific
regulation regarding DAOs and due to specific structure and detailed establishment
procedures for commercial companies are stipulated under the Turkish Commercial
Code (“TCC”). Based on the provisions such as Article 620/para. 2 of Turkish Code of
Obligations (“TCO”) and Article 214 of TCC, the only option in which DAOs can be
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legally classified is to be ordinary companies. As per Article 620/para. 1, an ordinary
company is defined as a contract in which two or more persons undertake to combine
their labor and assets to achieve a common purpose. Looking into the structure of
DAQO:s, it is seen that two or more people come together for a common purpose.
Nevertheless, even though DAOs seems to be similar with the appearance of two or
more persons for the purpose of achieving common purpose, it is considered that the
provisions of ordinary companies under Turkish law cannot be fully implemented due
to the anonymity and unknown identities of investors and project owners in DAOs.

In this Symposium, I will give a speech on whether DAOs are crypto asset service
providers within the scope of MASAK legislation and whether they can be legally
evaluated within the framework of ordinary company provisions.

Keywords: Decentralised anonymous organisations, decentralised finance,
MASAK, ordinary company.
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MEDENi USUL HUKUKUNDA YARGILAMANIN
HIZLANDIRILMASI VE ADALETE ERISIiM HAKKI
BAKIMINDAN GCEVRIM iCi MAHKEMELER VE
YAPAY ZEKANIN KULLANIMI

Gokce KARABEL® - Dilek AYDEMIR™

Teknolojik gelismelerin Medeni Usul Hukuku bakimindan ilk ve en etkili
yansimasl uluslararasi pek ¢ok dédiile de sahip olan UYAP sisteminin kurulmas: ile
olmustur. Elektronik imza ve elektronik tebligat yaninda Medeni Yargilama Hukuku
bakimindan dijitallesme konusundaki en ¢arpici 6rneklerden birisi olarak karsimiza,
ozellikle 2020'de yapilan kanun degisikligi ile e-durusma (HMK m.149) ¢ikmaktadir.
Alternatif uyusmazlik ¢6ziim yontemleri bakimindan daha uzun zamandir giindemde
olan klasik uyusmazlik yontemlerinde 6zellikle durusmalarin icrasinda teknolojiden
faydalanilmasi, belli hallerde ise, ozellikle tiiketici uyusmazliklar1 bakimindan,
uyusmazligin tamamen online ¢oziilmesi yoniindeki egilim mahkeme yargilamasina da
tasinmustir. Belli uyusmazliklar bakimindan dava sartiolarak uygulanan arabuluculugun
icras1 da artik ¢ogunlukla teknolojik imkanlar kullanilarak yapilmakta; yiiz yiize
yapilmamaktadir. Yine Sigortacilik Tahkim Merkezi ve kural olarak Tiiketici Hakem
Heyetleri de yargilamalarini dosya iizerinden gerceklestirmektedir. Her ne kadar belli
uyusmazliklar bakimindan alternatif uyusmazlik ¢6ziim sistemleri uygulaniyor olsa da
merkezi bir alternatif uyusmazlik ¢6ziim sistemi mevcut olmadig: gibi genel manada
kiigtik miktarli ve nispeten daha az karmasik uyusmazliklar bakimindan (6r: kira, kat
miilkiyeti, komsuluk, kii¢iik miktarli para alacaklari, basit ¢cekismesiz yarg: isleri) 6zel
bir uyusmazlik ¢6ztim usulii 6ngoriilmiis degildir.

Uyusmazlik ¢6ziimiinde yapay zekanin ve teknolojinin yansimalarina baktigimizda
ise, sirketlerin ve uyusmazlik ¢6ztim kurumlarinin yaninda artik devletlerin de yarg:
hizmetinin bir ayag1 olarak ¢evrim i¢i uyusmazlik ¢6ziim modellerini uyguladigini
gérmek miimkiindiir. Bu konuda, bazi agilardan Hollanda, Israil, Avusturya, AB
Kiigiik Talep Prosediiriine Iliskin Regiilasyon (EC 861/2007) gibi 6érnekler yaninda
tebligde ozellikle Birlesik Krallik’ta uygulanan “Small Claim Procedure” ve Kanada'da
uygulanan “Civil Resolution Tribunal” sistemi incelenmistir. Bu sistemlerde temel
amag taraflarin avukata ihtiya¢ duymaksizin dava yoneticileri ve ayrintili rehberler

Uludag Universitesi Hukuk Fakiiltesi, Medeni Usul Ve Icra Iflas Hukuku Anabilim Dali Ogretim Uyesi, gokcekarabel@uludag.
edu.tr, ORCID NO: 0000-0002-1787-165X
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yardimiyla ve ayrintili formlar {izerinden uyusmazlhigl e-miizakere, e-arabuluculuk
ve e-tahkim ya da e-mahkeme yargilamasi ile ¢ézmelerini saglamaktir. Ote yandan
sistemlere bagvurunun iradi oldugunu da vurgulamak gerekir. Cin 6rnegi de hem online
uyusmazlik ¢6ziimii hem de yapay zekanin karar merciinde olmasi agisindan dikkat
cekici bir ornektir. Yapay zeka konusunda en ¢ok tartisilan konu da yapay zekanin
karar mercii olmasi ihtimalidir. Bunun disinda, 6zellikle karar taslagi olusturulmasi,
mevzuat ve spesifik ilmi ve kazai ictihat tespiti gibi konularda hakime yardimci yapay
zeka (0rnegin, ABD'de COMPAS) ve taraflara ve avukatlara yardimci yapay zeka
(ornegin, DoNotPay, Legalzoom, Lexmachina, Cascrunch) calismalar1 karsimiza
¢ikmaktadir.

Yapay zekanin gelisimi dikkate alindiginda, yargilamanin her asamasinda hakime
yardimci bir rol oynayabilecegi kolaylikla soylenebilirse de yapay zekanin, soyut
diisinme ve empati yetenegi olmadigr icin “mevzu hukuku uygulayarak vicdani
kanaatine gore karar vermesi” asamasina heniiz gelmedigini de vurgulamak gerekir.
Konuya iliskin gerek AB gerekse G20 gibi uluslararasi organizasyonlarin yayinlamig
oldugu ilke ve kurallarda da bu nokta vurgulanmaktadir. Dava stratejisi belirleme,
davay1 kazanma ihtimalini tespit etme gibi konularda taraflara yardimci yapay zeka
sistemlerinin giin gectikce arttigini séylemek miimkiindiir. Ote yandan bu girisimlere
kars1 acilmis “yetkilendirilmedikleri halde hukuk hizmeti verildigi” ve “tailormade”
coziimler tretildigi yoniinde davalar da mevcuttur.

Bu tebligde, uluslararasi hukukta cevrimici uyusmazlik ¢oziim sistemlerinden
orneklerverilecek; yapayzekanin kullanimalanlari6rnekleriizerinden degerlendirilecek
ve sonug kisminda ise yargiya erisim hakki ve usul ekonomisi ilkesi dikkate alinarak
¢evrimici uyusmazlik ¢6ziim sistemlerinin 6zellikle karmasik olmayan kiigiik miktarh
uyusmazliklar icin Tirk Hukuku bakimindan uygulanabilirligi incelenecek ve bu
minvalde ve ayrica diger uyusmazliklarin makul siirede sonuglandirilmasina hizmet
etmesi bakimindan UYAP sisteminde yapilabilecek degisikliklere iliskin onerilerimiz
sunulacaktir.

Anahtar Kelimeler: Cevrimici mahkeme, ¢evrimici alternatif uyusmazlik ¢6ziimi,
yapay zeka, kiiciik talep usulii, UYAP.

THE USE OF ONLINE COURTS AND ARTIFICIAL INTELLIGENCE
TO ACCELERATE CIVIL PROCEDURE TRIAL AND THE RIGHT
TO ACCESS TO JUSTICE

ABSTRACT

The most effective reflection of technological developments in terms of Civil
Procedure Law has been with the establishment of the UYAP system. In addition
to electronic signature and electronic notification, e-trial is one of the most striking
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examples of digitalization in terms of civil procedure law, especially with the revision
made in 2020 (HMK art.149). The tendency to use technology especially in the execution
of hearings in terms of alternative dispute resolution methods and the tendency to
resolve the dispute completely online has also been carried to court proceedings. The
execution of mediation is now mostly carried out using technological means. Moreover,
The Commission of Arbitration of Insurance and The Committees of Consumer
Arbitration also conduct the proceedings over the file. Although alternative dispute
resolution systems are applied in terms of certain disputes, there is no centralized
alternative dispute resolution system for small and relatively fewer complex claims (eg.
rental, strata disputes, small amount of money, ex-parte proceeding).

When we look at the reflections of artificial intelligence and technology in dispute
resolution, it is possible to see that states now apply online dispute resolution models
as a pillar of the judicial service. In this regard examples such as Netherlands, Israel,
Austria, EU Regulation on Small Claims Procedure (EC 861/2007) as well as the “small
claim procedure” applied in the United Kingdom and the “Civil Resolution Tribunal”
system applied in Canada were examined in the paper. The main purpose of these
systems is to enable the parties to resolve the dispute via negotiation, facilitation or
tribunal decision with the help of case managers and detailed guides and detailed
forms without the need for a lawyer. The case of China is also a remarkable example
in terms of both online dispute resolution and artificial intelligence being the decision
maker. The most debated issue on artificial intelligence is the possibility of artificial
intelligence being the decision maker. Apart from this, we come across artificial
intelligence that assists the judge (the example of COMPAS in the USA) and artificial
intelligence that assists the parties and lawyers (such as DoNotPay, Legalzoom,
Lexmachina, Casecrunch) especially in drafting decisions, legislation and case law
determination.

Considering the development of artificial intelligence, it can easily be said that it can
play a role in helping the judge at every stage of the trial, but it should be emphasized
that artificial intelligence has not yet reached the stage of “deciding according to its
conscientious opinion by applying the law,” since it does not have the ability to think
abstractly and empathize. However, it is possible to say that artificial intelligence
systems that assist the parties are increasing day by day.

In this paper, examples of online dispute resolution systems in international law
will be given and the usage areas of artificial intelligence will be evaluated through
examples. As a conclusion, the applicability of online dispute resolution systems in
terms of Turkish Law will be discussed. In this regard, our suggestions regarding the
changes that can be made in the UYAP system will be presented.

Keywords: online court, online dispute resolution, small claim procedure, artificial
intelligence, UYAP.
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YAPAY ZEKANIN CEZA MUHAKEMESINDE iDDIA
VE HUKUM MAKAMINDA BULUNMASINA iLISKIN
DUSUNCELER

Dr. Saban Cankat TASKIN*

OZET

Gectigimiz giinlerde sosyal medyada gordiigiim bir haber ¢ok dikkatimi cekti.
Haberde Pekin Internet Mahkemesi'nin yapay zekali hakimleri yargilamada kullanmaya
basladigi ifade ediliyordu.

Baska bir haberde de Cin'de yapay zekali savcilarin ceza muhakemesi sistemine dahil
edilmesinin disiinildagl, boylece iddianame hazirlama siirecinde yapilan hatalarin
onlenmesinin amaclandigi belirtilmekteydi.

Bu calismada, yapay zekali hakimlerin ve savcilarin ceza muhakemesine iliskin
islemleri yapmasinin ve yapay zekali hakimlere saniklara ceza verme vyetkisi
taninmasinin ceza hukukunun ve ceza muhakemesi hukukunun temel ilkeleriyle
bagdasip bagdasmadig1 degerlendirilmistir.

Keza ¢calismada ceza yargilamasinda yapay zekali hakim ve savcilara yer verilmesinin
ortaya cikarabilecegi ceza hukuku sorunlari ile uygulamada ortaya ¢ikabilecek olasi
sorunlar degerlendirilmistir.

Anahtar Sozciikler: yapay zeka, yapay zekali hakim, yapay zekali savci, ceza
muhakemesi hukukunun ilkeleri, ceza hukukunun ilkeleri

THOUGHTS ON ARTIFICIAL INTELLIGENCE AT THE CLAIMING
AND SENTENCING AUTHORITY IN CRIMINAL PROCEDURE LAW

ABSTRACT

A news I saw on social media recently caught my attention. In the news, it was
stated that the Beijing Internet Court had started to use artificial intelligence judges
in the trial.

Istanbul Aydin Universitesi Hukuk Fakiiltesi Ceza Hukuku ve Ceza Muhakemesi Hukuku Anabilim Dali Ogretim Uyesi,
E-posta : sctaskin@gmail.com, Orchid ID: https://orcid.org/0000-0001-6312-472X
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In another report, it was stated that in China, artificial intelligence prosecutors
were considered to be included in the criminal procedure system, thus preventing the
mistakes made during the preparation of the indictment.

In this study, it has been evaluated whether the artificial intelligence judges and
prosecutors’ handling of criminal procedure and the authorization of artificial
intelligence judges to sentence the defendants are compatible with the basic principles
of criminal law and criminal procedure law.

Likewise, in the study, the criminal law problems that may arise from the use of
artificial intelligence judges and prosecutors in criminal proceedings and possible
problems that may arise in practice are evaluated.

Keywords: artificial intelligence, artificial intelligence judge, artificial intelligence
prosecutor, principles of criminal procedure law, principles of criminal law
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YARGI KARARLARININ
GEREKGELENDIRILMESINDE
YAPAY ZEKANIN ROLU

Mehmet CATLI"

OZET

Yarg: kararlarinin gerekeeli olmasi anayasal bir hak olarak kabul edilmistir. Buna
gore iilkedeki tiim mahkemelerin kararlarinin gerekgeli olmasi bir zorunluluktur. Bu
anayasal ilkeye aykir1 mahkeme kararlari, Avrupa Insan Haklar1 Mahkemesinin cesitli
ihlal kararlarina konu olmaktadir. Yarg: kararlarinin gerekcelendirilmesi ile ilgili gerek
fakiilteler bazinda gerek adalet bakanligi bazinda muhtelif calismalar yapilmaktadir.
Bu calismada ozellikle yapay zekanin yargi kararlarinin gerekcelendirilmesinde sahip
olabilecegi role iliskin cesitli yaklasimlara deginilecektir. Oncelikle, gerekcelendirmede,
(argiimantasyon) hukukun ortaya koydugu temelilkeler ortaya konulmaya calisilacaktir.
Devaminda bu temel ilkeler 1s1ginda yapay zekanin etkin olarak kullanilabilecegi
alanlar ve yargilamaya sunabilecegi katkilar degerlendirilecektir.

Anahtar Kelimeler: Yapay zeka ve Hukuk, Dijital hukuk uygulamalari, Gerekgelen-
dirme, Bilisim hukuku

THE ROLE OF ARTIFICIAL INTELLIGENCE IN THE
JUSTIFICATION OF JUDICIAL DECISIONS

ABSTRACT

Justification of judicial decisions is accepted as a constitutional right. Accordingly, it
is imperative that the decisions of all courts in the country are justified. Court decisions
contrary to this constitutional principle are the subject of various violation decisions
of the European Court of Human Rights. Various studies are carried out on the basis of
faculties and the ministry of justice regarding the justification of judicial decisions. In
this study, various approaches regarding the role of artificial intelligence in justifying
judicial decisions will be discussed. First of all, in justification, the basic principles of

Ankara Sosyal Bilimler Universitesi Hukuk Fakiiltesi, Genel Kamu Hukuku, Dr. Ogretim Uyesi, Orcid ID: 0000-0001-7998-8434
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(argumentation) law will be tried to be put forward. Afterwards, in the light of these
basic principles, the areas where artificial intelligence can be used effectively and its
contributions to the judging will be evaluated.

Keywords: Artificial intelligence and law, Digital law practices, Argumentation, IT
law
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BLOKZINCIR TEKNOLOJISINDEKI VERILERIN
DELIL NITELIGININ HUKUK YARGILAMASI
BAKIMINDAN iINCELENMESI

Dr. Elif Irmak BUYUK*

OZET

Blokzincir teknolojisi, bloklarin birbirine zincir gibi baglandigi dagitik bir veri
tabanidir. Her ne kadar blokzincir teknolojisinden bahsedildiginde akla 6ncelikli olarak
kripto paralar ve finans sektorii gelse de, siber giivenligin saglanmasi, kitle fonlamasi,
dijjital belgelerin olusturulmasi ve korunmasi, saglik sektoriinde ilaglarin dagitimi ve
takibi, tapu sicilinde islemlerin gerceklestirilmesi, oy verilmesi gibi kamusal hizmetlerin
de dahil oldugu birgok farkli alanda bu teknoloji altyapisi kullanilmaktadir. Blokzincir
teknolojisinin diinyadaki kullanim alaninin giin gectikce cesitlenip gelismesiyle birlikte
bu teknolojinin insan hayatina daha da sirayet edecegi ve giindelik hayatimizdaki bir¢ok
islemde karsimiza ¢ikacagi asikardir. Bu dogrultuda hukuk yargilamasinda goriilen bir
uyusmazlikla baglantili olarak blok zincir altyapisindaki ¢esitli islemlerin ve kayitlarin
delil olarak ibraz edilmesi de pekald s6z konusu olabilecektir. Bu asamada hayatimiza
nispeten yeni giren ve hukuki acidan bircok noktada muglaklig1 olan blokzincir
teknolojisinde yer alan verilerin ispat hukuk agisindan da degerlendirilmesi 6nem
arz etmektedir. Ispat faaliyetinin saglikli isleyisini ve kavramlarin hukuki belirliligini
saglamak adina s6z konusu verilerin pozitif diizenlemelerimize gore delil niteligi, nasil
ibraz edilecegi, ibraz edilen delillerin nasil degerlendirilecegi ele alinmasi gereken
konulardandir.

Diger kullanicilar fark etmeksizin blokzincir altyapisinda bir verinin eklenmesinin,
silinmesinin veya degistirilmesinin miimkiin olmamasi, islemlerde dijital imzalama
kriptografik mekanizmasinin kullanilmasi, s6z konusu islemlerin giivenligini arttiran
ve verilerin geriye yonelik takibini saglayan bir yap1 ortaya koymaktadir. Bahsedilen bu
hususlar blokzincirde bulunan verileri delil niteligi ve kuvveti bakimindan 6zel olarak
incelemeyi gerekli kilmaktadir. Calismamizda blokzincirdeki verilerin genel olarak
ozelliklerinden bahsedildikten sonra, bu verilerin medeni yargi alaninda mevcut
ispat sistemimiz icinde hangi kurumlara karsilik gelebilecegi degerlendirilecek ve
karsilagtirmali hukuk diizenlemeleri ve yarg: kararlar1 da ele alinarak konuyla ilgili
kisisel goriis ve onerilerde bulunulacaktur.

Anahtar kelimeler: Blokzincir teknolojisi, veri, ispat hukuku, delil niteligi, hukuk
yargilamast.
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EXAMINATION THE EVIDENTIAL VALUE OF DATA IN
BLOCKCHAIN TECHNOLOGY IN TERMS OF CIVIL PROCEDURE

ABSTRACT

Blockchain technology is a distributed database where blocks are linked together
like a chain. Although in the first place cryptocurrencies and the financial sector come
to mind when blockchain technology is mentioned, this technology is used in many
different areas such as providing cyber security, crowdfunding, creating and protecting
digital documents, distribution and tracking of drugs in the health sector, realization
of land registry transactions and voting.

As the usage area of blockchain technology in the world diversifies and develops
day by day; it is obvious that this technology will spread to human life even more and
will appear in many transactions in our daily lives. In this respect, it will be possible to
present various transactions and records in the blockchain infrastructure as evidence in
connection with a dispute in civil proceedings. At this stage, it is important to evaluate
the data in the blockchain technology, which has entered our lives relatively recently,
in terms of law of evidence. In order to ensure the healthy functioning of the proof
activity and the legal certainty of the concepts, the issues such as the evidential nature
of these data according to our positive regulations, the presentation and evaluation
method of the evidences a need to be addressed.

The digital signatures using structure of blockcahin database that makes impossible
to add, delete or change a data without other users notice, introduces a mechanism that
increases the security of the transactions and ensures the retrospective tracking of the
data. These mentioned issues make it necessary to examine the data in the blockchain
specifically in terms of evidence quality and strength. In our study, after the general
characteristics of the data in the blockchain are mentioned, it will be evaluated which
institutions these data can correspond to in our current proof system in the field of
civil jurisdiction, and personal opinions and suggestions will be made by considering
comparative legal regulations and judicial decisions.

Keywords: Blockchain technology, data, the law of evidence, the evidential value,
civil procedure.
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BiLISIM TEKNOLOJISINDE BIiR SUISTIMAL
ORNEGI: BILiSIM SISTEMLERININ
KULLANILMASI SURETIYLE
DOLANDIRICILIK SUCLARI

Ali Tanju SARIGUL"*

OZET

Karmasiklasan yasam iligkileri karsisinda, bilisim sistemlerinin gelismesine paralel
olarak, ekonomik suglarin yaygin bir bicimde islendigine her gecen giin daha fazla tanik
olmaktayiz. Ekonomik suclar cogunlukla orgiitlii bir bicimde islenmekte, toplumda
maalesef cok sayida magdur yaratmaktadir.

Ekonomik suglar arasinda en fazla karsilastigimiz suglardan biri kuskusuz
dolandiricilik sugudur. 5237 sayili Tiirk Ceza Kanunu'nda dolandiricilik sugunun tipik
tiili “hileli davranmslarla bir kimseyi aldatip, magdurun veya baskasimin zararina
olarak kendisine veya baskasina yarar saglamak” olarak tanimlanmaistir. Sugun nitelikli
hallerinden birini de “bilisim sistemlerinin arag olarak kullanilmasi suretiyle islenmesi”
olusturmaktadir (TCK m. 158/1-f).

Bilisim teknolojisi; sesli-goriintiilit haberlesme, elektronik imzanin kabulii ve
internet bankaciligi ile para transferi gibi sundugu imkanlar sayesinde giiniimiizde
ticari iliskilerin ve toplumsal yasamin vazgecilmez bir parcasi olmustur. Ancak
bilisim teknolojisinin sundugu bu imkanlar, Kanun'un ilgili madde gerekgesinde
de vurgulandigi iizere; dolandiricilik sugunun islenmesinde 6nemli bir kolaylik
saglamaktadir. Gergekten giiniimiizde phishing (sifre avciligr) ve cryptolocker (fidye
viriisleri) gibi bazi yontemler kullanilarak dolandiricilik ya da bilisim suglarindan
herhangi birinin kolaylikla islenebildigini gormekteyiz.

Bilisim sistemlerinin arag olarak kullanilmasi suretiyle islenen dolandiricilik sugunun
olusabilmesi icin, gercek kisilerin iradelerini sakatlamaya yonelik hileli davranislarin
bilisim sistemi araciligiyla gerceklestirilmesi gerekir. Bu sug, malvarligina karsi islenen
suclar arasinda dolandiricilik sugunun nitelikli hali olarak diizenlenmistir. S6z konusu
sucun tipiklik unsurlari, Kanun'da bilisim alaninda suglar arasinda yer verilen “sistemi

Dr. Ogr. Uyesi, Hasan Kalyoncu Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali Ogretim
Uyesi, E-posta: atanju.sarigul @ hku.edu.tr, ORCID ID: https://orcid.org/0000-0002-4112-0311.
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engelleme, bozma, verileri yok etme ya da degistirmek suretiyle haksiz ¢ikar saglanmasi
(TCK m. 244/4)” sugunun unsurlari ile benzerlik gostermektedir.

Tebligde; oncelikle bilisim sistemleri yoluyla islenen dolandiricilik suglarinda
sik karsilasilan yontemlerden oOrnekler vermek suretiyle bahsedilecek, su¢ vasfi
bakimindan tartisilacaktir. Tebligde ayrica, TCK m. 158/1-f, m. 142/2-e ve 244/4.
maddeleri, tipiklik unsurlar: itibariyle karsilastirilmak suretiyle aralarindaki i¢ctima
iliskisi ortaya konulmaya ¢alisilacaktir.

Anahtar Sozciikler: Bilisim Sistemi, Bilisim Teknolojisi, Bilisim Sucu, Ceza
Hukuku, Dolandiricilik Sucu.

A TYPE OF MISUSE IN INFORMATION TECHNOLOGY: FRAUD
CRIMES BY USING INFORMATION SYSTEMS

ABSTRACT

In the face of complex life relations, we are witnessing more and more economic
crimes being committed in parallel with the development of information systems.
Economic crimes are mostly committed in an organized manner, unfortunately
creating many victims in the society.

Undoubtedly, fraud is one of the most common economic crimes. In the Turkish
Penal Code No. 5237, the typical act of fraud is defined as ‘deceiving a person with
fraudulent behavior and providing benefit to himself or someone else at the expense of
thevictim or someone else”. One of the qualified cases of the crime is that it is committed
by using information systems as a tool (TCK Art. 158/1-f).

Today information technology has become an indispensable part of commercial
relations and social life, thanks to the opportunities it offers such as audio-visual
communication, acceptance of electronic signature, and money transfer via internet
banking. However, these possibilities offered by information technology, as emphasized
inthejustification of the relevant article of the Law; It provide an important convenience
in committing the crime of fraud. Indeed, nowadays, we see that any of the fraud or
computer crimes can be committed easily by using some methods such as phishing
(password hunting) and using crypto lockers (ransomware).

In order for the crime of fraud by the use of information systems as a tool to
occur, fraudulent acts aimed at injuring the will of real persons must be carried out
through the information system. This crime is regulated as the qualified form of fraud
crime among the crimes committed against property. The typicality elements of the
aforementioned crime are similar to the elements of the crime of ‘obstructing the
system, disrupting, destroying or changing the data (TCK Art. 244/4)”, which is among
the crimes in the field of informatics.
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In the Presentation; first of all, the most common methods of fraud crimes
committed through information systems will be mentioned by giving examples, and
the examples will be discussed in terms of crime. Also in the Presentation, Turkish
Penal Code articles 158/1-f, 142/2-e and 244/4 will be discussed comparatively in
terms of typicality elements and the interrelationship between them will be tried to
be revealed.

Keywords: Information System, Information Technology, Computer Crime,
Criminal Law, Fraud Crime.
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TURK CEZA HUKUKUNDA YENI BIR SUC TiPi
OLARAK BILiSIM SISTEMLERIi ARACILIGIYLA
ISLENEN ISRARLI TAKIP SUGU

Dr. Ogr. Uyesi Nurten OZTURK*

OZET

27 Mayis 2022 tarihinde Resmi Gazete’de yayimlanarak yiiriirliige giren 7406 sayil
Tiirk Ceza Kanunu ve Bazi Kanunlarda Degisiklik Yapilmasina Dair Kanun ile TCK'da
onemli degisiklikler yapilmistir. Bunlardan biri de 1srarli takibin 123/A maddesiyle
Kanun’a eklenmesi olmustur. Boylece karsilastirmali hukukta pek ¢ok iilke kanununda
cezalandirilan fiiller Tirk hukukunda da mistakil bir su¢ olarak yaptirim altina
alinmustir. Israrli takip esasinda cinsel taciz ve aile ici siddetle de yakindan baglantilidir.
Israrl takip sucuyla 1srarli bir sekilde; fiziken takip etmek ya da haberlesme ve iletisim
araclariny, bilisim sistemlerini veya {iglincii kisileri kullanarak temas kurmaya ¢alismak
suretiyle bir kimse iizerinde ciddi bir huzursuzluk olusmasina ya da kendisinin veya
yakinlarindan birinin giivenliginden endise duymasina neden olma cezalandirilmistir.
Ayrica sugun ¢ocuga ya da ayrilik karari verilen veya bosandig1 ese kars: islenmesi,
magdurun okulunu, is yerini, konutunu degistirmesine ya da okulunu veya isini
birakmasina neden olmasi, hakkinda uzaklastirma ya da konuta, okula veya is
yerine yaklasmama tedbirine karar verilen fail tarafindan islenmesi halleri cezanin
artiridmasini gerektiren nitelikli haller olarak diizenlenmistir. Sugun sorusturulmasi
ve kovusturulmasi sikayete bagli olup 1srarl takip sugu alt1 aydan 2 yila kadar hapis
cezasiylayaptirim altina alinmistir. Boylelikle TCK’da Hiirriyete Karsi Suglar boliimiinde
secimlik hareketli yeni bir sug tipi diizenlenmistir. S6z konusu se¢imlik hareketlerden
biri de bilisim sistemi araciligiyla 1srarli takip fiillerinin gerceklestirilmesidir.

Bilisim ve teknoloji alaninda yasanan gelismeler yeni sug tiirleri ortaya ¢ikardig: gibi
klasik sug tiirlerinin de bilisim suretiyle islenmesine de neden olmustur. Giiniimiizde
haberlesme, iletisim ve bilisim alaninda yasanan gelismelerle bu sistemlerin yogun ve
yaygin olarak kullanilmasi kisilerin iletisiminde de kolayliklar1 beraberinde getirmistir.
TUIK verilerine gére 2021 yilinda internet kullanim orani 16-74 yas araliginda %82,6
olmustur.!

Erzincan BY Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, nozturk@erzincan.edu.tr, Or-
cid-id: 0000-0001-5500-4250.

1 https://data.tuik.gov.tr/Bulten/Index?p=Hanehalki-Bilisim-Teknolojileri-(BT)-Kullanim-Arastirmasi-2021-37437, ET.
19.07.2022.
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Internetin, bilisim sistemlerinin giinlitk bircok faaliyetin gerceklestirilmesinde
kullanilmasinin yaninda farkli sug tipleri de bu alan vasitasiyla islenmektedir. Israrh
takip niteligindeki fiiller de siklikla bilisim sistemleri araciligiyla gerceklestirilmektedir.
Nitekim daha kolay ve ¢abuk bir haberlesme imkaninin yaninda failler sosyal medya,
farkli uygulamalar, programlar araciligiyla magdurlarla etkilesime gecebilmektedir.
Ornegin tweet atmak, durum paylagimi yapmak, yer bildiriminde bulunmak israrli
takip sucuna konu olabilecektir. Yine giinimiizde pek ¢ok cihazda bulunan GPS ile
kisilerin bulunduklar1 konumlarin takip edilmesi de miimkiindiir.

Calismada bilisim sistemi 6zelinde 1srarli takip sucu ele alinacak olup giinimiizde
bu tiir fiillerin cezalandirilmasi gerekliligi tizerinde durulacaktur.

Anahtar kelimeler: 1srarli takip, bilisim sistemi, internet, sosyal medya, ceza

STALKING THROUGH INFORMATION SYSTEMS AS A NEW
TYPE OF CRIME IN TURKISH CRIMINAL LAW

ABSTRACT

With the Law No. 7406 on the Amendment of the Turkish Penal Code and Some
Laws, which was published in the Official Journal on May 27, 2022, significant changes
were made in the Turkish Penal Code. One of them was the addition of stalking to
the Law with article 123/A. Thus, the acts punished in the laws of many countries in
comparative law are also sanctioned as an independent crime in Turkish law. Stalking
is also closely linked to sexual harassment and domestic violence. With the crime of
stalking; it is punished persistently to cause serious unrest on a person or to worry
about the safety of herself/himself or one of her/his relatives by following her/him
physically or trying to contact by using communication and communication tools,
information systems or third parties. In addition, if the crime is committed against the
child or the spouse with whom a separation decision has been made or divorced, it
causes the victim to change her/his school, workplace, residence or quit her/his school
or job, and is committed by the perpetrator who is condemned with restraining order
or is banned to approach the house, school or workplace, amount of penalty will be
increased. The investigation and prosecution of the crime depends on the complaint,
and the crime of stalking is sanctioned with imprisonment from six months to 2 years.
Thus, a new optional act crime type has been regulated in the TPC, in the section of
Crimes Against Liberty. One of these elective actions is the committing of stalking
actions through the information system.

Developments in the field of informatics and technology have led to new types of
crime, as well as the classic crime types to be committed by means of informatics. Today,
with the developments in the field of communication, and informatics, the intensive
and widespread use of these systems has brought convenience in the communication
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of people. According to Turkish Statistical Institute data, the rate of internet usage
in the age group of 16-74 in 2021 was 82.6%. In addition to the use of the Internet
and information systems in the realization of many daily activities, different types of
crimes are also committed through these systems. Actions in the nature of stalking are
also often carried out through information systems. As a matter of fact, in addition to
an easier and faster communication opportunity, the perpetrators can interact with
the victims through social media, different applications and programs. For example,
tweeting, sharing status, reporting location may be the subject of stalking. It is also
possible to track the location of people with GPS, which is available in many devices
today.

In the study, the crime of stalking through the information system will be discussed,
and the necessity of punishing such acts will be emphasized today.

Keywords: stalking, information system, internet, social media, punishment

57






“BiLISIM YOLUYLA” SUCTAN KAYNAKLANAN
MALVARLIGI DEGERLERININ AKLANMASI
SUCUNA GUNCEL BIR ORNEK: TWITCH BIT
SCAM OLAYLARI

Ars. Gor. ilkay ELBEY*

OZET

Twitch (ya da Twitch.tv), elektronik spor ve video oyunu odakli canli goriintii
akislh sosyal medya platformudur. Gegtigimiz aylarda Twitch platformuna ait
kullanic bilgilerinin de dahil oldugu veri seti internete sizdirilmistir. Sizdirilan veriler
arasinda yer alan yayincilarin Twitch tizerinden kazandig: gelirleri gosteren tablolar
incelendiginde, baz1 yayincilarin takip¢i ve destekei sayilariyla uyusmayan olagandisi
boyutta Bit ad1 verilen sanal emtia geliri elde ettigi tespit edilmistir.

Arastirmalar ve bazi yayincilarin itiraflar;, bu gelirlerin asagidaki asamalar
sonucunda elde edildigi ortaya ¢ikarmistir:

1) Banka veya kredi karti bilgilerinin ele gecirilmesi

2) Kullanicilar tarafindan ele gegcirilen kart bilgileri ile Bit alinmasi

3) Kullanicilar tarafindan anlagsmali yayincilara Bit bagis1 yapilmasi
)

4) Anlagmali yayincilarin Twitch’ten aylik gelirini edindiginde bir kismin
kullanicilara gondermesi

Ortaya ¢ikan tablo, yaklasik 150 yayincinin dahil oldugu yaklasik 9.8 milyon dolar
hacimli, somut vakalarin o6zelliklerine gore banka veya kredi kartlarinin koétiiye
kullanilmasiveya bilisim suretiyle dolandiricilik suglariile baslayan, sugtan kaynaklanan
malvarlig1 degerlerini aklama sucgu ile sonuglanan bir su¢ yoluna isaret etmektedir.
Banka veya kredi kartlar1 bilgilerinin bazilarinin daha 6nce alisveris icin kullanilan
bazi sitelerde kayithi kullanici bilgilerinin sitelerin hacklenmesi yoluyla elde edilmis
olmas1 bilisim yoluyla islenen baska onciil suglar1 da tartismaya agmaktadir. Sugtan
kaynaklanan malvarligi degerlerinin aklanmasinda kripto paralarin kullanilmas ise
olayin bilisim hukuku bakimindan 6nem gosteren bir baska yoniinii olusturmaktadir.

Arastirma Gorevlisi, Kocaeli Universitesi, Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, ORCID ID:
0000-0001-7238-2392, E-posta: ilkay.elbey@kocaeli.edu.tr
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Calismamizin amaci, Twitch'te yasanan olaylarin ceza sorumlulugu bakimindan
degerlendirilmesidir. Ilk boliimde incelemeye konu olayin gerceklestigi yayin
platformu olan Twitch hakkinda ¢alismamizda gerektigi 6lciide bilgiler verilecektir.
Twitch, Bit, Bit scam gibi kavramlar acgiklanarak Twitch'te gelir elde etme yollar
ortaya konulacaktir. ikinci béliimde Twitch'te yasanan olaylarin ceza sorumlulugu
bakimindan incelenmesi amaglanmaktadir. Incelemeye konu olayda faillerin Tiirk Ceza
Kanununda yer alan banka veya kredi kartlarinin kotiiye kullanilmasi (m.245), bilisim
suretiyle dolandiriciik (m.158/1-f) ve suctan kaynaklanan malvarligi degerlerini
aklama (m.282) suclar1 odaginda ceza sorumlulugu degerlendirilecektir. Uciincii
boliimde ise bilisim hukukuyla baglantili Twitch olaylar1 odagindan ortaya ¢ikan bazi
sorulara yanitlar aranacaktir.

Anahtar kelimeler: Twitch, Bit, banka veya kredi kartlarinin kétiiye kullanilmasi,
bilisim suretiyle dolandiricilik, sugtan kaynaklanan malvarligi degerlerini aklama.

A CURRENT EXAMPLE OF THE CRIME OF LAUNDERING
ASSETS RESULTING FROM CRIME (MONEY LAUNDERING )
“THROUGH INFORMATICS”: TWITCH BIT SCAM INCIDENTS

ABSTRACT

Twitch (or Twitch.tv), is a live streaming social media platform focused on electronic
sports and video gaming. In the past months, a data set, including user information of
the Twitch platform, has been leaked to the Internet. Deciphering the tables showing
the income earned by broadcasters on Twitch, which are among the leaked data, it was
found that some broadcasters received an unusually large amount of virtual commodity
income called Bit, which does not match the number of followers and supporters.

Research and the confessions of some publishers have revealed that these revenues
are obtained as a result of the following stages:

1) Obtaining bank or credit card information
2) Receiving Bits with card information obtained by users
3) Donation of Bit by users to contracted publishers

4) Contracted broadcasters send part of their monthly income from Twitch to
users when they receive it

The resulting picture with a volume of about $ 9.8 million, in which about 150
broadcaster are involved, indicates the path of crime which according to the
characteristics of concrete incidents starting with the crimes of abuse of bank or
credit cards or crime of committing fraud by using informatics systems as a tool,
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ending with the crime of laundering assets resulting from crime. The fact that some
of the bank or credit card information has been obtained through hacking of user
information registered on some sites previously used for shopping opens up the
discussion other premise crimes committed through informatics technology. The
use of crypto currencies in laundering constitutes another aspect of the incident that
shows importance in terms of informatics law.

The purpose of our study is to evaluate the incidents on Twitch in terms of criminal
liability. In the first section, will be provided to the extent necessary in our study
information about Twitch, the broadcasting platform where the incident subject to
review took place. Concepts such as Twitch, Bit, Bit scam will be explained and ways to
earn income on Twitch will be revealed. In the second part, it is aimed to examine the
events on Twitch in terms of criminal liability. The responsibility of the perpetrators
will be evaluated in the incident subject, focusing on the contained in the Turkish
Criminal Code that the crimes of abuse of bank or credit cards (art. 245), crime of
committing fraud by using informatics systems as a tool (art. 158/1-f), the crime of
laundering assets resulting from crime (money laundering) (art. 282) In the third
section, answers will be sought to some questions related to informatics law arising
from the focus of Twitch events,

Keywords: Twitch, Bit, the abuse of bank or credit cards, committing fraud by
using informatic systems as a tool, laundering assets resulting from crime.
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KRIPTO PARA MADENCILIGI VE CEZA HUKUKU
SORUMLULUGU

Osman Gazi UNAL*

OZET

Satoshi Nakamoto’nun 2008 yilinda yayimlamis oldugu “Bitcoin: Esten-ese
Elektronik Nakit Odeme Sistemi” adli makalesiyle ileri siirdiigii kripto para veya kripto
varliklar diinyamiza bityiik bir devrim getirmistir. Bu makalede merkezi olmaktan uzak,
cevrimici ve iki kisinin kolaylikla transfer edebilecegi bir elektronik 6deme sistemi
izah edilmistir. Bu 6deme ise kripto paralar yoluyla yapilmaktadir. Kripto para 6zel
bir algoritma temelli olup sifreleme metotlariyla koruma altina alinan, dagitimi i¢in
dijital anahtarlara gereksinim duyan, doniistiiriilebilir dijital bir degis tokus aracidir.
Kripto paralar sayesinde 6demeler; diinyanin herhangi bir yerine, tiglincii kisilerin
miidahalesi olmaksizin, daha hizli ve hesap kayitlarinin anonim olmasiyla giivenli bir
sekilde yapilabilmektedir. Bu islemler herkese acik olarak goriintiilenmekle birlikte
kaydedilir ve tiim bu islemler blok zincir olarak adlandirilir.

Kripto paralar iki sekilde elde edilebilmektedir. ilk olarak belli bir meblag
karsiliginda internet sitelerinden ve buna 06zgii olusturulan borsalardan kripto
para temin edilebilmektedir. Ikinci olarak kripto madencilik yoluyla kripto paralar
cikarilabilmektedir. Guiniimiizde kripto paralarin alimi satimi ve borsa islemleriyle
ilgili ceza hukukuna yansiyan akademik calismalara rastlamak miimkiindiir. Buna
karsilik kripto para madenciligi ile ilgili akademik ¢alismalar oldukga azdir. Bu yiizden
konunun bu kisminin arastirilmasina ihtiyag vardir. Bilinmelidir ki kripto madencilik
bu varliklarin elde edilmesinde adeta dijital bir darphane gorevi gormektedir. Bu
darphane tamamen kullanicilarin kazim giiciine bagl olarak degismekte ve herhangi
bir merkez bankasina tabi tutulmamaktadur.

Calismada, oncelikle kripto paralarin Tiirk hukuk sistemindeki konumu tartismaya
acilacak, daha sonra kripto madenciligin calismasiyla ilgili genel bilgilere yer
verilecektir. Bu madencilik sistemleri kendi icerisinde CPU, GPU, ASIC, Hard Disk,
bulut madencilik ve musluk siteleri olmak iizere 6 alt tiire ayrilmaktadir. Diinyada
oldugu gibi iilkemizde de bu madencilik tiirleriyle kripto para elde edilebilmektedir.
Bu tiirlerin ayr1 ayri incelenmesi konunun anlasilmasi i¢in 6nemlidir. Tiirlere gore
madencilik ekipmanlarinin alinmasinin, elde bulundurulmasinin, kazim yapilmasinin,
isletilmesinin ve neden oldugu sonuglarin bir cezai sorumlulugu dogurup dogurmadig:
hususu ¢alismamizin asil konusunu olusturmaktadir. Ayrica bu noktada hangi suglarin
islenebilecegi ya da yeni bir sug tipi ihdasina ihtiyag olup olmadigi sorunu da incelenmis
olacaktir.

Osman Gazi UNAL, Dr. Arastirma Gérevlisi, Ankara Hact Bayram Veli Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhake-
mesi Anabilim Dali, osman.unal@hbv.edu.tr, ORCID NO: 0000-0002-3101-0645.
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Anahtar Kelimeler: Kripto para, kripto para madenciligi, blok zincir, madencilik
tiirleri, ceza hukuku sorumlulugu.

THE CRYPTOCURRENCY MINING AND CRIMINAL LAW LIABILITY

ABSTRACT

Cryptocurrency or crypto assets, which Satoshi Nakamoto presented with his
article titled “Bitcoin: A Peer-to-Peer Electronic Cash System” published in 2008,
has revolutionized to our world. At this article, a decentralized, online and easily
transferable electronic payment system is explained. This payment is carried through
cryptocurrencies. Cryptocurrency is a convertible digital exchange instrument that
based on a special algorithm, protected by encryption methods, requiring digital
keys for its distribution. Payments through cryptocurrencies; it is able to be enabled
anywhere in the world, without the intervention of third parties, faster and securely
with anonymous account records. Along with these transactions are publicly viewed,
they are recorded and all these are called blockchain.

Cryptocurrencies can be earned in two ways. First of all, they can be obtained
from websites and stock exchanges specifically created for a certain amount. Secondly
cryptocurrencies can be extracted through cryptomining. Nowadays, it is possible to
find a number of new academic studies that are reflected in the criminal law regarding
the purchase and sale of cryptocurrencies and stock exchange transactions. In
contrast, academic studies on cryptomining are quite scare. For this reason, this part
of the subject needs to be researched. It should be known that cryptomining acts like
a digital mint in earning this assets. This mint changes completely depending on the
mining power of users and is not subject to any central bank.

In this study, firstly, the position of cryptocurrencies in the Turkish legal system
will be discussed, and then general information on work of cryptomining will be given.
This mining systems are divided into 6 sub-types as CPU, GPU, ASIC, Hard Disk,
cloud mining and faucet websites. Cryptocurrency can be earned with these types of
mining in our country as well as in the world. Examining these sub-types separately
is important for understanding the topic. The main issue of our study is whether the
acquisition, possession, operation and consequences of mining equipment according
to sub types lead to criminal law liability. In addition, at this point, the problem of
which offences can be committed or whether there is a need to form for a new type of
crime will be examined.

Keywords: Cryptocurrency, cryptomining, blockchain, mining types and criminal
law liability.
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COCUKLARIN SIBER ALANDA CiNSEL
AMACLAR iCiN TESViKi (CYBER-GROOMING)

Prof. Dr. E. Eylem AKSOY RETORNAZ"*

OZET

Gelisen teknolojiler, bireyler arasi iletisim yontemlerini doniisiime ugratarak, siber
alana tasimistir. Akilli telefonlar, tabletler ve bilgisayarlar araciligiyla goriintii ve anlik
mesajlagmalar bu yeni iletisim bi¢ciminin 6nemli bir parcasi haline gelmistir.

Tiirkiye Istatistik Kurumu 2021 y1l1 6-15 Yas Grubu Cocuklarda Bilisim Teknolojileri
Kullanimi Arastirmasi’na gore internet kullanimi, 6-15 yas grubundaki ¢ocuklar igin
2013 yilinda %50,8 iken 2021 yilinda %82,7’e yiikselmistir. Diizenli Internet kullanan
cocuklarin %31,3" i interneti sosyal medya icin kullandigini belirtilmistir. Sosyal
medyay1 kullanan 6-15 yas grubundaki ¢ocuklarin %77,7’ sinin her giin, %16,5” inin
haftada en az bir defa, %5,8 inin ise haftada bir defadan az sosyal medya kullandig1
tespit edilmistir.

fletisimin siber alana tasinmasi cocuklari hedef alan bazi davranis bicimlerini
ve siber siddeti de beraberinde getirmistir. Siber alanda, ¢ocuklar gittik¢e artan bir
bicimde siber alanda cinsel istismar ve cinsel taciz davranislarina maruz kalmaktadir.
Hemen hemen tiim sosyal aglarda kullanicilarin sahte ¢evrimici profiller olusturmasi
miimkiindiir. Internete erisimle biiyiiyen cocuklar, pedofillerin potansiyel hedefi
haline gelmektedir.

Bu tebligde siber alanda ¢ocuklarin cinsel amaglar i¢in tesviki (cyber grooming)
kavrami acgiklanmaya calisilacak ardindan karsilastirmali hukukta siber alanda
cocuklarin cinsel amaglar icin tesvikiyle miicadeleye iligkin diizenlemeler ve Tiirk ceza
hukukundaki durum incelenecektir.

Anahtar kelimeler: Siber cinsel tesvik, kiskirtma, cinsel istismar, cinsel taciz
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ONLINE SOLICITATION OF CHILDREN FOR SEXUAL
PURPOSES (CYBER GROOMING)

ABSTRACT

As the age of using technological devices and internet decreases, children become
easy targets for cybercrimes. Their vulnerability and innocence on the one hand and the
accessibility and anonymity of the internet on the other creates opportunities for the
commitment of sexual offences against childrenin cyber space. One such offenceis cyber
grooming, which is very dangerous because of the gravity of its possible consequences
on a child’s life, but also because of the significantly vague scope of application arising
from the difficulties to detect the real intent of the groomer. Although international
legislation has influenced some national legal systems to criminalize child grooming
as a separate offence, Turkish law has not initiated such a reaction yet. However, there
exists other courses of action to criminalize cyber grooming in order to prevent such
threats to a child’s physical and moral well-being.

Keywords: Cyber grooming, solicitation, sexual abuse, sexual harassment
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SOSYAL MEDYANIN
DEZENFORMASYONLA iMTIiHANI

Giines OKUYUCU ERGUN*

OZET

Dijital teknoloji alanindaki gelismeler, sosyal medyay1 bilgiye ulasmanin, bilgiyi
yaymanin ve kendiniifade etmenin 6nemlibir aracihaline getirmistir. Giindelik yasamin
vazgecilmez bir parcasina doniisen sosyal medya, diisiincenin, bilginin ve haberlerin
mesafelere ve sinirlara bagli olmaksizin hizla yayilmasini saglamasi sayesinde kamuoyu
olusturmak ve kamuoyunu sekillendirmek bakimindan cok etkili olabilmektedir.
Ancak dogru ve gercek bilgiler kadar; yanlis veya yaniltici bilgiler ve haberler de
sosyal medya araciligiyla ayni sekilde hizla ve kolayca yayilabilmektedir. Bu yanlis
veya yaniltici bilgiler ve haberler, bireylere iliskin olabilecegi gibi, toplumu ilgilendiren
konulara iligskin de olabilir. S6z konusu yanlis yahut yaniltici bilgilerin ya da haberlerin
manipiilatif amaglarla ortaya atilmasi ise, dezenformasyon olarak adlandirilmaktadir.
Secimler, iklim degisikligi, Corona viriis salgini gibi genis kitleleri ilgilendiren konular,
sosyal medyada dezenformasyonla karsilasilan alanlarin tipik o6rneklerindendir.
Kitlelerin bu sekilde manipiile edilmesinin kamu diizeni, kamu giivenligi, halk
sagligr gibi hususlarda yaratabilecegi sakincalar nedeniyle dezenformasyon, tim
diinyada oldugu gibi, iilkemizde de son zamanlarda ¢ok konusulan konulardan biri
haline gelmistir. Bu konuda bir yasa tasarisinin da giindemde oldugu bilinmektedir.
Ancak dezenformasyonun sug olarak diizenlenebilip diizenlenemeyecegi ve eger
diizenlenecekse bunun kosullar1 oldukga tartismalidir.

Kimi durumlarda yalan, yanlis ya da yaniltici nitelikteki paylasimlar; hakaret, tehdit,
cinsel taciz, 6zel hayatin gizliligini ihlal, kisisel verilere iliskin sugclar, iftira, halki kin ve
diismanliga tahrik veya asagilama, sug islemeye tahrik gibi suclar seklinde ortaya ¢iksa
da hicbir suca viicut vermedikleri haller de s6z konusu olabilir. iste bu gibi durumlarin
ayrica sug olarak diizenlenmesi ve bu diizenlemenin uygulamada ne gibi sorunlara
yol acacagi soru isaretlerini de beraberinde getirmektedir. Ozellikle dezenformasyon
gibi belirsiz bir kavrama dayanarak su¢ ihdas edilmesinin dogurabilecegi sakincalar
tereddiitlere neden olmaktadir. Bir paylasimin dezenformasyonamacliolup olmadiginin
belirlenmesindeki zorluklara ek olarak, bu belirlemenin hangi olgiitlere dayanarak
kim tarafindan yapilacagr da tartismalidir. Dezenformasyon igerikli paylasimlarin

Dog. Dr., Ankara Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, ORCID: https://orcid.
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denetimi i¢in ayr1 bir kurumsal mekanizmanin kurulmasi ve dezenformasyonun ancak
organize, orgiitlit ve belirli bir amaca yonelik olma olgiitiine dayanarak yaptirima
baglanmasi seklindeki ¢6ziim Onerilerinin de konuyla ilgili sorunlar1 tam anlamiyla
¢ozmeye yetmeyecegi ortadadir. Bu yondeki diizenlemelerin uygulamada ifade ve
basin 6zgiirligiiniin sinirlanmasina yonelik olarak kullanilmasi ihtimali endiselere yol
agmaktadir. Sosyal medya esas itibariyle haber alma hakkinin, basin, iletisim ve ifade
ozglrligiiniin bir yansimasidir ve dolayisiyla sosyal medya ve dezenformasyonla ilgili
olarakyapilacakdiizenlemelerin Avrupalnsan Haklari Sézlesmesi'ninifade 6zgiirliigiinii
diizenleyen 10. maddesine uygun olmasi gerekir. Avrupa Insan Haklar Mahkemesi'nin
ictihad1 incelendiginde, Mahkemenin ifade hiirriyetinin internet ortaminda kullanimi
ile diger haklar ve gereklilikler arasindaki hassas dengeyi itina ile gozetmeye calistig
goriilmektedir. Bu noktada celisen menfaatler arasinda bdyle bir hassas dengenin
kurulmasinin hem c¢ok 6nemli hem de bir o kadar zor oldugu belirtilmelidir. Ayrica
s0z konusu diizenlemelerin bir sansiir ve otosansiir mekanizmasina doniiserek baski
araci haline gelmemesi gerektigi 6nemle vurgulanmalidir.

Anahtar Kelimeler: Sosyal Medya, Dijital Teknolojiler, Dezenformasyon, ifade
Ozgiirliigii, Basin Ozgiirligii

DISINFORMATION AS A CHALLENGE FOR SOCIAL MEDIA

ABSTRACT

Developments in the field of digital technology have made social media an important
tool for reaching and disseminating information and expressing oneself. Social media,
which has become an indispensable part of daily life, can be very effective in creating
and shaping public opinion, thanks to its rapid dissemination of thought, information
and news regardless of distances and borders. However, as much as accurate and
correct information; false or misleading information and news can also spread quickly
and easily through social media. These false or misleading information and news may
relate to individuals as well as to issues of public concern. The disclosure of false or
misleading information or news for manipulative purposes is called disinformation.
Issues that concern large masses such as elections, climate change, and the Corona
virus epidemic are typical examples of areas where disinformation is encountered on
social media. Disinformation has become one of the most talked-about topics in our
country, as it is all over the world, due to the disadvantages that such manipulation of
the masses may cause in matters such as public order, public safety, and public health.
It is known that a draft law on this subject is also on the agenda. However, whether
disinformation can be regulated as a crime and if it will be, the conditions for it are
highly controversial.
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Although in some cases, false, incorrect or misleading posts may occur in the form
of insults, threats, sexual harassment, violation of privacy, crimes related to personal
data, slander, incitement to hatred and hostility, humiliation, or incitement to commit a
crime, there may also be cases where they do not constitute any crime. Regulating such
situations as crimes, and the problems that such regulation may cause in practice, raise
questions. In particular, the inconveniences of creating a crime based on an ambiguous
concept such as disinformation cause hesitations. In addition to the difficulties in
determining whether a post is for disinformation purposes, it is also controversial by
whom and based on what criteria this determination would be made. It is obvious
that the suggested solutions such as the establishment of a separate institutional
mechanism for the control of disinformation content sharing and sanctioning the
disinformation only based on the criterion of being structured, organised and for
a specific purpose will not be sufficient to fully solve the associated problems. The
possibility of using regulations in this direction to limit the freedom of expression
and press in practice raises concerns. Social media is essentially a reflection of the
right to receive information, the freedom of press, communication and expression,
and therefore, the regulations to be made regarding social media and disinformation
must comply with Article 10 of the European Convention on Human Rights, which
regulates the freedom of expression. When the case-law of the European Court of
Human Rights is examined, it can be seen that the Court carefully tries to keep the
delicate balance between the use of the freedom of expression on the internet and
other rights and requirements. At this point, it should be noted that establishing such
a delicate balance between conflicting interests is both very important and difficult.
In addition, it should be emphasized that the said regulations should not turn into a
censorship or self-censorship mechanism or become a tool of pressure.

Keywords: Social Media, Digital Technologies, Disinformation, Freedom of
Expression, Freedom of the Press
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SIBER ZORBALIKLA MUCADELEDE YENI
ARAYISLAR: OKULLARDA ONARICI ADALET
MEKANIZMALARININ KULLANILMASI

Zeynep ARDIC”

OZET

Bilisim c¢ag1 olarak degerlendirilen 21. yiizyilda teknolojinin sundugu olanaklar
sinirsizdir. Hayatin diger alanlarinda oldugu gibi egitim alaninda da teknolojik alet
ve platformlarin ciddi etkilerinin oldugu bilinmektedir. Kovid-19 salgininin egitimde
dijjitallesmeyi hizlandirmas: teknolojinin egitim alaninda sundugu olanaklara dikkat
cekilmesini saglamistir. Ancak bu olanaklar bazi risk ve tehlikeleri de beraberinde
getirmektedir; siber zorbalik da bunlardan biridir. Bir kisi ya da grubun bilgi iletisim
teknolojilerini kullanarak baska bir kisi ya da gruba yonelik korkutma, yildirma, tizme
veya itibarini zedeleme amach davraniglar: siber zorbalik olarak tanimlanmaktadir.
Siber zorbalik olarak nitelenen davranislar 6grenciler acisindan ciddi tehlikeler
barindirmaktadir. Fiziksel ve ruhsal rahatsizliklara neden olan siber zorbalikla
miicadele etmek bu davraniglar1 6nlemeyi amacladigi gibi s6z konusu davranis bigimleri
ortaya ciktiginda bunlarla yiizlesmeyi ve olumsuz sonuglari ortadan kaldirmay: da
gerektirmektedir. Bu baglamda klasik ceza adaletinin bir yansimasi olan geleneksel
disiplin mekanizmalarina basvurmak etkin bir ¢6ziim yolu olmaktan uzaktir. Bu
mekanizmalara alternatif olarak onarici disiplin uygulamalarinin benimsenmesi
Avustralya, ingiltere, Kanada, Yeni Zelanda gibi iilkelerde denenmis ve oldukga olumlu
sonuclara ulasilmasina vesile olmustur.

Geleneksel ceza adaletine bir alternatif olarak kurgulanan onarici adalet
mekanizmalari sadece sug, suglu ve ceza odakli bir yaklasimdansa, ortaya ¢ikan bireysel
ve toplumsal zarari ortadan kaldirmak, faili rehabilite ederek tekrar sug islemesini
onlemek, magdurun gordigi zarar: tazmin etmek gibi daha genis ve uzun vadeli
amaclar1 biinyesinde barindirmaktadir. Bu baglamda, siber zorbalik davranislarinda
bulunan ¢ocuklar: cezalandirmaya degil meydana gelen zarari ortadan kaldirmaya
yonelen onarict disiplin uygulamalarinin benimsenmesi umut vaat eden yenilikci
bir yontem olarak karsimiza c¢ikmaktadir. Aile konferansi, akran arabuluculugu,
fail ve magdur panelleri basta olmak tizere pek cok farkli mekanizmay: kapsayan
onarici disiplin uygulamalari, ceza vererek kisa vadede sorunlari ortadan kaldirmay1
amaclayan geleneksel disiplin mekanizmalarindan farklidir. Siber zorbalik sonucunda
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ortaya c¢ikan magduriyetin giderilmesi icin bu durumdan etkilenen aktorler basta
olmak {izere diger 6grencileri, ebeveynleri ve ilgili kurum personelini siirece dahil
etmesi bu yaklasimin kilit noktasidir. Ayrica sadece ortaya c¢ikan zararin giderilmesi
degil uzun vadede benzer davranislarin yeniden ortaya ¢ikmasini da engellemeyi
amaclayan bu siireclerin iilkemizde de benimsenmesi faydali olacaktir. Bu ¢alisma
siber zorbalikla miicadele etmede onarici disiplin mekanizmalarinin nasil bir islev
gorecegini incelemeyi ve bu uygulamalarin benimsenmesi halinde ne gibi kazanimlar
elde edilebilecegini gostermeyi amaglamaktadir.

Anahtar Kelimeler: siber zorbalik, onarici adalet, onarici disiplin mekanizmalar1

NEW SEARCHES IN FIGHTING AGAINST CYBERBULLYING:
USING RESTORATIVE JUSTICE MECHANISMS IN SCHOOLS

ABSTRACT

In the 21st century, which is considered as the information age, the possibilities
offered by technology are unlimited. It is known that technological tools and platforms
have serious impacts in the field of education as in other areas of life. The fact that
the Covid-19 epidemic accelerated the digitalization of education has drawn attention
to the opportunities offered by technology in the field of education. However,
these possibilities also bring some risks and dangers; Cyberbullying is one of them.
Cyberbullying is defined as the behavior of a person or a group using information
and communication technologies to intimidate, demoralise, upset or damage another
person or group. Behaviors described as cyberbullying pose serious dangers for
students. Fighting against cyberbullying, which causes physical and mental disorders,
aims to prevent these behaviors and also requires facing them and eliminating the
negative consequences when these behaviors occur. In this context, resorting to
traditional disciplinary mechanisms, which is a reflection of traditional criminal
justice, is far from being an effective solution. The adoption of restorative discipline
practices as an alternative to these mechanisms has been tried in countries such as
Australia, England, Canada, and New Zealand and has led to very positive results.

Restorative justice mechanisms, which are designed as an alternative to traditional
criminal justice, have broader and long-term objectives such as eliminating the
individual and social harm that occurs, preventing re-offending by rehabilitating the
perpetrator, and compensating the victim’s harm, rather than an approach focused
only on crime, criminal and punishment. In this context, the adoption of restorative
discipline practices that aim at eliminating the harm, rather than punishing children
who engage in cyberbullying behaviors, emerges as a promising innovative method.
Restorative disciplinary practices, which cover many different mechanisms, especially
family conference, peer mediation, perpetrator and victim panels, are different from
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traditional disciplinary mechanisms that aim to eliminate problems in the short term
by punishing them. The key point of this approach is to involve other students, parents
and relevant institution personnel, especially the actors affected by this situation, in
order to eliminate the victimization that arises as a result of cyberbullying. In addition,
it would be beneficial to adopt these processes in our country, which aim not only to
eliminate the damage but also to prevent the re-emergence of similar behaviors in the
long term. This study aims to examine how restorative discipline mechanisms will
function in fighting cyberbullying and to show what gains can be achieved if these
practices are adopted.

Keywords: cyberbullying, restorative justice, restorative discipline mechanisms
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BiR SOSYAL MUHENDISLIK YONTEMi OLARAK
PHISHING (OLTA AVCILIGI)

Veysel TOPUZ®

OZET

Sosyal miihendislik kisi veya kurumlara ait bilgi ve dokiimanlar1 haksiz ¢ikar
saglamak amaciyla teknoloji yoluyla ya da insan zafiyetlerinden yararlanarak ele
gecirme yontemleri veya organizasyonlari olarak tanimlanabilir.

Glintimiizde hem mobil teknoloji alaninda hem de bilisim sistemlerinde yasanan
hizli gelismeler ve kullanilan cihazlarin da altyapilarinin gelismesi sebebiyle sosyal
mithendislik saldirilar1 oldukga artmaistir.

Ogretide sosyal miithendislik yontemleri temeli bilgisayar ve teknolojiye dayanan
sosyal mithendislik ile temeliinsan zafiyetlerine dayanan sosyal mithendislik yontemleri
olmak iizere ikiye ayrilir.

Sosyal miihendisler kisilere ait bilgileri onlara fark ettirmeden elde etmeye
calistiklari icin degisik saldir1 teknikleri kullanmakta, insanlar1 sorularla veya farkl
yontemlerle kandirmaya calismaktadirlar.

Kurumlara calisan olarak sizmak, calisanlarla arkadas olmak, teknik servisten
artyormus gibi goriinerek bilgi toplamak, hedef kisiyle dost olunarak kisilerin zaaf ve
dtskiinliklerinden yararlanmak, kurum icerisine fiziksel olarak sizmak, omuz sorfi
veya ¢opleri karistirmak, phishing, pharming, vishing, spam saldirilari, ekran ve tus
kaydediciler en fazla bilinen sosyal miihendislik yontemleridir.

Hem kiiresel anlamda hem iilkemiz 6zelinde istatistiklere bakildiginda internet
tizerinden gerceklestirilen saldirilarin ok biiyiik bir yogunlugunu phishingsaldirilarinin
olusturdugu gorilmektedir. Tiirkceye oltalama (olta saldirisi), yemleme olarak
cevrilebilen phishing, Ingilizce “password” ve “fishing” sézciiklerinin birlestirilmesiyle
olusturulan ve bilisim sistemleri tizerinden gerceklestirilen bir saldir1 yontemini ifade
eder.

Olta saldirilarinda finansal kurum ve kuruluslar veya resmi kurumlar veya aligveris
sitelerinden gonderilmis izlenimi olusturulan acil ve ¢ok 6nemli konular iceriyormus
goriintiisii olusturan sahte e-postalar atilir. Bu mesajlarda kisilerin sifre, parola, miisteri

Ars. Gor. Istanbul Medeniyet Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, ORCID: 0000-
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numarasl, kullanici ady, kredi karti numarasi veya giivenlik kodlar: isteniyormus gibi
yazilarak, kisilerin bu linklere tiklamasi saglanmaya calisilmaktadir.

Biz de ¢calismamizda bilisim hukukunun interdisipliner bir calisma alani da oldugunu
goz oniine alarak, hem Tiirk ceza hukuku doktrininde kavramsal olarak pek fazla s6z
konusu edilmeyen sosyal mithendislik kavrami hem de bilhassa internet dolandiricilig
yontemi olarak kullanilan phishing yontemi hakkinda bilgi verecegiz.

Anahtar Kelimeler: Phishing, olta avcili, internet dolandiriciligi, sosyal
mithendislik

PHISHING AS A SOCIAL ENGINEERING METHOD

ABSTRACT

Social engineering can be defined as methods or organizations to seize information
and documents belonging to individuals or institutions through technology or by
taking advantage of human vulnerabilities in order to gain unfair advantage.

Today, social engineering attacks have increased considerably due to the rapid
developments in both the field of mobile technology and information systems and the
development of the infrastructure of the devices used.

Social engineering methods are divided into two as social engineering based
on computers and technology, and social engineering methods based on human
vulnerabilities.

Since social engineers try to obtain information about people without them
noticing, they use different attack techniques and try to deceive people with questions
or different methods.

Infiltrating institutions as employees, making friends with employees, collecting
information by pretending to be calling from technical service, taking advantage of
people’s weaknesses and fondness by being friendly with the target person, physically
infiltrating the institution, shoulder surfing or messing with garbage, phishing,
pharming, vishing, spam attacks, screen and keystroke attacks loggers are the most
well-known social engineering methods.

When we look at the statistics both globally and in our country, it is seen that
phishing attacks constitute a very large density of attacks carried out over the internet.
Phishing, which can be translated as phishing and baiting, refers to an attack method
created by combining the English words “password” and “fishing” and carried out over
information systems.
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In phishing attacks, fake e-mails are thrown that appear to contain urgent and very
important issues. In these messages, password, password, customer number, user
name, credit card number or security codes are written as if they are requested, and
people are trying to click on these links.

In our study, we will provide information about both the concept of social
engineering, which is not mentioned much conceptually in the Turkish criminal law
doctrine, and especially the phishing method, which is used as a method of internet
fraud.

Keywords: Phishing, internet fraud, social engineering
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KiSISEL VERILERE ILISKIN ONEMLi KORUMA:
DIJITAL TEHDITLER KARSISINDA GOCUK

Sevval Ceyhan® - Ozge Demirdelen™

OZET

Sosyal medyanin kullanimi neticesinde kisisel verilerin  paylasilmasi
yayginlasmaktadir. Yapilan paylasimlarin dogurdugu veya dogurabilecegi hukuki
anlamin ve sonuglarin tam olarak 6nceden algilamasi veya bilmesi ya da tahmin
edebilmesi her zaman miumkiin degildir. Bu durum kisisel verilerin korunmasi
acisindan cesitli riskleri ortaya ¢ikarmaktadir. Paylasilan kisisel verilerle taciz, siber
zorbalik, uygunsuz materyallere erisim ve dogrudan pazarlamanin olumsuz etkilerine
maruz kalma baslica risklerden bazilaridir. Ozellikle teknolojik gelismelerin odaginda
yer alan ¢ocuklar, dijital ortamlarin yayginligi, algi diizeyleri ve yaslari itibariyle
kisisel verilerini paylagsmalarinin neticesini dngérememektedirler. Karsilasacaklar
dijital tehditlerin neticesinde ¢ocuklarin kendi haklarini bilmemesi ve ailelerin dijital
ortamdaki faaliyetlerde gozetimlerinde yetersiz kalmasi, ¢cocuklar: dijital ortamlardaki
tehditlere karsi savunmasiz hale getirmektedir. Pandemi ile hayatimiza giren uzaktan
iletisim ¢ocuklarin, basta egitim olmak iizere, sosyallesme, oyun oynama, eglenme
ve iletisim kurma faaliyetlerini de internet araciligiyla gerceklestirmesinde 6nemli
artisa sebep olmustur. Bu husus da cocuklarin kisisel verilerine iligkin olasi tehditlere
kars1 gereken hassasiyetin gosterilmesini ve verilerinin korunmasini gerektirmektedir.
Avrupa Birligi Genel Veri Koruma Tuziigi (General Data Protection Regulation-
GDPR) bu konuda 6zel hiikiimler icermektedir. GDPR'daki 6zel hiikiim sayesinde
AB iilkelerinde 6rnek teskil edecek kararlar da verilmektedir. Irlanda Veri Koruma
Komisyonu'nun Eyliil 2020’de baslattig1 sorusturma neticesinde Instagram’a ¢cocuklarin
telefon numaralarinin ve e-posta adreslerinin kamuya agik hale gelmesine yol agarak,
GDPR? ihlal etmesi gerekgesiyle vermis oldugu 405 milyon Euro tutarindaki para
cezasl bu kapsamdaki 6nemli 6rnek kararlardan birisidir. Kisisel verilerinin korunmasi
kapsaminda ¢ocuklar agisindan mevzuatimizda ise eksiklikler bulunmaktadir. Kisisel
Verilerin Korunmasi Kanunu (KVKK)'nda konuya dair herhangi bir 6zel hiikim yer
almamaktadir. Bu eksikligin giderilmesinin yani sira 6nlemlerin alinmasi ve ¢ocuklarin
menfaatlerinin gézetilmesi agisindan ailelerin ve cocuklarin dijital ortamlar1 daha iyi
taniyabilmesi ve dijital tehditlere karsi korunabilmesi i¢cin bu alanda bilgilendirilmeleri
de ciddi 6nem arz etmektedir. Calisma kapsaminda; kisisel verilerin korunmasi
konusu cercevesinde dijital ortamlarda cocuklara karsi risk teskil eden konular
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**  Cag Universitesi, Milletlerarasi Ozel Hukuk ABD Arastirma Gérevlisi, ORCID: 0000-0001-9046-5124, ozgedemirdelen@cag.
edu.tr
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degerlendirilecektir. Risklere karsi alinabilecek oOnlemler, ulusal ve uluslararasi
diizenlemeler ile kararlar ¢ercevesinde incelenecektir.

Anahtar Sozciikler: Cocuk, Dijital Tehdit, Kisisel Veri, KVKK, GDPR

IMPORTANT PROTECTION REGARDING PERSONAL DATA:
THE CHILD FACING DIGITAL THREATS

ABSTRACT

As a result of the use of social media, the sharing of personal data is becoming
widespread. It is not always possible to fully anticipate, know or predict the legal
meaning and consequences of the sharing. This situation creates various risks in
terms of the protection of personal data. Harassment with shared personal data,
cyberbullying, access to inappropriate materials and exposure to the negative effects of
direct marketing are some of the main risks. Especially children, who are at the center
of technological developments, cannot foresee the result of sharing their personal data
in terms of the prevalence of digital environments, their level of perception, and age.
As a result of the digital threats they will face, the children’s ignorance of their rights
and the inadequacy of their families in the supervision of their activities in the digital
environment make children vulnerable to the threats in the digital environment.
Distance communication, which has entered our lives with the pandemic, has led to a
significantincrease in children’s realization of activities such as education, socialization,
playing games, entertainment, and communication via the internet. This issue requires
showing the necessary sensitivity against possible threats to the personal data of
children and protecting their data. The General Data Protection Regulation (GDPR)
of the European Union contains special provisions in this regard. Thanks to the special
provision in the GDPR, exemplary decisions are also made in EU countries. As a result
of the investigation initiated by the Irish Data Protection Commission in September
2020, the fine of 405 million Euros imposed on Instagram for violating the GDPR by
causing children’s phone numbers and email addresses to become public is one of the
important examples in this context. There are deficiencies in our legislation regarding
children within the scope of protection of personal data. The Law on the Protection
of Personal Data (KVKK) does not contain any special provisions on the subject. In
addition to eliminating this deficiency, it is of great importance to inform families and
children in this area so that they can better recognize digital environments and protect
them against digital threats to take precautions and protect the interests of children.
Scope of study; Within the framework of the protection of personal data, issues that
pose a risk to children in digital environments will be evaluated. Measures to be taken
against risks will be examined within the framework of national and international
regulations and decisions.

Keywords: Child, Digital Threat, Personal Data, KVKK, GDPR
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SIBER GUVENLIK VE BiLGi GUVENLIGI
YONETIMINE DAIR DUZENLEMELERE
GENEL BiR BAKIS

Alper ISIK*

OZET

Siber giivenlik, bilginin gizliliginin, biitiinliigiiniin ve erisilebilirliginin disiplinli bir
sekilde korunmasidir'. Dijitallesmeyle birlikte 6zellikle yiiksek diizeyde bilgi ve veriye
sahip aglar siber saldirilarin 6znesi olmaktadir. Bu durum o6zellikle sirketler ve kamu
kuruluslar1 acisindan siber giivenlik uyumu icin aktif faaliyetlerde bulunulmasini
zorunlu kilmaktadir. Ancak siber giivenlikle ilgili hukuki diizenlemeler tam
anlamiyla kurumsallagsmis degildir. AB sathinda 6zellikle AB NIS Direktifi* ve Siber
Giivenlik Kanunu® 6ncii bir rol tistlenmektedir. Bununla birlikte baglayici olmayan
ama uluslararasi alanda bilgi giivenliginin standartlarini belirleyen ISO 27001 ve
27002 Standartlar1 da énemli bir boslugu doldurmaktadirt. Ozellikle s6z konusu
standartlara uyum; prestij, giiven ve bilgi giivenligini saglamada 6nemli bir islevi yerine
getirmektedir.

Ulkemizde ise siber giivenlik baglaminda heniiz bir yasal diizenleme mevcut degildir.
2000 yilinda “Ulusal Bilgi Giivenligi Teskilati ve Gérevleri Hakkinda Kanun Tasarisi”
giindeme gelmis ama yasalasmamuistir. 2016'da yiiriirliige giren 6698 sayili Kisisel
Verilerin Korunmasi Kanunu (KVKK) ise bu alanda 6nemli bir a¢ig1 kapatmaktadir.
Ancak Kanun, yalnizca kisisel veri niteliginde olan bilgilere dair ihlallere uygulanmakta
oldugu icin kisisel olmayan veriler i¢cin KVKK’nin uygulanmasi s6z konusu degildir. Bir
siber saldir1 s6z konusu oldugunda ortaya ¢ikan ihlallerin 6znesinin her zaman kisisel
veriler olmayabilecegi diisiiniildiigiinde, bu alanda da bir korumaya ihtiya¢ oldugu
aciktir.

*  Dr. Ogr. Uyesi, Sakarya Universitesi Hukuk Fakiiltesi Genel Kamu Hukuku Anabilim Dali, alper@sakarya.edu.tr, ORCID:
0000-0002-3784-8297.

1 Antoni Gobeo, Connor Fowler, ve William Buchanan, GDPR and Cyber Security for Business Information Systems (Den-
mark: River Publishers, 2018), 94.

2 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high com-
mon level of security of network and information systems across the Union
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32016L1148 Erisim Tarihi: 29.09.2022.

3 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union
Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013.
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32019R0881 Erisim Tarihi: 29.09.2022.

4 Detayh bilgi i¢in bknz. Leyla Keser Berber, “Ulusal Siber Giivenlik Stratejilerinde Yer Alan Teknik ve Hukuksal Yaklasimlar ve
Uluslararasi Standartlarin Roli’, Yeditepe Universitesi Hukuk Fakiiltesi Dergisi, C. XI, S. 1, Yil: 2014, s. 213-230.
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Tiirk hukukunda her ne kadar miistakil bir siber giivenlik kanunu olmasa da ¢esitli
kurumlar tarafindan cikartilmis metinlere rastlamak miimkiindiir. Ilk olarak 5809
sayili Elektronik Haberlesme Kanununun Ek 1. Maddesiyle Siber Giivenlik Kurulu
kurulmustur. 2014 yilinda ayn1 Kanun ile BTK'ya “siber giivenlik ... konularinda
Cumhurbaskani, Bakanlik ve/veya Siber Giivenlik Kurulu tarafindan verilen gorevleri
Telekomiinikasyon Iletisim Baskanligi veya diger birimleri marifetiyle yerine getirmek”
gorevi verilmistir.

Ayrica Siber Giivenlik Kurulunun 20 Haziran 2013 tarihli ilk toplantisinda kritik
altyapilar belirlenmistir. Bunlar; Ulastirma, Enerji, Bankacilik ve Finans, Su Yonetimi,
Elektronik Haberlesme sektorleridir. Ayni toplantida “Ulusal Siber Giivenlik Stratejisi
ve 2013-2014 Eylem Plani” da kabul edilmistir. ¢. S6z konusu eylem plani ¢ercevesinde
kamu kurum ve kuruluslar: biinyesinde Siber Olaylara Miidahale Ekipleri (Kurumsal
SOME, Sektorel SOME) olusturulmasi dngoriilmiistiir. Ayrica siber olaylarla etkin
bir sekilde miicadele edebilmek amaciyla 2013 yilinda BTK biinyesinde Ulusal Siber
OlaylaraMiidahale Merkezi (USOM) kurulmustur.2014-yilindaise Ulastirma, Denizcilik
ve Haberlesme Bakanligi Haberlesme Genel Miidiirliigii tarafindan “Sektérel SOME
Kurulum ve Yonetim Rehberi”” yayinlanmis ve bu belgede Sektorel SOME’lerin gorev
ve sorumlululuklar: belirtilmistir. 2020 yilinda ise “2020-2023 Ulusal Siber Giivenlik
Stratejisi ve Eylem Plani”® yayinlanmustir. Ancak s6z konusu diizenlemeler kanunla
yapilmadigi icin yaptirim konusu net degildir. Ayrica diizenlemeler oldukga eski tarihli
ve daginik halde oldugu i¢in hem giintimiiz ihtiyaclarina cevap verememekte hem de
kavranmasi gii¢ olmaktadir. Dolayisiyla siber giivenlik baglamindaki diizenlemelerin
miistakil bir kanun olarak yeniden yapilandirilmasi faydali olacaktir.

Anahtar Kelimeler: Siber Giivenlik Hukuku, Bilgi Giivenligi, Bilgi Giivenligi
Yonetimi, Veri Koruma, ISO Standartlar:

OVERVIEW OF REGULATIONS ON CYBER SECURITY AND
INFORMATION SECURITY MANAGEMENT

ABSTRACT

Cybersecurity is the disciplined protection of the confidentiality, integrity and
availability of information. With digitalization, especially networks with high
information and data, has become the subject of cyber attacks. This situation
necessitates active activities for cyber security compliance, especially for companies

5  Ulusal Siber Guvenlik Stratejisi ve 2013-2014 Eylem Plan1
https://www.btk.gov.tr/uploads/pages/2-1-strateji-eylem-plani-2013-2014-5a3412cf8f45a.pdf Erisim Tarihi: 29.09.2022.

6 https://www.usom.gov.tr/hakkimizda Erisim Tarihi: 29.09.2022.

7 Sektorel SOME Kurulum ve Yonetim Rehberi
https://hgm.uab.gov.tr/uploads/pages/siber-guvenlik/sektorel-some-reh.pdf Erisim Tarihi: 29.09.2022.

8  2020-2023 Ulusal Siber Giivenlik Stratejisi ve Eylem Plani
https://hgm.uab.gov.tr/uploads/pages/strateji-eylem-planlari/ulusal-siber-guvenlik-stratejisi-ve-eylem-plani-2020-2023.pdf
Erigim Tarihi: 29.09.2022.
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and public institutions. However, legal regulations regarding cyber security are not
fully institutionalized. The EU NIS Directive and Cyber Security Law play a leading
role in the EU. In addition, ISO 27001 and 27002 Standards, which are non-binding
but determine the standards of information security in the international arena, also fill
a critical gap. In particular, compliance with the said standards is essential in providing
prestige, trust and information security.

Our country has no legal regulation in the context of cyber security yet. In 2000, the
“Draft Law on the National Information Security Organization and its Duties” came
to the fore, but it was not enacted. The Law on the Protection of Personal Data (PDPL)
No. 6698, which entered into force in 2016, fills a significant gap in this area. However,
since the Law only applies to personal data violations, PDPL is not applicable for non-
personal data. Since personal data may not always be the subject of violations that
arise in the event of a cyber attack, it is clear that there is a need for protection in this
area.

Although there is no independent Cyber Security Law in Turkish Law, it is possible
to come across texts issued by various institutions. Firstly, the Cyber Security Board
was established with Additional Article 1 of Electronic Communications Law No.
5809. In 2014, with the same Law, the BTK was tasked “to fulfil the duties assigned by
the President, the Ministry and/or the Cyber Security Council on cyber security issues
through the Telecommunications Communication Presidency or other units’.

In addition, critical infrastructures were determined at the first meeting of the
Cyber Security Board on 20 June 2013. These are; Transportation, Energy, Banking and
Finance, Water Management, and Electronic Communication sectors. “National Cyber
Security Strategy and 2013-2014 Action Plan” were also adopted at the same meeting.
. Within the framework of the said action plan, it is envisaged to form Cyber Incidents
Response Teams (Corporate SOME, Sectoral SOME) within public institutions and
organizations. In addition, the National Cyber Incidents Response Center (USOM) was
established within the body of BTK in 2013 to combat cyber incidents effectively. In
2014, the “Sectoral SOME Installation and Management Guide” was published by the
Ministry of Transport, Maritime Affairs and Communications General Directorate of
Communications, and the duties and responsibilities of Sectoral SOMEs are specified
in this document. In 2020, the “2020-2023 National Cyber Security Strategy and Action
Plan” was published. However, the enforcement issue is unclear, as Law does not make
these regulations. In addition, since the regulations are outdated and scattered, they
cannot meet today’s needs and are difficult to comprehend. Therefore, it would be
beneficial to restructure the regulations in cyber security as an independent law.

Keywords: Cyber Security Law, Information Security, Information Security
Management, Data Protection, ISO Standards
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PLATFORM REGULASYONU VE AVRUPA BIiRLIGI
DIJITAL PIYASALAR DUZENLEMESI (DIGITAL
MARKET ACT) UZERINE DEGERLENDIRMELER

Dr. Ogr. Uyesi Osman Gazi GUCLUTURK*

OZET

Dijital platformlar giiniimiiz internet ekosisteminin temel aktorii konumundadir.
Hetisim, aligveris, eglence, egitim, arastirma gibi neredeyse internet ortaminda
gerceklestirilen tim islemlerde platformlar 6nemli yer tutmaktadir. Bunun da
Otesinde teorik olarak internet ortaminda bilginin serbest dolasimi hedeflense ve
internet tizerindeki etkilesimlerde de ifade 6zgiirligii gibi temel hak ve ozgiirliiklere
iliskin korumalar uygulanabilir olsa da fiilen dijital ortamda gerceklestirilebilecek
faaliyetler, paylasilabilecek icerikler, ulasilabilecek bilgiler platformlarin yapisindan
ve araclarindan etkilenmektedir. Bugiin insanlarin platformlar: kullanmaksizin sesini
duyurmasi ¢ok zor olabilmekte, platform tizerinden eserlerini sunmayan sanatgilar
insanlara ulasamamakta, ¢evrim ici aligveris kanallarini kullanmayan satici ve
saglayicilar tiiketicilerden uzak kalmaktadir.

Platformlarin hayatimizda bu kadar 6nemli yer tutmasi platformun kullanicilarryla
iliskisinin ve kullanicilarin birbirleriyle iliskilerinin regiilasyonuna dair sorular1 ve
hukukun buradaki roliine dair tartigmalar1 beraberinde getirmektedir. Geleneksel
olarak bir tesebbiisiin piyasa iizerindeki etkisi ve bu etkinin kotiiye kullanilip
kullanilmadigr rekabet hukuku miiesseseleriyle diizenlenmektedir. Halihazirda da
platformlarin faaliyetlerinin rekabet hukuku bakimindan etkileri 6nemli davalarda
tartisilmaktadir. Bununla birlikte rekabet hukuku mekanizmalarinin mevcut platform
odakli ekonomide platformlarin davranislarinin regiilasyonunda yetersiz kaldig
iddia edilmektedir. Buradaki boslugu doldurmak icin 6zellikle platformlara yonelik
diizenleme calismalar: yapilmaktadir. Bunlardan en 6nemlisi Avrupa Birliginde kabul
edilen Dijital Piyasalar Diizenlemesidir (Digital Markets Act, DMA). DMA genis
bir platform yelpazesini kapsamina almakta ve bazi yilikiimliliikler getirmektedir.
Kapsamin genisligi ve ylikiimliiliikklerin kapsami da gerek hedeflenen amaca uygunluk
gerekse mevcut diizenlemelerle yaratilabilecek ¢atigsmalar bakimindan 6nemli hukuki
tartismalar1 da beraberinde getirmektedir.

Bogazici Universitesi Hukuk Fakiiltesi Ogretim Uyesi
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Isbu teblig ile de oncelikle konunun anlasilabilmesi ve belirsizligin giderilmesi
acisindan platform kavramina deginilecektir. Daha sonra sirasiyla platformlarin
regiilasyonunun gerekli olup olmadig: ve platform regiilasyonunda kullanilabilecek
aracglar ile hukuki diizenlemelerin rolii mercek altina alinacaktir. Nihayet calisma,
bu agiklamalar 1s1§inda DMA'nin analiziyle ve Tirk hukukuna iligkin kisa bir
degerlendirmeyle sonuglandirilacaktir.

Anahtar Kelimeler: platform, regiilasyon, dijital piyasalar, rekabet, tiiketici

THE QUESTION OF PLATFORM REGULATION AND EUROPEAN
UNION’S DIGITAL MARKETS ACT

ABSTRACT

Digital platforms are the main actors of today’s internet ecosystem. Platforms have
an important place in almost all transactions carried out on the internet including,
but not limited to, communication, shopping, entertainment, education, and research.
Moreover, despite the fact that free circulation of information is aimed on the internet
as a theoretical goal and protections provided for fundamental rights and freedoms
such as the freedom of expression apply to digital interactions, it is perfectly clear
that activities that can be carried out, content that can be shared, and information
that can be accessed in the digital environment are affected by the structure as well as
tools of the platforms. Today, it can be very difficult for people to make their voices
heard without using platforms. Similarly, artists who do not present their works on the
platform or businesses that do not provide their goods or services via online channels
hardly reach their audience.

The fact that platforms have such an important place and power in our lives raises
questions about the relationship of the platform with its users and the regulation
thereof along with the role of the law. Traditionally, the effect of an undertaking
on the market and whether this effect is abused are governed by competition law
rules. Indeed, the effects of the activities of the platforms in terms of competition
law are currently discussed in many important cases. However, it is also claimed that
competition law mechanisms are insufficient in regulating the behaviour of platforms
in the current platform-oriented economy. In order to fill the gap here, regulatory
measures specifically addressing platforms are being discussed in many jurisdictions.
The most important of these is the Digital Markets Regulation (DMA) in the European
Union. DMA covers a wide range of platforms and imposes certain obligations
thereon. The breadth of the scope and the accompanying obligations also bring along
important legal debates in terms of both suitability for the intended purpose and
potential conflicts with the existing regulations.
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In this paper, first of all, the concept of platform will be examined in order to
understand the subject and to clear the definitional ambiguity. Then, whether the
platform regulation is necessary and the tools that can be used in platform regulation
shall be explored respectively. Finally, in the light of these explanations, the study will
be concluded with the analysis of the DMA and a brief assessment on the implications
thereof under the Turkish law.

Keywords: platform, regulation, digital markets, competition, consumer
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KRIPTO VARLIK PIYASALARINA ILISKIN AB
TUZUK TEKLIFi ve
MEVZUATIMIZ iCIN DUZENLEME ONERILERI

Av. Deniz BAYTEMUR KOKSAL*

OZET

Kripto varlik alanindaki diizenleme boslugu her ne kadar sektér oyuncularinin
istahin1 kabartsa da s6z konusu diizenleme boslugu rekabetci pazar kosullarin
ve yatirimci menfaatlerini olumsuz etkilemekte, hatta piyasanin gelismesini de
yavaslatmaktadir. Bu temel gerekceden yola ¢ikilarak Avrupa Komisyonu tarafindan
hazirlanan Kripto Varhik Piyasalarina iliskin Tiiziikk Teklifinin (Teklif) yiiriirliige
girmesi ile kripto varliklar ve hizmet saglayicilar1 AB'de yeknesak bir diizenlemeye
kavusacaktir. Gerek kripto varlik piyasalarinin kiiresel niteligi gerekse iilkemizde
finansal teknolojilere yonelik diizenlemelerin biiyiik 6l¢iide AB diizenlemelerini 6rnek
almasi nedeniyle s6z konusu Teklifin incelenmesi hukukumuz bakimindan da 6nem
arz etmektedir. Bu sayede, hélihazirda ¢caligmalar1 devam eden kripto varliklara iligkin
kanunlasma siirecine de katki sunulabilecektir.

Teklif, kriptovarliklarisermaye piyasasiaracglarindanayristirmaktavekriptovarliklar
kendi i¢cinde e-para jetonlary, varliga dayali jetonlar ve bu iki siniflandirmaya girmeyen
ve torba kavram olarak kullanilan diger kripto varliklar olarak ii¢ sinifa ayrilmaktadir.
E-para jetonlari, biiyiik 6l¢iide mevcut elektronik para diizenlemelerine atif yapilmak
suretiyle hukuki sonuca baglanmaktadir. Bu bakimindan Teklifin yaklasimi, Odeme
Hizmetleri ve Elektronik Para Ihraci ile Odeme Hizmeti Saglayicilari Hakkinda
Yonetmelikteki diizenleme ile ortiismektedir. Diger taraftan Teklifte, varliga dayali
jetonlar istikrarli kripto varliklari isaret edecek sekilde tanimlanmis olup bu varliklarin
O0demeler alaninda oynayabilecegi rol goz oOntine alinarak diger kripto varliklara
nazaran daha kati diizenlemelere tabi tutulmustur. Teklifte diger yiikiimliliiklerin
yani sira, kripto varlik ihra¢ edenlere ve saglayicilara faaliyet izin alma ve kripto varlik
ihracinda kamuyu aydinlatma mecburiyeti getirilmektedir.

Teklifin yirirlige girmesi ile kripto varliklara AB icinde yeknesak bir hukuki
statii saglanacak olsa da Teklif, bu kiymetlerin hukuki nitelendirmesini yapmaktan
kaginmaktadir. Mevzuatimizda kaydi menkul kiymetlerin hukuki niteligi bakimindan

Avukat, Ankara Barosu, Ankara Haci Bayram Veli Universitesi Doktora Ogrencisi, ORCID ID: 0000-0002-2807-9086
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benimsenen yaklasim da dikkate alindiginda, kripto varliklarin hukuki niteligine iliskin
tartismanin da doktrine birakilmasi stirpriz olmayacaktir.

Her ne kadar Teklif, sermaye piyasasi araglarini kripto varliklardan ayirsa da dagitik
defter teknolojisine dayanarak ihrag¢ edilen kripto varliklarin sermaye piyasasi araci
tanimina girmesi halinde bu diizenlemelere tabi olacag: bir siiredir kabul edilmektedir.
Diger taraftan, Almanyada yakin zamanda yiriirlige giren Elektronik Menkul
Kiymetler Kanunu ile kripto varliklarin sartlar1 saglamasi halinde menkul kiymet
olarak nitelendirilecegi ve bunlarin esya (Sache) vasfini haiz oldugu diizenlenmistir.
Ulkemizde yiiriirliige girmesi beklenen diizenlemede de kaydi menkul kiymetlerin
kripto varlik olarak ihrag edilmesi ve dagitik defter iizerinden izlenebilmesine imkan
taninmasi tercihe degerdir.

Teklif, kripto varliklarin yeknesak bir yasal gerceveye kavusmasi ve giivenli bir
piyasa saglanmasi i¢in 6nemli bir adim atmaktadir. Kripto varliklara iliskin iilkemizdeki
diizenleme boslugu g6z oOniine alindiginda, Teklifin bir¢ok acgidan yol gosterici
olabilecegi diustinilmektedir. Bu calismada Teklifte yer alan diizenleyici cerceve
ayrintili olarak incelenmis olup mevzuatimiz yoniinden onerilere yer verilmistir.

Anahtar kelimeler: Kripto Varlik, Elektronik Para, Sermaye Piyasas1 Araglari,
Faaliyet Izni, Kamuyu Aydinlatma.

EU PROPOSAL FOR THE REGULATION ON
MARKETS IN CRYPTO-ASSETS and REGULATORY
SUGGESTIONS FOR OUR LEGISLATION

ABSTRACT

Even though the regulatory gap in crypto-assets appetizes market players, the said
gap adversely effects competitive market conditions and investor benefits, and even
slows down market developments. Founding on this rationale, by the Regulation on
Markets in Crypto-Assets (Proposal) drafted by European Commission coming into
force, crypto-assets and service providers will attain uniform regulatory framework
in EU. Assessing the said Proposal is vital with regards to our legislation both due to
the global nature of crypto-asset markets and the fact that our regulations on financial
technologies largely based on EU regulations. The assessment will contribute to the
preparation process of ongoing crypto-asset regulations.

The Proposal differentiates between crypto-assets and financial instruments
and divides the crypto-assets into three classes; e-money tokens, asset-referenced
tokens, and other crypto-assets, an omnibus concept, that do not fall under these
two classifications. Legal consequence of e-money tokens is mostly determined by
referencing to the existing electronic money regulation. In this respect, the approach
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of the Proposal coincides with the provision in the Regulation on Payment Services
and Electronic Money Issuance, and Payment Service Providers. On the other hand,
considering their potential role in payments industry, asset-referenced tokens are
defined to address stable coins and are subject to stricter rules than other crypto-
assets. In addition to other obligations, the Proposal obliges crypto-asset issuers and
service providers to obtain a license and public disclosure requirement.

While the Proposal will ensure a uniform legal status for crypto-assets within the EU,
it remains silent when it comes to the legal qualification of crypto-assets. Considering
the approach adopted in our legislation for the legal qualification of dematerialized
securities, it would not be a surprise to leave the dispute over the qualification of
crypto-assets to the literature.

Despite the differentiation between financial instruments and crypto-assets, it has
been acknowledged for a while that crypto-assets issued on DLT would be subject
to the regulations on financial instruments, as long as crypto-assets fall under the
definition of financial instruments. On the other hand, the Act on Electronic Securities,
which has recently come into force in Germany, states that crypto-assets will qualify
as securities, provided that they meet the conditions, and these will be regarded as
things (Sache). With respect to our anticipated regulation, it would be preferrable to
allow dematerialized securities to be issued as crypto-assets and be recorded on a
distributed ledger.

The Proposal takes an important step towards achieving uniform legal framework
for crypto-assets and ensuring a safer market. Considering the regulatory gap in our
country with respect to crypto-assets, the Proposal is considered to be guiding in
various aspects. In this study, the regulatory framework of the Proposal is thoroughly
examined, and recommendations are presented for our legislation.

Keywords: Crypto-asset, Electronic Money, Financial Instruments, Licensing,
Public Disclosure
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KARSILASTIRMALI HUKUKTAKI GELISMELER
ISIGINDA DEEPFAKE TEKNOLOJISININ
REGULASYONU VE TURK HUKUKU iCiN
ONERILER

Sinem OZYIGIT*

OZET

Yapay zekanin regiilasyonu meselesi giincelligini korurken ayrilan bir kol,
Deepfake’in regiilasyonunu hararetli bir sekilde tartismaktadir. En ilkel 6rnekleri bile
oldukca basarili olan Deepfake, derin 6grenme ve makine 6grenmesi gibi yapay zeka
yontemlerinin destegi ile sifirdan veya mevcut igeriklerin tahrif edilmesi suretiyle
iretilen, maruz kalan kisilerin orijinal olarak algilayabilecegi kadar gercekei ve fakat
kisileri aldatmak amaciyla baglamindan koparilan gorsel icerikler ile ses ve metin
icerikleridir’. Deepfake iceriklerin cevrimici platformlar eliyle kisa siirede genis bir
kitleye ulagmasi ise, zararlarin toplumsal boyuta olusmasina sebep olmakta ve bu
uygulama oOzelinde yasal diizenlemeye ihtiya¢ olup olmadigi sorununu giindeme
getirmektedir.

Ogretide, Deepfake ozelinde yasal diizenleme yapilmasina gerek olmadigini ve
mevcut hukukiimkanlarin Deepfake kaynakli sorunlarin ¢éztimii igin yeterli oldugunu
ifade eden yazarlar bulunmaktadir®. Isin asli, mevcut mekanizma belli bir seviyeye
kadar koruma saglasa da, Deepfake iceriklerin kendine 6zgii sorunlarini ortadan
kaldirmak icin yeterli degildir. Bunu fark eden bazi iilkeler, mevcut diizenlemelerini
gozden gecirmek veya yeni diizenlemeler gelistirmek adina regiilasyon hareketini cok
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erken baslatmistir. Bu kapsamda, Avrupa Birligi®, Cin*, Tayvan® ve Amerika Birlesik
Devletlerinin Kaliforniya eyaletinde®, Tiirkiye'de atilacak potansiyel adimlara ilham
olabilecek nitelikte tartismalar yiiriitiilmektedir. Bu noktada sunu da belirtmek isteriz
ki, teknolojinin regiilasyonu s6z konusu oldugunda genel olarak hissedilen “Briiksel
etkisi’, Deepfake 6zelinde yerini “Beijing etkisine” birakmis olup, bu konuda tartigmalar
daha ¢ok Cin modeli iizerinden ilerlemektedir”.

Yontem olarak anilan hukuk sistemlerinin, torpiilemek istedikleri olumsuz etkiyi
belirleyerek ilk adimi attigini ve kendi hukuk politikalarina gore diizenlemelerini
sekillendirdigini soyleyebiliriz. Uzun bir siiredir Tiirk hukuku bakimindan bizim de
kanaatimiz, mevcut kanunlarin bir an evvel Deepfake’e uyarlanmasi ve bu teknolojik
imkanin etik kullanimini genele yaymak adina miistakil bir kanun hazirligina baslanmasi
yoniindeydi. Ancak, 13 Ekim 2022 tarihinde mevzuatimiza eklenen ve 5237 sayili
Tiirk Ceza Kanunu m. 217/A hiikmiinde yer alan “halki yaniltici bilgiyi alenen yayma”
sucu ile kanun koyucu —belki de farkinda olmadan— dogasi geregi gercege aykiri
bilgi niteligini tasiyan Deepfake icerikleri de kapsayacak sekilde bilgi kirliligi riskine
odaklanmis ve ¢cogu zaman oldugu gibi ceza hukuku imkanlari ile riski bertaraf etmeye
calismistir®, Ayrica, 2019 yilinda Radyo ve Televizyon Ust Kurulu internet ortamindaki
yayinlar1 denetleme yetkisini kazanmis®; 2020 yilinda 5651 sayili Internet Kanunu’'na'®
eklenen Ek Madde 4 ile Tiirkiye'den giinliik erisimi bir milyondan fazla olan sosyal
ag saglayicilar, icerigin ¢ikarilmasi ve erisimin engellenmesi kararlarini uygulamakla
yiukimli kilinmisti.

Bu calisma ile 6ncelikle, Deepfake’i tanitmaya ve detayli bir fayda-risk analizine'! yer
vermeye calisacagiz. Takip eden boliumde ise, Tiirk hukuku bakimindan yol gosterici
olmasi adina, diger iilkelerdeki mevcut durumu degerlendirecegiz. Son olarak ise,
Tirk hukukundaki mevcut durumu da diisiinerek ve fakat elestirel bir bakis acisiyla,
Deepfake i¢in ideal olan diizenlemenin igerigini belirlemeye ¢alisacagiz.

Anahtar Kelimeler: Deepfake, derin 6grenme, makine dgrenmesi, yapay zeka,
regiilasyon.
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REGULATION OF DEEPFAKE TECHNOLOGY IN LIGHT
OF DEVELOPMENTS IN COMPARATIVE LAW AND
RECOMMENDATIONS FOR TURKISH LAW

ABSTRACT

While the regulation of artificial intelligence remains topical, a split arm is glowingly
discussing the regulation of Deepfake. Deepfake, even the most primitive examples
of which are rather successful, is audio-visual content produced from scratch or by
manipulating existing content with the support of artificial intelligence methods such
as deep learning and machine learning, which is realistic enough to be perceived as
original by the people who are exposed, but taken out of its context in order to deceive
people. The fact that Deepfakes are likely to reach a wide audience in a short time
through online platforms may cause the harm to occur on a societal level, and thus
raises the question of whether there is a need for an individual regulation as to this
specific application of artificial intelligence.

In the doctrine, there are authors who state that there is no need for legal regulation
dedicated to Deepfake, and that the existing legal instruments are sufficient to solve
the problems emerging from Deepfake. As a matter of fact, the current mechanism
provides protection to a certain level; however, it is not enough to eliminate the
problems inherent to Deepfake. Some countries have started the regulation movement
too early to review their existing instruments or to develop new regulations. In this
context, discussions are being held in the European Union, China, Taiwan and the US
state of California that can inspire potential steps to be taken in Turkey. At this point,
we would like to point out that the “Brussels effect’, which is generally felt when it
comes to the regulation of technology, has left its place to the “Beijing effect” when
it comes to the regulation of Deepfake, and the discussions on this issue are mostly
based on the Chinese model.

We observe that the method of the aforementioned legal systems is to determine the
negative impact they want to file first and to shape their regulations according to their
own legal policies. For a long time, we considered that the existing Turkish laws should
be adapted to Deepfake as soon as possible, and an individual law should be drafted
in order to spread the ethical use of this technology. However, the Turkish Penal Code
No. 5237 was revised on October 13, 2022, and the crime of “publicly disseminating
misleading information” was included in Art. 217/A. Thus, the legislator -perhaps
unwittingly- focused on the risk of misinformation given Deepfakes constitute false
information by their very nature, and tried to eliminate this risk through criminal law
instruments. In addition, the Radio and Television Supreme Council was authorised
in 2019 to inspect online broadcasts; social network providers with more than one
million daily access from Turkey were deemed to be obliged to implement the orders
to remove content and block access under Additional Article 4 incorporated into the
Internet Law No. 5651 in 2020.
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In this conference paper, we will initially introduce the Deepfake technology and
include a detailed benefit-risk analysis. Afterwards, we will evaluate the current
situation in other countries in order to provide guidance to Turkey. Finally, we will
determine the content of the potential Turkish law dedicated to Deepfake, considering
the current situation in Turkey, but with a critical perspective.

Keywords: Deepfake, deep learning, machine learning, artificial intelligence,
regulation.
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VERGI IDARESININ DIJITAL DONUSUMU

Ahmet Emrah GECER"

OZET

Bilgisayar biliminin kurucusu sayilan ve dijitallesmenin temeline iliskin bircok
alaninda arastirmalar yapan Alan Mathison Turing 1950 yilinda yayinladigi makalesinde
“Makineler Diisiinebilir mi?” sorusunu cevaplamaya calismistir'®, Ulkemizde ise duayen
matematikgi Prof. Dr. Cahit Arf, “Makine Diisiinebilir mi ve Nasil Diisiinebilir?” isimli
sunumuyla Erzurum Atatiirk Universitesi'nde 1958-1959 Halk Konferansi Bildirisi'nde
konuyu ele almis ve diistincelerini paylasmistir**. O giinlerde, s6z konusu akademik
calismalar, hayal olarak goriilityordu. Cok degil 50 y1l kadar sonra, 21. Yiizyilin basindan
itibaren dijitallesme, hayatin bir gercegi olmaya basglamistir. O artik Fenomen olmanin
da dtesine gegmistir.

Birinci Sanayi Devrimi 18. yiizyilda buharli makinalarin icat edilmesi ile baglamisti.
O donemden 4. Sanayi Devrimini yasadigimiz giiniimiize kadar bilim ve teknolojide
bircok gelisme iistiine gelisme saglana gelmistir. Internetin yayginlagmasi ile
dijitallesme olgusu, bilim ve teknolojinin odak noktas: haline gelmistir. 2000°1i yillarin
baslarindan itibaren ivme kazanan dijitallesme, uluslararasi ve ulusal 6l¢ekte ekonomik
isleyisin kabuk degistirmesine, bir kisim is modellerinin tarihe karigsmasina ve yeni
is modellerinin ortaya ¢ikmasina sebep olmustur ve olagelmektedir. Dijitallesmenin
temel teknolojileri olan nesnelerin interneti, artirilmis gerceklik, sanal gerceklik, blok
zincir, 3 boyutlu yazicilar, robotlar ve insansiz araglarin ekonominin her alanina niifus
ettigi gortilmektedir. Bu durum vergi idarelerini, dijital teknolojilere adapte olmaya
ve bu teknolojilerden yararlanmaya zorlamaktadir. Vergi idarelerinin, vergiyi doguran
olay1 kavramak ve sonrasinda vergilendirme islemlerini hizli ve etkin sekilde icra
etmek ve miikelleflerin vergi uyumuna yardimci olmak amaciyla vergi teknigindeki
konvansiyonel isleyisi, dijitallestirme siirecine soktuklar1 anlagilmaktadir.

2000l yillarin basindan itibaren tilkemizde dijitallesen diinyaya ayak uydurmak
amaciyla vergi teskilatlanmasinda yapisal degisikliklere gidilmistir. 2005 yilinda
Gelir Idaresi Baskanligi (GIB), 2011 yilinda Vergi Denetim Kurulu Baskanhgi (VDK)
kurulmustur. 2020 yilinda kayit disi ekonomi ile miicadeleye deger katmak igin

Dr. Ogretim Uyesi, Istanbul Medeniyet Universitesi Hukuk Fakiiltesi Mali Hukuk Ana Bilim Dali. E-mail:ahmet.gecer@me-
deniyet.edu.tr Orcid ID:0000-0002-8784-6871

13 A. M. Turing, “Computing Machinery and Intelligence’, Mind, Volume LIX, Issue 236, October 1950, p. 433—-460.

14 Cahit Arf, “Makine Diisiinebilir Mi ve Nasil Diisiinebilir?’, Atatiirk Universitesi — Universite Caligmalarini Muhite Yayma ve
Halk Egitimi Yayinlar1 Konferanslar Serisi No: 1, 1959, Erzurum, s. 91-103.
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teknolojiyle desteklenen risk odakli calismalar yapilmasi misyonuyla Risk Analizi Genel
Miudirligi olusturulmustur. Bu yapisal degisikliklerle vergi idaresinin dijitallesme
siirecinde yeni bir doneme girme hususundaki ciddiyeti anlasilmistir. Vergi idaresi,
ozellikle bu kurumsal degisikliklerden sonra, bilgisayar destekli olarak dijital vergi
uygulamalarina agirlik verdigi gozlemlenmektedir. Vergiyi doguran olay ile ilgisi
olan verilerin, miikellef ve muhataplardan dijital ortamda talep edilme zorunlulugu
giinden giine yayginlastig: tespit edilmektedir. E-beyanname, e-defter, e-belge, defter
beyan sistemi, bilgi toplama sistemleri (banka, noter ve tapu miudiirliiklerinden)
uygulamalar1 buna 6rnek gosterilebilir. Ayrica vergi idaresi, vergi mevzuatinda yer
alan vergi denetim araclarinin tatbikinde dijital teknolojilerden yardim almaktadir.
Ornegin elektronik yoklama sistemi, sahte belge risk analiz programi (SARP), riskli
iade takip ve analiz programi (RITAP), risk analiz sistemi (VDK-RAS), KDV iadesi risk
analiz sistemi (KDVIRA), OTYV iadesi risk analizi sistemi (OTVIRA), veri erisim ve
gorsel analiz uygulamasi (VEGAS).

Bu calismamizda, vergi idaresinin ge¢misten giiniimiize dijitallesme siireci ana
hatlari ile mercek altina alinacaktir. Mevcut durumda vergi idaresinin ve miikelleflerin
djjitallesmede tecriibe ettikleri zorluklar degerlendirilecektir. Vergi idaresinin
dijitallesme siirecinin gelecegine iliskin 6ngoriiler sunulacaktir.

Anahtar Kelimeler: Vergi Idaresi - Dijitallesme — Vergi Otomasyon Sistemleri -
Elektronik Defter ve Belgeler — Elektronik Denetim

DIGITAL TRANSFORMATION OF TAX ADMINISTRATION

ABSTRACT

Alan Mathison Turing, who is considered to be the founder of computer science and
researches in many fields relating to the basis of digitalization, in his article published
in 1950, “Can Machines Think?” attempted to answer the question. In our country,
the veteran mathematician Prof. Dr. Cahit Arf, with his presentation called “Can a
Machine Think and How Can It Think?’, discussed the issue and shared his thoughts in
the 1958-1959 Public Conference Declaration at Erzurum Atatiirk University. In those
days, the mentioned academic studies were seen as dreams. Not long after 50 years,
from the beginning of the 21st century, digitalization has become a fact of life. It has
now gone beyond being a phenomenon.

The First Industrial Revolution began with the invention of steam engines in the
18th century. From that period until today, when we experience the 4th Industrial
Revolution, many developments have been achieved in science and technology. With
the widespread use of the Internet, the phenomenon of digitalization has become the
focal point of science and technology. Digitization, which has gained momentum since
the beginning of the 2000s, has led to the changing of the economic functioning on
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an international and national scale, the disappearance of some business models and
the emergence of new business models. The internet of things, augmented reality,
virtual reality, blockchain, 3D printers, robots and unmanned vehicles, which are
the fundamental technologies of digitalization, are seen to penetrate all areas of the
economy. This situation forces tax administrations to adapt to and benefit from digital
technologies. It is understood that tax administrations have put the conventional
operation in tax technique into the digitalization process in order to comprehend the
taxable event and then to carry out the taxation procedures quickly and effectively and
to assist taxpayers in tax compliance.

Since the beginning of the 2000s, structural changes have been made in the tax
organization in order to keep up with the digitalized world in our country. The Revenue
Administration (GIB) was established in 2005 and the Tax Inspection Board (VDK) was
established in 2011. In 2020, the Risk Analysis General Directorate was established with
the mission of carrying out risk-oriented studies supported by technology in order to
add value to the fight against the unrecorded economy. With these structural changes,
the seriousness of the tax administration in entering a new era in the digitalization
process has been understood. It is observed that the tax administration, especially
after these institutional changes, focuses on computer-assisted digital tax applications.
It has been determined that the obligation to demand the data related to the taxable
event in the digital environment from the taxpayer and the addressee is becoming
more common day by day. Applications such as e-declaration, e-ledger, e-document,
ledger declaration system, information collection systems (from banks, notary public
and land registry offices) can be given as examples. In addition, the tax administration
receives assistance from digital technologies in the application of tax audit tools in the
tax legislation. For example, electronic inspection system, fake document risk analysis
program (SARP), risky return tracking and analysis program (RITAP), risk analysis
system (VDK-RAS), VAT refund risk analysis system (KDVIRA), SCT refund risk
analysis system (OTVIRA), data access and visual analysis application (VEGAS).

In this study, the digitalization process of the tax administration from past to
present will be examined with its main lines. In the current situation, the challenges
experienced by the tax administration and taxpayers in digitalization will be evaluated.
Forecasts regarding the future of the digitalization process of the tax administration
will be presented.

Keywords: Tax Administration - Digitalization - Tax Automation Systems -
Electronic Books and Documents - Electronic Audit

99






DIJITAL PAZARLAMA VE SATIS YOLU iLE
KAZANCLARIN VERGILENDIRILMESI VE
GUNCEL GELISMELER

Arzu KALYON"

OZET

Dijital pazarlama ve satis yolu ile kazanglarin vergilendirilmesinde karsilasilan en
biiyiik sorun, kiiresel cirosu ¢ok yiiksek olan sirketlerin e-ticaret faaliyeti yoluyla Pazar
tilkelerde, yani tirtinlerin tiiketildigi iilkelerde hi¢bir vergiye tabi olmamalaridir. Dijital
ortamda kazancin elde edildigi tilkenin tespit edilememesi halinde vergilendirme
yetkisi konusunda bosluk olmaktadir; dijital ortamda yapilan islemler vergi disi
kalabilmektedir. Anayasamizin 73. maddesinde de yer alan vergi yiikiiniin dengeli
ve adaletli dagitilmas: ilkesi geregince, kiiresel sirketlerin Pazar iilkelerden gelen
kazanclarinin hig vergilendirilmemesi vergide adalet ilkesine ters diismektedir. Kimi
zaman kiiresel sirketler, Pazar tilkelerinden milyarlarca dolar kar elde etmekte ancak
hicbir sekilde vergilendirilmemektedir.

Her ne kadar 2019 yilinda yiiriirliige giren Dijital Hizmet Vergisi ile dijital ortamda
sunulanreklam hizmetleri, her tiirlithizmetlerin ve elektronik ticaretin vergilendirilmesi
amagclansa da bazi dijital faaliyetlerin vergi dis1 kalmas1 engellenememistir. Benzer
dijital hizmet vergisi, Avrupa Birligi iiye iilkelerinde de diizenlenmistir; ancak kiiresel
anlamda yeknesak bir uygulama séz konusu degildir. Uluslararasi kabul goren inanis
ise, vergilendirme yetkisinin tirtinlerin tiiketildigi Pazar iilkelere kaydirilmasidir ve de
OECD bu model iizerinde galismaktadir. Bu model uygulanirsa Dijital Hizmet Vergisi
vb. uygulamalar ortadan kalkacaktir. OECD’ye iiye tilkeler yaptiklart mutabakat sonucu,
2023 yilindan itibaren uygulanmak tizere en az %15’lik bir vergi 6ngérmektedir. OECD
mutabakatina gore, elektronik ticaretten kazang elde eden firmalarin, kazanclarini elde
ettikleri iilke yani tirtintiniin veya hizmetin tiiketildigi iilkede vergiye tabi olmasidir.
Cogu zaman sirketler, fiziksel bir varlik gostermeseler de Pazar iilkelerden milyarlarca
dolar kar elde edebilmektedirler. Vergilendirme icin fiziksel isyeri kriteri yerine
ekonomik olarak bag kurma iradesi aranirsa, vergiden kacinma oOnlenebilecektir.
Ekonomik olarak bag kurma kriterinde ise; fatura bilgileri, cihazin IP adresi, banka
bilgileri ve telefon alan kodu gibi bilgiler bize tirtiniin tiiketildigi Pazar tilkeyi belirleme
de yardimci olacaktir. Vergilendirmenin yapilacag: iilkeyi belirlemek i¢in, s6z konusu
bilgilerin mantiksal bir hiyerarsi icinde izlenmesi gerekmektedir. Bu noktada,
miisterinin islem noktasi, kendi beyan: disinda vergi teknolojilerini de kullanarak
tespit edilebilecektir.

Dr. Ogr. Uyesi, Istanbul Medeniyet Universitesi, Mali Hukuk Anabilim Dali, https:/ /orcid.org/0000-0001-6289-6189, arzu.
kalyon@medeniyet.edu.tr
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Anahtar Kelime: Dijital Pazarlama ve Satis, Dijital Hizmet Vergisi, Vergide Adalet,
E- Ticaret, OECD

THE CONCEPT AND CURRENT DEVELOPMENTS IN THE
TAXATION OF PROFITS THROUGH DIGITAL MARKETING AND
SALES

ABSTRACT

The main problem about taxation of incomes through digital marketing and sales is
that companies with a very high global turnover are not subject to any tax in market,
whereas products are consumed. If source of income is not truly determined, it would
not be subjected to the taxation in any country. The fact that the income of global
companies from market countries are not taxed at all is contrary to the principle of
justice in taxation which is regulated in the Article 73 of Turkish Constitution. Pursuant
to the said article, the tax burden should be balanced and distributed equitably.
However, global companies make billions of dollars in profits from market countries
but are not taxed in any way.

Although the Digital Service Tax, which came into force in 2019, aimed to tax
advertising services, all kinds of services and electronic commerce in the digital
environment, some digital activities could not be taxed. Similar digital services tax
is also regulated in European Union member states; however, there is no universally
uniform application. The internationally accepted belief is that the taxation authority
of the market countries is competent to taxation and the OECD is working on this
model. If the said model is applied, Digital Services Tax etc. apps would be repealed.
OECD member countries, as a result of their agreement, envisage a tax of at least 15%
to be applied from 2023. According to the OECD agreement, companies are subject
to tax in the country where they earn their income, that is, in the country where the
product or service is consumed. Generally, companies can generate billions of dollars
in profit from market countries, even if they do not have a physical presence. If the
economic connection is taken into consideration instead of the physical workplace
criterion for taxation, tax avoidance can be avoided. In the criterion of establishing
economic bonds; information such as billing information, device IP address, bank
information and telephone area code will also help us determine the market country
where the product is consumed. In order to determine the country where taxation will
be made, the information in question must be followed in a logical hierarchy. At this
point, the customer’s transaction point can be determined by using tax technologies
other than his own declaration.

Keywords: Digital Marketing and Sales, Digital Services Tax, Tax Justice,
E-Commerce, OECD
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GELIR VERGISI VE KURUMLAR VERGISI
YONUNDEN HIZMET OLARAK YAZILIM (SAAS)
ODEMELERININ NiTELENDIRILMESI

Alperen Asim KORUK*

OZET

Hizmet olarak yazilim (SaaS), basit bir anlatimla, bulut altyapisi tizerinde yiiriitiilen
uygulama programlarinin miisterilerin (kullanicilarin) kullanimina sunulmasidir.
Uygulama programlarinin (daha genisbir ifadeylebilgisayar programiveyayazilimlarin)
kullanimi gerek ticari gerekse 6zel ortamlarda her gecen giin artmaktadir. Bu gercege
paralel sekilde SaaS pazarinin biiylimeye devam etmesi beklenmektedir. Bu biiyiime
bir taraftan vergi idarelerinin dikkatini cekerken diger taraftan SaaS saglayicilarinin
vergilendirmede karsilastiklar belirsizlikleri giderme isteklerini giiclendirmektedir.

SaaS 0demelerinin vergilendirilmesinde karsilasilan belirsizliklerin basinda SaaS
saglayicilarinin bu hizmetlerden elde ettikleri gelirleri nitelendirme sorunu gelmektedir.
Bu sorun 6zellikle gayrimaddi hak bedeli ile ticari kazang (ayrica gayrimenkul sermaye
iradi ile ticari kazang) arasindaki ayrimda yogunlasmaktadir. Bu sorunun giderilmesi
sadece teorik acidan degil, ayn1 zamanda uygulama agisindan 6nem arz etmektedir.
Zira, SaaS 6demelerinin, gayrimaddi hak bedeli olarak nitelendirilmesi halinde dar
miikellefiyete tabi gercek kisi ve kurumlarin Tiirkiye'deki miisterilerine sunduklar:
hizmetler karsiliginda yapilan 6demeler {izerinden Tiirkiye'nin vergilendirme hakki
ortaya ¢ikmaktadir. Diger taraftan, bu 6demelerin ticari kazang olarak nitelendirilmesi
halinde bu 6demelerin, Tiirkiye'de vergilendirilebilmesi SaaS$ saglayicilarinin Tiirkiye'de
isyerlerinin bulunmasina baghdir. SaaS saglayicilarinin hicbir fiziki varliga ihtiyac
duymaksizin pazar iilkelerinde hizmet sunabilme kabiliyetleri dikkate alindiginda
ticari kazang olarak nitelendirme, kaynak tiilke olarak Tiirkiye'nin vergilendirme
olasiligini oldukga diisiirmektedir. Tirkiye'deki yarg: kararlar1 ve 6zelgeler, bilgisayar
programi karsiiginda yapilan 6demeleri gayrimaddi hak bedeli olarak nitelendirme
egilimi gostermektedir. Diger bazi kaynak iilkelerde de goriilen bu egilimin arka
planinda yukarida zikredilen vergilendirme olasilig1 yatmaktadir.

Bilgisayar programlar: telif hakkina konudur. Tiirkiyenin taraf oldugu cifte
vergilendirmenin 6nlenmesi anlagmalarinin (CVOA) m.12 hiikiimleri uyarinca

Arastirma Gorevlisi, Yeditepe Universitesi Hukuk Fakiiltesi Mali Hukuk Anabilim Dali. Yazarin ORCID numarast: 0000-
0002-0508-5993. Yazarin e-posta adresi: alperenasimkoruk@gmail.com.
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bilgisayar programlarinin tizerindeki telif hakkinin kullanimi veya kullanim hakki
karsiliginda yapilan her tiirlii 6deme gayrimaddi hak bedelidir. Ayrica, 193 sayili
Gelir Vergisi Kanunu m.70/f.1/b.6 hilkmii uyarinca miiellif veya bunlarin kanuni
mirascist disindaki kimseler tarafindan telif hakkinin kiralanmasi karsiliginda yapilan
O0demeler gayrimenkul sermaye iradidir. Telif hakkinin kullanimi, kullanim hakki
veya kiralanmasindan maksat 5846 sayili Fikir ve Sanat Eserleri Kanununun m.21 ila
m.25 hitktimleri arasinda taninan mali haklarin (isleme, ¢ogaltma, yayma, temsil veya
umuma iletim haklarinin) bir veya birkaginin devredilmesidir. Bilgisayar programi
tizerindeki mali haklar devredilmeksizin bilgisayar programinin yalnizca kullanimi,
CVOA m.12 ve Gelir Vergisi Kanunu m.70/f.1/b.6 hiikiimleri anlaminda kullanim ve
kiralama degildir. Bu tiir bir kullanim karsiliginda yapilan 6demelerin niteligi, hizmet
saglayicisinin faaliyetinin 6zelliklerine bagli olarak ticari kazang veya serbest meslek
kazanci olabilmektedir.

Bulut bilisim hizmetlerinde dagitim modellerine (genel, 6zel, topluluk veya hibrit
bulut) bagh olarak misterilerin (kullanicilarin) kendilerine sunulan bilgi islem
kaynaklar1 tizerindeki kontrol ve yonetim yetkileri farklilik gostermektedir. Bu nedenle,
SaaS 6demeleri i¢in her bir dagitim modeline iliskin 6zellikli durumlar dikkate alinmak
suretiyle 6demelerin niteligi degerlendirilecektir.

Anahtar Sozciikler: SaaS, Bulut Bilisim, Yazilim, Gelir Vergisi, Kurumlar Vergisi

CHARACTERIZATION OF SOFTWARE AS A SERVICE (SAAS)
PAYMENTS IN TERMS OF PERSONAL INCOME TAX AND
CORPORATE INCOME TAX

ABSTRACT

In simple terms, software-as-a-service (SaaS) enables consumers to use application
programs running on a cloud infrastructure. The usage of application programs
(computer program or software in a broader sense) is gradually increasing in both
business and private environments. In line with the fact, SaaS market size is expected to
continue to grow. This growth attracts the attention of tax administrations. Moreover,
it consolidates SaaS providers’ requests for eliminating uncertainties in taxation.

One of the main uncertainties in taxation of SaaS payments is related to qualification
ofincome that Saa$S providers generate from the services. This is especially concentrated
in the distinction between royalties and business income (as well as the distinction
between income from immovable property and rights (“gayrimenkul sermaye iradi”
in Turkish) and business income). Coping with this is substantial not merely from
a theoretical sense but also in practice. The reason is that Tiirkiye has right to tax
on the payments deriving from the services for customers in Tiirkiye, provided by
natural persons and legal entities subject to limited tax liabilities in Tirkiye if SaaS
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payments are qualified as royalties. On the other hand, if these payments are qualified
as business income, the taxation of the payments in Tiirkiye depends on the presence
of SaaS providers’ permanent establishments in Tiirkiye. Considering the ability of
SaaS providers to provide services in market jurisdictions without any physical
presence in the jurisdictions, qualifying the payments as business income considerably
decreases the taxation probability in Tiirkiye as a source state. Judicial decisions and
rulings in Tirkiye indicate tendency to characterize payments for computer software
as royalties. The above-mentioned taxation possibility lies in the background of this
tendency, which is also observed in some other source states.

Computer programs are subject to copyright. According to Article 12 of the double
taxation conventions concluded by Tiirkiye, payments of any kind received as a
consideration for the use of, or the right to use, any copyright are royalties. In addition,
according to Article 70/par.1/sub par.6 of the Income Tax Code (No. 193), payments
for rent a copyright belongs to persons other than author and his legal heirs are income
from immovable property and rights. The use of, using the right to use or rent means
the transfer of one or more economic rights (adaptation, reproduction, distribution,
representation, and to publicize) entitled in between the Article 21 and Article 25 of
Intellectual and Artistic Works Code (No: 5846). Merely usage of computer program
without transferring any economic rights of the computer program are not a usage and
a rent within the meaning of the provisions Article 12 of double tax conventions and
Article 70/ par.1/sub par.6 of Income Tax Code. The character of payments for such
use may be business income or independent personal services income, depending on
the characteristics of the service provider’s activity.

Depending on the deployment models (public, private, community or hybrid cloud)
in cloud computing services, the control and management capabilities of customers
(users) over the computing resources may be different. Therefore, considering certain
circumstances related to the models, characterization of SaaS payments will be
evaluated.

Keywords: SaaS, Cloud Computing, Software, Personal Income Tax, Corporate
Income Tax
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YAPAY ZEKA UZERINDEN GERGEKLESTIRILEN
IRADE AGCIKLAMALARININ iRADE OZERKLIGI
KAPSAMINDA ACIKLANABILIRLIGI SORUNU

Mustafa AKSU*

OZET

Ozellikle yapay zekanin otonom yapisi itibariyle giincel olarak cokca tartisilan bir
konu, yapay zeka yoluyla/tarafindan gerceklestirilen irade agiklamalarinin muhtemel
hukuki rejimine dairdir. Bu cercevede irade agiklamasinin kullaniciya isnat edilebilirligi
somut yapay zeka sistemleri itibariyle 6n plana ¢ikan bir husustur.

Yapay zeka uygulamalar1 giincel olarak bir¢ok sozlesme iligkisinin kurulmasinda
kullanilabilmektedir: Nesnelerin interneti uygulamalarinin giderek daha yayginlasmasi
ve islevselliginin artmasi, borsada son derece hizli ve kapsamli olarak islem yapabilen,
ozellikle yiiksek frekansh islemleri gerceklestirebilen yapilar, farkli akilli sozlesme
uygulamalari, ¢esitli internet platformlarinda gerceklestirilebilen sozlesmeler ve
benzerleri kapsamli ve genel 6rnekler olarak anilabilirler.

Biitin bu ve benzeri siireclerde otonom yapida bir yapay zeka sisteminin
kullanilmasi durumunda, disaridan (ya da muhtemel muhataplar goziiyle) bakildiginda
irade agiklamasinin objektif unsurundan hareket edilebilir. Bir diger deyisle disaridan
bakildiginda bir beyanin bulundugu benimsenebilir. Iste bu disaridan bakildiginda
beyan niteligindeki bildirimin, kim ya da kimlere isnat edilmesi gerektigi ya da
edilebilirligi, yani kimin “iradesi” oldugu burada ele alinacak olan konudur.

Ancak giincel yapay zeka uygulamalarinin diizeyi dikkate alinarak, diger bazi
ihtimaller disarida birakilarak bu sorun ele alinmistir: Giincel yapay zeka uygulamalar:
heniiz genel yapay zeka diizeyinde degildirler. Tam tersine dar yapay zeka 6rnekleridirler.
Bu yiizden bu alanda uzun zamandir tartisilan ve son donemlerde daha da yogunluk
kazanan hukuki statii tartismalarina burada girilmemistir. Bu itibarla yapay zeka ya
ornegin bir yapay ya da elektronik kisilik taninmasinin gerekip gerekmedigi tartismasi,
giincel yapay zeka uygulamalari itibariyle olumsuz sekilde cevaplanmasi gereken bir
sorun seklinde goriilerek, degerlendirmeler bu temelde yapilmistir. Su halde sorunun
bu diizlemde ¢oziilmesi ve irade agiklamasinin dogrudan yapay zeka sistemine isnat
edilmesi gibi bir yolun uygun olmadigi ve bunun giincel durum itibariyle yerinde
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bir ¢6ziim olmadig1 benimsenmistir. Bu yaklasim yerine sorunun var olan kurumlar
izerinden dogrudan/dolayli ¢oziilebilirligi tartisilmistir. Bir diger kisitlama su
sekildedir. Klasik bilgisayar programlar1 ve olasiliklara gore tesadiifi kararlar da
verebilen sistemler, ki bunlarin olasilikli da olsalar, belirlenimci (determinist) yapida
olduklarindan hareket edilmistir, bu ¢alismanin dogrudan konusu degildir. Burada
esas alinan sistemler geleneksel anlamda belirlenimci olmayan, bastan sona ve her
bir adimi (birtakim olasiliklar diizeyinde de olsa) programlanmamis, bunun yerine
veriler tizerinden Ogrenmis, istatistiki sekilde dogruya en yakin kararlar verdikleri
disiiniilen, su ya da bu derecede otonom olan yapilardir. Bu ¢cercevede diger sistemlerin
gerceklestirdigi (6rnegin otomatlarin ya da biitiiniiyle bastan sona programlanmis
nesnelerin interneti uygulamalarinin) irade agiklamalarinin zaten bunlar1 kullanana
isnat edilmesi gerektigi diisiincesinden hareket edilmistir. Acaba ayni durum otonom

mahiyetteki yapay zeka sistemleri icin de giincel durum itibariyle gecerli midir? Sorun
budur!

Yapay zekanin gerceklestirdigi beyanin (irade agiklamasinin objektif unsurunun)
yaninda, iradeyi olusturan diger unsurlarin da bulunmasi gerekir ki, tam anlamiyla
gecerli bir irade agiklamasindan hareket edilebilsin. Bu agidan irade agiklamasinin
siibjektif unsurlarinin, yani hareket, beyan ve islem bilincinin sirasiyla bulunmasi
gerekir. Bu hususlar1 degerlendirirken, olagan durumdan hareket etmek gerekir. Irade
aciklamasinin hukuki islemin temel unsuru olmasi ve hatta bazen bunlarin es anlaml
kullanilmasinin arkasinda, kisinin kendi hukuki iligkilerini istedigi diizenleyebilme
yetenegi ve iradesinin varlig1 yatmaktadir. Bu iradenin ortaya konuldugu alanlardan
en basta geleni hukuki islemlerdir. Bu nedenle kisinin bilingli bir sekilde (icerikten
soyutlanarak) hareket etmis olmasi (hareket bilinci), hukuki 6nemi olabilecek bir
bildirim de bulunma, yani beyan bilincinin varlig1 ve en nihayetinde somut hukuki
islemi icerigi itibariyle gerceklestirmeye yonelik bir bilincin bulunmas: gerekir.

Yapay zeka sistemlerinde iradenin agiklandigi durumda, bunu kullananin somut
durumdan, kosullardan, ihtimallerden birebir haberdar olmasi ve bunlar1 yonetmesi
olagan durumda sz konusu degildir. Sistemin otonom yapisi basta olmak tizere diger
karakteristik 6zellikleri bunu gerektirmektedir. Bu agidan kullananin hi¢ diistinmedigi
ve hatta istemedigi bir sonug¢ dahi gerceklesebilir. Ayrica teknik olarak bakildiginda,
burada subjektif unsurun son iki bilesenin hi¢ bulunmadigi dahi soéylenebilir. Ne
de olsa somut hukuki islemler acgisindan sistemin basta genel olarak islevsel hale
getirilmesinden sonra belirgin ya da somutlagsmus bir irade (kullanici agisindan) yoktur.
Iste bu cercevede iradenin kullaniciya isnat edilmesi sorunu itibariyle farkli yaklasim
ve ihtimallerin oldugu goriilmektedir.

Ifade etmek gerekir ki, var olan kurumlarin hicbiri yapay zeka sistemleri dikkate
alinarak getirilmis degildirler. Bu agidan tam da buna 6zgii bir diizenleme yoktur ve
bu teknik arka plan itibariyle tamamen anlasilabilir bir durumdur. Su halde sorunun
coziilmesinde en akla yatkin yol, var olan kurumlardan yararlanip miimkiinse kiyasen
bir ¢6ztim bulmaktir.
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Var olan kurumlardan hareket edildiginde, bu duruma en ¢ok benzetilebilecek olan
durumlar, ulak, beyaza imza, genel ya da ¢ergeve irade agiklamasi, temsil ve organ ile
tuizel kisi iligkisidir. Nitekim bunlar ve diger bazi ihtimaller (kismi hak ehliyeti gibi)
Ogretide tartisilmistir.

Bu ihtimallerin her birinin buradaki durumla bir 6l¢iide ortiisen bir yoniiniin
oldugu soylenebilir. Gergekten de yapay zeka sisteminin somut iradeyi olusturmasi,
kendisini kullanan agisindan beyaza imzada metnin doldurulmasina benzetilebilir.
Ayni sekilde otonom yapidaki sistemin bu durumu temsildeki temsilcinin durumuna
benzetilebilir. Genel ya da gergeve irade agiklamasi da buradaki duruma bir 6l¢iide
uymaktadir. Organin davranislarinin tiizel kisilige yiiklenmesi ile buradaki durum hem
icerik hem de dogrudanlik itibariyle ortiistiiriilebilir.

Ancak kanaatimce bu ihtimallerin hic¢biri buradaki sorunu tek basina kapsayacak bir
yapida degildir. Bu ihtimallerin yanina, irade 6zerkligine dayali sekilde olusturulmus/
tiye olunmus bir tiizel kisilikteki tiye tiizel kisi iliskisi de kanaatimce eklenebilir. Bu
durumun bir tiir genel ya da cerceve irade agiklamasi oldugu soylenebilir. Ancak
hem birden ¢ok islemi kapsamasi, hem de hedeflenen irade ile ulasilan son durumun
birebir ortiisememesi ihtimali itibariyle kanaatimce merkezde durmasi gereken ¢6ziim
bakis acis1 bu olmalidir. Elbette burada da biitiin sorunlarin birebir ve her yoniiyle
kapsanmasi s6z konusu degildir. Zaten burada dogrudanlik da s6z konusu degildir.
Ancak o6z itibariyle buradaki durumun isnat edilebilirligi aciklamaya daha yakin
oldugu soylenebilir. Yukarida belirtilen her bir kurumun 6ziinden buraya uyanlar: bir
araya getirip bir tiir genel hukuk kiyasiyla yapay zeka sistemlerinin ortaya koydugu
beyanlarin kullanicilara isnat edilmesinin benimsenmesi belki daha uygun bir yaklasim
dahi olabilecektir. Boylece tartismanin merkezine kisinin irade 6zerkligi cercevesinde
yaptig1 bir hukuki islemle bagli sayilmas: diisiincesi oturtulmaktadir. Bu sekilde olagan
cercevede bir ¢6ziim temeli bulunduktan sonra, sorunlu goriilen hususlarin ¢éziilmesi
muhtemelen daha dogru ve yerinde bir yaklasim olacaktir.

Bu calismada yapilan tartigsmalarla hem giincel yapay zeka uygulamalari itibariyle
bu hukuki sorunun anlasilmasi ve tartisilmasina yonelik bir temel gergeve cizilmis,
hem de giderek yeni uygulama ve gelismelerle daha da 6nemli hale gelebilecek olan bu
soruna dikkat cekilmistir.

Anahtar sozciikler: Yapay zeka, yapay zekdnin otonom yapisi, irade agiklamasi,
hukuki islem, irade 6zerkligi.
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THE PROBLEM OF THE EXPLAINABILITY OF THE
DECLARATION OF INTENT MADE THROUGH ARTIFICIAL
INTELLIGENCE WITH REGARD TO PARTY AUTONOMY

ABSTRACT

The current topic of the problem is about declaration of intent made by artificial
intelligence probable legal regime especially autonomous construction of artificial
intelligence. On this concept the stand-out point with currently available artificial
intelligence is its general attributability to the user of declaration of intent.

As of today, lots of artificial intelligence applications are used for contractual
relationships: The Internet of Things applications are more widespread. While on
the stock market constructs that can process fast and comprehensive transactions,
different smart contract applications, and contracts that can be done on various
Internet platforms and many others can be wide and general examples.

Using artificial intelligence on all of this and similar processes from an outside look
can be acted with the objective element of declaration of intent. In other words, from
the outside, it can be assumed that there is a declaration. This qualified declaration of
who can be attributed or the possibility of attribution and who holds the burden of
“intent” are the topics that will be discussed here.

However, considering the level of current artificial intelligence applications, this
problem has been addressed by ruling out some other possibilities: The current
applications of artificial intelligence are not yet at the level of general artificial
intelligence. On the contrary, they are examples of narrow artificial intelligence.
Therefore, the debates about the legal status, which have been discussed in this area for
along time and have become more intense, were not directly entered. This discussion of
whether it is needed, for example, attributions of artificial or electronic personality to
artificial intelligence, has to be answered negatively to achieve this topic’s conclusion.
So, it needs to be accepted while solving this topic that in this plane with the attributions
of declaration of intent to artificial intelligence is not right in its current state. Without
this approach, this topic would be discussed with the solvability of current institutions
directly/indirectly. Another acronym is like this: Classic computer programs and
probabilities, systems which also can make decisions randomly even though they are
within the probabilities, it is accepted with deterministic builds, this study’s direct
subject is not this.

Here, the systematic bases are not traditionally deterministic, instead from start to
finish every movement is programmed. It is learned from data, and it is expected that
decisions made are statistically closest to truth and this degree are autonomous builds.

In this context, it needs to be acted with these in mind; declarations of intent of
other systems, (for example autonomous or top-to-notch fully programmed internet
of things applications) are already attributed to the user. If the same situation come to
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head in the same concurrent state of artificial intelligence with autonomic nature. This
is the problem!

In addition to the declaration of the artificial intelligence (i.e. the objective element
of the declaration of intent), the declaration of intent must contain other elements
in order to be able to speak of a complete declaration of intent. In this respect, the
subjective elements of the declaration of intent, namely the will to act, the will to declare
and the will to do transaction, must be present. It must be acted in an ordinary state
meanwhile it is processing these subjects. Declaration of intent is the base element of
legal transaction and sometimes these are used synonymously because of a person’s
ability to arrange their legal relationship however they want and the presence of intent.
This intent’s execution is mostly used in the field of these legal transactions. Therefore
a person that acts with intent, informs actions that could possess legal importance, the
presence of will of intention and finally the will have to be towards specific contents of
legal transactions to make it happen.

When artificial intelligence declared intent, the user of this in normal situations
possibly cannot know and control the current situation, conditions and probabilities.

Especially autonomous structure and other characteristic features are makes it
this way. From this point, there could be an outcome where the user did not think or
even desired. Also, from a technical point of view, it can be said there are missing the
last two components of subjective elements. Since for specific legal actions after the
system has been made generally usable, there is no evident or specific intent (from
point of the user). In this context, there are different approaches and possibilities with
regard to the problem of assigning will to the user.

It should be stated that none of the existing concepts have been brought into
consideration with artificial intelligence systems. In this respect, there is no specific
regulation, and this is completely understandable in terms of technical background. In
that case, the most plausible way to solve the problem is to find a solution by making
use of existing concepts and, if possible, by analogy.

Considering the existing institutions, the ones that can be most similar to this
situation are courier, blank signature, the general or framework declaration of intent,
the representation, and the relationship between the organs of legal person and the
legal person. As a matter of fact, these and some other possibilities (such as partial
legal capacity) are discussed in the doctrine.

It could be said, every one of these possibilities its way with overlaps these situations
at one point. Artificial intelligence has a definite will comparable to filling the signed
blank. Same way, systems with autonomous structure situation is comparable to
representer situation on representation. General or frame declaration of intent is
compatible with this situation at one point. Legal personality’s taking the behaviour of
organs is comparable with the contents and immediacy of this situation.
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But in my opinion, none of these explanations can cover this problem. Other than
these possibilities, in my opinion, a constructed/affiliated with freedom of will to a legal
personality’s legal person member’s relation can be added. This situation can be said
a kind of general or frame declaration of intent. However, in my opinion, this should
be the solution point of view that should be the focus, since the process performed
by artificial intelligence usually involves many transactions and it is possible that the
will and the final situation reached can differ significantly from each other. Of course,
here it can’t cover one on one every aspect of every problem. Here there can be no
immediacy anyways. It may even make more sense to bring together those who fit here
from the nature of the institution mentioned above, and to assign the statements of
artificial intelligence systems to the users with a kind of general legal analogy. This puts
the idea of being bound to a legal transaction made within the framework of autonomy
of will at the centre of the discussion. After finding a solution base within the usual
framework in this way, it is probably a more correct and reasonable approach to solve
the problematic problems.

Discussions made in this study are basic frameworks towards both understanding
and discussing legal problems of current artificial intelligence applications and the
more and more possible importance of this problem with the increasing of new
applications and improvements.

Keywords: Artificial intelligence, autonomous construction of artificial intelligence,
declaration of intent, legal transaction, party autonomy (freedom of will).
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OTONOM SiLAH SISTEMLERI VE
CEZA SORUMLULUGU

Murat BALCI*

OZET

Yapay zeka sistemlerinin gelismesi ile birlikte, diinya savas sistemleri ve silah
sistemleri de gelismekte ve dontismektedir. Her gecen giin hizla gelisen silah sistemleri
insanlardan arindirilmaktadir. Otonom silah sistemleri de son donemlerde geleneksel
silahlarin yerini almaktadir. Ceza hukuku agisindan 6nemli bir konu, otonom silah
sistemleri tarafindan islenen suglarda sorumlunun kim olacagidir. Calismamizda
otonom silah kavramyi, 6ldiiriicii robotlar ve insansiz hava araglarinin hukuki durumu
ele alinacak, ceza sorumlulugunun sahsiligi prensibi, dolayl faillik doktrini ve emir
komuta sorumlulugu incelenecektir.

Anahtar Kelimeler: Yapay zeka, otonom silah, dldiiriicii robot, cezai sorumluluk,
dolayl faillik

AUTONOMOUS WEAPON SYSTEMS AND THE CRIMINAL
RESPONSIBILITY

ABSTRACT

The world war systems and weapon systems are in the progress of developing
and transforming related to the development of the artificial intelligence systems.
The developing weapons systems are being purified from humans day by day. The
traditional weapons are being replaced by the autonomous weapon systems nowadays.
The important subject in terms of criminal law is who will be responsible for the
crimes committed by autonomous weapon systems. In this study, the concept of the
autonomous weapon, killer robot and unmanned air vehicles will be adressed and the
priciple of individual criminal responsibility, the doctrine of indirect perpetration and
the responsibility of chain of command will be examined.

Keywords: Artificial Intelligence, Autonomous Weapon, Killer Robot, Criminal
Responsibility, Indirect Perpetration
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YAPAY ZEKA DESTEKLIi SILAHLARIN
HUKUKSAL YAPISI

Av. Dr. Ahmet Cagri YILMAZ*®

OZET

Askeri teknolojide 6nemli yeri olan silah sistemlerinde, makina otonomisine dogru
ciddi bir egilim olup, hedeflerin imhasinda insan faktorii devre dis1 birakilmaktadir.
Onceden teorik olarak tartisilan fakat son on yil icerisinde, savas alanlarinda kullanilan
bu yeni teknolojik silahlar catisma ortamlarinda stiinlitk saglamaktadir. Sayet yapay
zeka destekli silah sistemlerinin faydasi olacaksa ve bu teknolojiyle devletler daha az
saylda asker kaybedeceklerse hem siyasi liderler hem de toplum robot teknolojisini
destekleyecektir.

Yapay zeka destekli silahlarin askeri faaliyetlerde kullanilacak olmasi durumunda,
devletler savas hukuku baglaminda, 1907 Lahey Sozlesmesi, 1949 Cenevre Sozlesmesi,
1977 Ek Protokolleri ve 1948 Uluslararasi Sivil Havacilik Chicago Konvansiyonunu
dikkate alarak diizenleme yapmalidir. Bununla birlikte askeri hedeflerin imhasi
konusunda mevcut uluslararasi hukuk diizeni yeterli degildir. Yapay zeka, tiim
diinyadaki askeri kuvvetlerin geleceginin bir pargasi olsa bile bu silahlarin yikici etkileri
goz ardi edilmemelidir. Otonom silah teknolojisinin gelismesini ve uygulanmasini
sinirlandirabilecek diizeyde oOnlemlerin alinmasinin gelecekte miimkiin olmadig:
goziikmektedir.

Bilim insanlar1 son atmis yildir insan beyninin islevsel yoniinii makinalarla taklit
etmeye calismaktadir. Bu nedenle yapay zekanin gelecegine yonelik tartigsmalar,
bugiin oldugu gibi ilerleyen yillarda da devam edecektir. Yapay zekal1 varliklar, yiiksek
belirsizlik ortamlarinda, insan aklina yaklasabilecek ve daha da ileriye gotiirecek
hatasiz kararlar alabilecektir.

Kisa vadedeki sorun, bu sistemlerle ¢alisan silahlarin hukuksal alt yapisinin nasil
olusturulacagi konusudur. Ticari sektoriin biiylimesiyle orantili olarak otonom
sistemler kabiliyetleriniarttiracak ve burada denenmis tiim teknolojiler, askeri kuvvetler
tarafindan tecriibe edilip mevcut olasi hatalar: giderildikten sonra savas alanlarinda
kullanilacaktir. Artik savas durumunda, teknolojik olarak giiclii devletler harp
prensipleri kapsaminda bir adim daha ileride olmaktadir. Askeri personelin inisiyatifi
ve gelen istihbarat bilgilerinin degerlendirilmesi sonucu secilen hedefler, yargilanma

Avukat, Doktor Ogretim Gérevlisi, Yeditepe Universitesi, ORCID: 0000-0002-8800-4916, cagri.yilmaz@yeditepe.edu.tr
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sansi verilmeden ve cogu zaman kimsenin haberi olmadan SIHAlar tarafindan imha
edilmektedir. Insan Haklar1 Evrensel Beyannamesinin 3. maddesi, herkesin yasam
hakk: oldugunu ve bunun evrensel bir ilke olarak kabul edildigini belirtmesine karsin
imha edilen hedeflerde kimlikler agiklanmadig1 i¢cin operasyonlarin hukuka uygunlugu
tartismali hale gelmektedir.

Bu asimetrik gii¢ avantaji, savasan devletlere ciddi inisiyatif saglayacak ve
maliyetlerini diisiirecektir. Askeri personel kendi hayatlarini devletlerin bekasi igin
feda edebilir; fakat, yakin gelecekte bu gorev yapay zeka destekli robotlara teslim
edilecektir.

Anahtar Kelimeler: Otonom Silah Sistemleri, Robot, Siber Guvenlik, Uluslararasi
Hukuk, Yapay Zeka

LEGAL STRUCTURE OF ARTIFICIAL INTELLIGENCE
SUPPORTED BY WEAPONS

ABSTRACT

There is a serious trend towards machine autonomy in weapon systems, which have
an important place in military technology, and the human factor is no longer use in
the destruction of targets. These new technological weapons, previously discussed
theoretically, but deployed on the battlefields in the last decade, provide the upper
hand in conflict situations. If artificial intelligence weapon systems are to be beneficial
and states are to lose less soldiers thanks to this technology, both political leaders and
society would support robotics.

Legal structure of artificial intelligence supported by weapons are to be used in
military activities, states should make arrangements in the context of the law of war,
taking into account the 1907 Hague Convention, the 1949 Geneva Convention, the
1977 Additional Protocols and the 1948 Chicago Convention on International Civil
Aviation. However, the current international legal order is not sufficient for the
destruction of military targets. Although it is certain that artificial intelligence will
become part of the future of military forces around the world, the destructive effects
of these weapons should not be underestimated. Measures to limit the development
and application of autonomous weapons technology are unlikely to be possible in the
future.

Scientists have been trying to imitate the functional aspects of the human brain
with machines in the last sixty years. Discussions on the future of artificial intelligence
will continue in the years to come, just as they do today. In environments of high
uncertainty, entities with artificial intelligence will be able to make error-free decisions
at a level approaching or even surpassing human reasoning.
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The problem in the short term is that the exact global impact of weapons
powered by these systems cannot be predicted. Autonomous systems will increase
their capabilities in proportion to the growth in the commercial sector, and all the
technologies tested here will be used on the battlefields after the military forces have
experienced and debugged them. In the event of war, technologically powerful states
will be one step ahead in terms of the principles of warfare. The targets selected as a
result of the initiative of the military personnel and the evaluation of the incoming
intelligence information are destroyed by SIHA without giving a chance to be tried
and often without anyone knowing. Although Article 3 of the Universal Declaration
of Human Rights states that everyone has the right to life and that this is accepted as
a universal principle, the transparency of the operations becomes controversial as the
identities of the destroyed targets are not disclosed.

This asymmetric power advantage will give belligerents significant initiative and
reduce their costs. Military personnel may sacrifice their own lives for the survival of
the state, but in the near future this task will be handed over to artificial intelligence
powered robots.

Keywords: Autonomous Weapon Systems, Robot, Cyber Security, International
Law, Artificial Intelligence
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AVRUPA KOMISYONU’NUN YAPAY
ZEKADA SOZLESME DISI SORUMLULUGA
ILISKIN 28.9.2022 TARIHLI ONERISININ
DEGERLENDIRILMESI

Halil Emre GURLER*

OZET

Avrupa Parlamentosu ve Avrupa Konseyinin Onerisi olan 28.9.2022 tarihinde
yayinlanan direktif s6zlesme dist sorumluluk kurallarinin yapay zekaya uyarlanmasina
iliskin bir teklif barindirmaktadir. Ilgili direktif yapay zekanin kullanimina iliskin
sorumluluk rejiminin belirlenmesi adina 6nemli bir adim olmasinin yani sira bir¢ok
acidan carpict ve tartismaya acik yonler barindirmaktadir. Yapay zeka gelismekte
ve kullanimi bir¢ok avantaji beraberinde getirmektedir. Ancak yasal sorumluluk
rejimine yonelik problemler yapay zekanin sirketlerce kullanilmasinda tereddiitlere
sebep olmaktadir. Bu direktifle, yapay zeka ozellikli tirin ve hizmetlerin neden
olabilecegi zararlara iligkin taleplere, kusur tespitine, ispat sorunlarina, sorumlulugun
belirlenmesine, illiyet bagina, yargilamaya iliskin sorunlara mevcut mevzuatlarin
veremedigi cevaplar goz oOniine alinarak ¢oziim iiretmek amaclanmistir. Mevcut
mevzuatin yapay zeka sorumluluguna uyarlanabilirligi bir dereceye kadar miimkiin
olup mevcut konjonktiirde belirsizlik yaratmakta, yapay zeka sorumlulugunun yasal
olarak sinirlarinin belirlenmemis olmasi ayni zamanda sigortacilik agisindan da
problem teskil etmektedir.

Bubaglamda,yapayzekaninvebunailiskinsorumlulugunyasalzeminekavusturulmasi
sorumluluk rejiminin belirlenmesi ve hukuki belirlilik (6ngoriilebilirlik) zemininde
gereklilik kazanmustir. Bu gereklilige binaen Avrupa Komisyonu'nun tasarisi bir
mihenk tasi olarak dnem tasimaktadir. Oneri, hem yapay zeka kullanan sirketlerin hem
yapay zekanin etkiledigi gercek ve tiizel kisilerin, nihai olarak tiiketicinin korunmasina
yonelik oneriler barindirmaktadir. Yapay zekanin sosyo-ekonomik agidan toplumsal
gelisime katkisi yadsinamaz diizeydedir. Ancak her tiirlii gelismenin avantajlarinin
yani sira dezavantajlari oldugu da bir gercektir. Bu sebeple, yapay zekanin kullaniminin
yol acabilecegi zararlara iliskin sorumluluk rejiminin belirlenmesi tiim diinya tilkeleri
acisindan bir zorunluluktur. Yapay zekanin etki potansiyelinin biytikliigi dikkate
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alindiginda sorumluluk rejiminin yani sira sigortalanmasi da 6nem tasimaktadir.
Avrupa Komisyonu Onerisi yasal sorumluluk ve sigortaya yonelik yeni bakis acilari
getirmekte, mevzuatin gelistirilmesine katkida bulunmaktadir.

Bu direktifteki dneriler cercevesinde sorumluluk alani varsayimlardan 6teye giderek
genisletilmekte, kusura iligkin illiyet bagina yeni bir bakis agisi getirerek illiyet bag:
karinesi getirilmekte, ispat hukuku ve kusursuz sorumluluga iliskin mekanizmalara
ve i¢ hukuka atiflarda bulunulmaktadir. Ancak direktifin bu hususlardaki boslugu
doldurabilip dolduramadig: tartismaya agiktir.

Tebligimizde, yapay zekaya iliskin Avrupa Komisyonu 6nerisinin degerlendirilmesi,
bu o6nerinin i¢ hukuka uyarlanmasi sorunu ve gerekliligi tartisilacak, Tirkiye
hukukundaki mevcut kurallar ile karsilagtirmasi yapilacaktir.

Anahtar kelimeler: yapay zeka, hukuki sorumluluk, avrupa konseyi, direktif,
sigorta

EVALUATION OF THE EUROPEAN COMMISSION’S PROPOSAL
DATED 28.9.2022 ON NON-CONTRACTUAL LIABILITY IN Al

ABSTRACT

The directive published on 28.9.2022 is the proposal of the European Parliament and
the European Council which contains a proposal for the adaptation of non-contractual
liability rules to artificial intelligence (AI). In addition to being an important step in
determining the responsibility regime for the use of Al the relevant directive contains
striking and controversial aspects in many respects. Al is developing and its use brings
many advantages. However, the problems regarding the legal liability regime cause
hesitations in the use of Al by companies. With this directive, it is aimed to find solutions
to the claims regarding the damages that may be caused by AI enabled products
and services, fault detection, problems of evidence, determination of responsibility,
causation, and judicial problems by considering the answers that current regulations
could not provide. The adaptability of the current regulations to Al liability is possible
to a certain extent and creates uncertainty in the current conjuncture, and the fact that
the legal limits of Al liability are not determined also poses a problem for insurance.

In this context, legal grounding of Al and related responsibility has become
necessary on the basis of determining the responsibility regime and legal certainty
(predictability). Based on this requirement, the proposal of the European Commission
is important as a benchmark. The proposal includes recommendations for the
protection of both companies using Al and natural and legal persons affected by Al,
and ultimately the consumer. The contribution of Al to social development in socio-
economic terms is undeniable. However, it is a fact that all kinds of development have
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advantages as well as disadvantages. For this reason, it is a necessity for all countries
of the world to determine the liability regime for the damages that may be occured by
the use of Al. Considering the magnitude of the potential impact of Al, insurance is
important as well as the liability regime. The European Commission’s proposal brings
new perspectives on legal liability and insurance and contributes to the development
of current regulations.

Within the framework of the recommendations in this directive, the scope
of responsibility is expanded by going beyond assumptions, the presumption of
causation is brought by bringing a new perspective to the causal link regarding fault,
and references are made to the mechanisms and domestic law regarding the law of
evidence and strict liability. However, it is open to discussion whether the directive can
fill the gap in these matters.

In our paper, the evaluation of the European Commission’s proposal on Al, the
problem and necessity of adapting this proposal to domestic law will be discussed, and
its comparison with the existing regulations in Turkish law will be made.

Keywords: artificial intelligence, civil liability, european commission, directive,
insurance
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HUKUKTA YAPAY ZEKA KULLANIMI -
HAKIM YAPAY ZEKA

Salih KARADENIZ*

OZET

Diinya her an degisip doniismekte, teknolojilerin getirmis oldugu yenilikler
hayatimiza girmektedir. Teknolojinin getirilerinden istifade eden alanlardan biri de
hi¢ stiphesiz hukuk olmustur. Bu dogrultuda yapay zekanin hukukta kullanimi 6n
plana ¢ikmaktadir. Hukukta yapay zekanin kullanilmasi dava 6ncesi ve sonrasi yapay
zeka kullanimi olmak tizere siniflandirilmakta; dava sonrasi yapay zeka kullanimi da
kendi icerisinde; hakime yardimc1 yapay zeka, karar taslaklarini hazirlayan yapay zeka
ve hakim yapay zeka olmak iizere {ice ayrilmaktadir. Bildiride bu tiirlerden biri olan
hakim yapay zekaya odaklanilacaktir.

Hakim yapay zeka, insan hakimin yerine gecerek; uyusmazlik konusu hakkinda
yargilamayi yiriiten, taraflar1 dinleyen, dava ve cevap dilekgelerini degerlendirebilen
vb. gibi yargilama sathasinda bir hakim tarafindan yerine getirilen islerin tamamini
veya biiyiik bir kismini yapabilen sistemdir. Hakim yapay zekaya, halihazirda hangi
uyusmazlik konularinin verilebilecegi tartismalidir. Bildiride bu tartismaya cevap
aranacak, ilerleyen siirecte atilmasi gereken adimlardan bahsedilecektir. Diger
taraftan hakim yapay zekanin uyusmazlikla alakali karar verdikten sonra bu kararina
kars1 kanun yoluna gidilebilecegi aciktir. Ancak hakim yapay zekanin verdigi kararlara
kars1 kanun yoluna gidildiginde, kanun yolu incelemesinin kim tarafindan yapilmasi
gerektigi tizerinde goriis birligi bulunmamaktadir. Bildiride bu soruna yonelik cevap
aranacaktir. Hakim yapay zekanin kararlarina kars: gidilecek olan kanun yolunda,
farkli bir kanun yolu mercii 6nerisinde de bulunulacaktir. Bu 6neride ifade edilecek
olan kanun yolu bagvurusunun hukuki olarak etki dogurup dogurmamasi gerektigine
de deginilecektir. Hakim vyapay zekanin faydalari olarak; adalet hizmetlerinin
hizlanmasi ve hukuki korumanin daha etkin hale gelmesi, hatali kararlarin azalmasi ve
mahkemelere olan giivenin yeniden canlanmasi avantajlari dile getirilmektedir. Hakim
yapay zekanin sakincalari olarak; algoritmik 6nyargi, seffaf olmama, sistemin saldiriya
ugramast ihtimali, hukukun esnekligini yitirmesi ve kisisel verilerin ele gecirilmesi
endiseleri sayllmaktadir. Sayilan bu olasi fayda ve sakincalar bildiride tartisilacak; Tiirk
yarg: sisteminde Ozellikle hukukta yapay zeka kullanimi baslig1 altinda, nasil bir yol
izlenmesi gerektigi sorununa ¢oziimler sunulacaktir.

Anahtar Kelimeler: Hukukta Yapay Zeka, Hakime Yardimci Yapay Zeka, Karar
Taslaklarini1 Hazirlayan Yapay Zeka, Hakim Yapay Zeka, Adli Yapay Zeka.
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USE OF ARTIFICIAL INTELLIGENCE IN LAW-JUDGE
ARTIFICIAL INTELLIGENCE

ABSTRACT

The world is changing and transforming every moment, and the innovations
brought by technologies are entering our lives. One of the fields that benefit from the
benefits of technology has undoubtedly been law. In this direction, the use of artificial
intelligence in law comes to the fore. The use of artificial intelligence in law is classified
as pre-litigation and post-litigation artificial intelligence, and post-litigation artificial
intelligence is divided into three types: artificial intelligence assisting the judge,
artificial intelligence drafting judgments, and judge artificial intelligence. This paper
will focus on one of these types, judge artificial intelligence.

Judge artificial intelligence is a system that replaces a human judge and performs
all or a large part of the tasks performed by a judge during the trial phase, such as
conducting the proceedings on the subject matter of the dispute, listening to the parties,
evaluating the pleadings, etc. It is currently controversial which dispute issues can be
assigned to the judge artificial intelligence. In this paper, an answer to this debate will
be sought and the steps to be taken in the following process will be mentioned. On the
other hand, it is clear that a legal remedy can be taken against the decision of the judge
artificial intelligence after it makes a decision regarding the dispute. However, there is
no consensus on who should conduct the legal remedy review against the decisions of
the judge artificial intelligence. In this paper, an answer to this problem will be sought.
A different legal remedy authority will also be proposed in the legal remedy against the
decisions of the judge artificial intelligence. It will also be mentioned whether the legal
remedy application to be expressed in this proposal should be legally effective or not.
The benefits of judge artificial intelligence include the acceleration of justice services
and legal protection, the reduction of erroneous decisions and the revival of trust in
the courts. The drawbacks of judge artificial intelligence include algorithmic bias,
lack of transparency, the possibility of the system being hacked, loss of flexibility of
the law, and concerns about the capture of personal data. These possible benefits and
drawbacks will be discussed in the paper, and solutions will be offered to the problem
of what kind of a path should be followed in the Turkish judicial system, especially
under the title of the use of artificial intelligence in law.

Keywords: Artificial Intelligence in Law, Artificial Intelligence Assisting Judges,
Artificial Intelligence Drafting Decisions, Judge Artificial Intelligence, Judicial Artificial
Intelligence.
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THE MAIN CHALLENGES OF E-ELECTIONS:
PROS AND CONS (Case Study of Georgia)

Prof. Dr. Mariam JIKIA*

ABSTRACT

The transformation of the world in the era of digital technologies and mass
communication has led to new opportunities in different directions. The role and
importance of digital technologies is becoming more relevant and visible in political
processes, including the election process.

Several states have established the mentioned election system quite well and ensure
the election process entirely with electronic elections. Georgia is among the countries
where the implementation of the mentioned technologies is progressing at this stage.

Public Opinion together with the expertise about electronic elections are divided:
some believe that elections conducted using electronic technologies will ensure
consolidation of democracy and strengthen the trust in the electoral process, while
others believe that it is associated with additional risks related to the security of the
electoral process. Discussing given issue, it is important to consider the migration
processes, which is vital for the Georgian population and directly influences the
political processes ruled and stabilized by the elections. Without an electronic election
system, 85% of emigrants do not have an opportunity to exercise their right to vote
because of difficulties.

The aim of the presented paper is to study the process of introducing electronic
elections in Georgia and the associated challenges. Based on the goals and objectives
of the research, the advantages and weaknesses of the electronic election system were
evaluated on the example of different countries; the opinions of election administration
experts, critical evaluations of local and international observation organizations are
analyzed.

The main conclusion of the paper is the explanation of the features of the electronic
election process and the assessment of the perspective of implementation in the
modern Georgian reality.

Keywords: E-elections, Democracy, Equality, Migration, Georgia
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LEGAL FIGHT AGAINST RANSOMWARE-
RELATED CRIMES IN THE UNITED STATES

Kerime TOPRAK*

ABSTRACT

Ransomware is malware that uses encryption to block access to data on a computer
and dramatically incapacitate it unusable'. Although there are different types of
ransomware, in many cases, it is impossible to access data without paying ransom due
to strong encryption®. However, it is possible that data cannot be recovered even after
payment. In recent years, the opportunity to receive cryptocurrencies as payment has
increased the attacks by criminals®. Sometimes criminals threaten to not only lock
data but also release it publicly if the ransom is not paid, putting organizations at risk
of reputational damage®.

The United States of America (USA) has been exposed to such attacks with its
various institutions, such as the health sector and universities, as well as major attacks
such as the Colonial Pipeline attack. For this reason, it has done significant work in
the fight against ransomware-related crimes®. In addition to increasing the security of
data in public institutions and the private sector with various regulations and taking
measures to effectively counteract an attack; It also imposed criminal sanctions against
these acts.

Article § 1030(a)(7) of the Computer Fraud and Abuse Act, a federal law, is used
by the U.S. Department of Justice to enforce sanctions. Depending on the nature of
the stolen information, the ransomware attack can also be considered a crime under
the Economic Espionage Act®. In addition, the US assesses that the organizers of the
ransomware attack, as well as the victims who paid the attacker, could commit various
crimes. For example, it is stated that if the attacker has connections with the countries

*  PhD Candidate at Swansea University Criminology, https://orcid.org/0000-0003-4457-9336, kerimetoprak@hotmail.com
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that the USA has sanctioned, the people who are the actual victims of the attack may
also face criminal sanctions as a result of the payment’.

In March 2022, US President Joe Biden signed the Cyber Incident Reporting for
Critical Infrastructure Act to impose an obligation on critical industries to report
cyberattacks, including ransomware attacks, and their payments. In addition to the
federal regulations, there are also regulations made based on some states. In this
paper, the legal approach of the USA against ransomware, the regulations regarding
ransomware attackers and those who face this attack will be discussed.

Keywords: Ransomware, data, cybercrime, criminal sanctions
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THE ROLE OF IT IN ACTIVATING
ANTICORRUPTION POTENTIAL OF CIVIL
SOCIETY

Dr. Roza JUMABEKOVA® - Dr. Bagdat AUYESHOVA™

ABSTRACT

Anticorruption policy is a purposeful activity of the state to combat manifestations
of corruption. On the other hand, corruption is a serious threat to the national security
of the state; it creates obstacles to the functioning of public authorities on the basis of
law and legislation and hinders economic development of the Kazakhstan. Corruption
has reached a high level, which violates principles of equality and social justice, and
creates difficulties in the economic development of the republicand impedes the growth
of efficiency in public administration and local government. In addition, corruption
undermines the population’s confidence in the authorities and significantly impedes
economic development of Kazakhstan, in connection with which it is necessary to
implement anticorruption practices.

According to the authors’ research, the use of the latest IT in the world proves
their effectiveness in the implementation of anticorruption practices. Moreover, in the
conditions of citizens’ unwillingness to take an active part in the anticorruption fight,
the use of IT tools can become one of the effective ways to involve the population in
the fight against corruption.

During the research, authors used the anticorruption monitoring data “Adaldyk
alany” in the Mangystau region (Kazakhstan), the most effective forms of public
participation in combating corruption are public investigations into corruption, as
well as public control and monitoring of administrative practices in areas with high
corruption risks.

Keywords: IT law, corruption, anticorruption policy, civil society.
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AMERIKAN HUKUKUNDA SOSYAL MEDYA
PLATFORMLARININ DUZENLENME VE
DENETLENME SORUNSALI

Dr. Samet TATAR"

OZET

Sosyal medya platformlari, toplumlar ve bireyler icin sayisiz faydalar saglarken
gliniimiizde iletisim, e-ticaret, lojistik gibi cogu sektoriin ticari faaliyetlerin stirdiirdiigii
alanlar haline gelmistir. Gerek sosyal medya platformlarinin kar amaci giiden sirketler
olmas: bakimindan gerekse sosyal medya platformlarindaki kullanicilarin karsilastig
hukuki sorunlar agisindan kanun koyucular ve bagimsiz idari otoriteler, sosyal medya
platformlarinin faaliyetlerinin nasil regiile edilecegini ve ilgili regiilasyon faaliyetleri
kapsaminda devletlerin idari kurum ve kuruluslarinin goézetim ve denetim yetkisinin
nasil kullanilacagi hukuk literatiiriinde siklikla tartisiimaktadir. Ozellikle Avrupa
Birligi, Amerika Birlesik Devletleri ve Cin’in sosyal medya platformlarina iligskin
diizenleme ve denetleme faaliyetleri gerek gelismekte olan iilkelerce gerekse de sektor
temsilcileri tarafindan dikkatlice izlenmektedir. Isbu noktada, bu bildiride Amerika
Birlesik Devletleri'nde sosyal medya platformlarinin regiile edilip edilmemesi ve sosyal
medya sirketlerinin “uyum” kapsaminda mevcut ve ileride gerceklesecek yasama
faaliyetleri kapsaminda bagimsiz idari otoriteler tarafindan gozetim ve denetiminin
nasil yapilacagi tartisilacaktir. Ozellikle Amerikan hukukunda siklikla karsimiza
cikan self-regulation (6zdenetim) mekanizmasinin sosyal medya platformlarinin
diizenlenmesi ve denetlenmesinde etkin, hizli ve profesyonel bir yonetisim bicimi
oldugu ele alinacaktir.

Koronaviriis Pandemisinin (Kovid-19) birlikte yalan haber ve dezenformasyon
tartismalarini Amerikan kamuoyunda yeniden alevlenmistir. Ayrica 2022'de Amerika
Birlesik Devletlerinin eski bagkani Donald Trump ‘in déneminde Beyaz Saraya kars1
yapilan saldirilarla ilgili paylastig1 goriislerinden dolayy; Twitter, Facebook, Youtube
gibi sektoriin lider pozisyonundaki sosyal medya sirketleri Baskan Trump’in ifadelerini
kendi topluluk kurallarina uymadigiicin ilgili sosyal medya paylasimlarini engellemistir.
Nitekim yasal olarak federal diizeyde sosyal medya platformlarinin sorumluluklarini
diizenleyen 1996 tarihli bir yasa olan Iletisim Ahlaki Yasas’'nin 230. Maddesine gore,
dijjital platformlara ii¢iincii kisilerin paylasimlarindan dolay: barindirilan igerikle ilgili

Ogretim Gorevlisi Dr. Samet Tatar, Ankara Yildirim Beyazit Universitesi Hukuk Fakiiltesi Idare Hukuku Anabilim Daly, sta-
tar@ybu.edu.tr ORCID NO:0000-0002-3553-1683.
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yikiimliliklerden muafiyet saglayan bir diizenleme icermektedir. Bununla birlikte,
hileli secimlere yonelik asilsiz suglamalar ve diger yalan haberlerle harekete gecen
sosyal medyanin 6nde gelen dijital platformlari, son zamanlarda bazi gonderileri
giivenilmez veya gercek dis1 olarak etiketlemeye ve bazi videolar: kaldirmaya basladu.
Dijital platformlarin bu kapsamdaki faaliyetler 6z diizenleme olarak dilimize ¢evrilen
self-regiilasyon olarak bilinmektedir. Gerek Amerikan federal kanun koyucusu gerekse
eyalet diizeyinde kanun koyucular caydirici etkiden ( chilling effect) dolay1 sosyal
medya platformlarinin agir sekilde regiile edilmesine sicak bakmamaktadir. Bu nedenle
sirketlerin 6zdenetim mekanizmalarinin giiclendirilerek idarenin gézetim ve denetim
mekanizmalarinin giiclendirilmesinin sorunu ¢ozecegi diisiiniilmektedir. Ozdenetim
kuruluslarin kendi kendilerini hukuki zeminleri 6nceden belirlenmis kurallara
gore denetlemesini ve diizenlenmesini ifade eder. Hi¢ kuskusu yok ki 6zdenetim
mekanizmalar1 bagimsiz idari otoritelerinin ya da benzeri idari kuruluslar1 gozetimi ile
birlikte hukuk devletinde anlam bulacaktir. Bankacilik, sermaye piyasasi gibi 6nemli
Olciide regiile edilen piyasalarda basariyla uygulanan bu model sosyal medyadaki
yasama faaliyetlerine aktarilacaktir. Esneklik, uzman ve liyakat sahibi personelin
yetistirilmesi, hizlica ¢6ziim bulma, ve bu faaliyetler icin devlet biitcesinden harcama
yapilmamas1 6zdenetimin avantajlar1 arasindayken cikar catigmalari durumunda
sirketlerin kamu yarar1 karsisinda kendi ticari ¢ikarlarini savunacag: bilinmektedir.
Bu calismada ¢ikar catismasinin onlenmesi veya dengelenmesi icin gesitli hukuki
mekanizmalar 6nerilecektir.

Anahtar Kelimeler: Sosyal Medya, Ozdenetim, Amerikan Hukuku, Caydirici Etki,
Yalan Haber.

HOW SHOULD SOCIAL MEDIA PLATFORMS BE REGULATED
UNDER THE U.S. LAW

ABSTRACT

While social media platforms provide numerous benefits for societies and
individuals, they have become areas where most sectors such as communication,
e-commerce, and logistics carry out commercial activities today. Legislators and
independent administrative authorities, both in terms of the fact that social media
platforms are profit-making companies and in terms of the legal problems faced by
users of social media platforms, how to regulate the activities of social media platforms
and how to use the supervision and control authority of the administrative institutions
and organizations of the states within the scope of the relevant regulation activities.
frequently discussed in the literature. In particular, the regulation and supervision
activities of the European Union, the United States of America, and China regarding
social media platforms are carefully monitored by both developing countries and
industry representatives. This paper discusses whether social media platforms should
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be regulated in the United States and how social media companies will be supervised
and supervised by independent administrative authorities within the scope of current
and future legislative activities within the scope of “compliance” The paper discusses
that the self-regulation mechanism, which is frequently encountered in American law,
is an effective, fast, and professional form of governance in regulating and supervising
social media platforms.

Because of the impacts of the Coronavirus Pandemic (Covid-19), the discussions
of fake news and disinformation have flared up again in American public opinion, In
addition, to his views on the attacks against the White House in 2022, during the reign
of Donald Trump, the former president of the United States; Social media companies
such as Twitter, Facebook, and YouTube, are in the leading position in the industry, have
blocked the relevant social media shares of President Trump’s statements because they
do not comply with their own community rules. Article 230 of the Communications
Ethics Act,a 1996 law that legally regulates the responsibilities of social media platforms
at the federal level, includes a regulation that provides exemptions to digital platforms
from obligations related to hosted content due to third-party sharing. However, driven
by false accusations of fraudulent elections and other fake news, leading social media
digital platforms have recently begun to tag some posts as untrustworthy or untrue and
remove some videos. The activities of digital platforms within this scope are known
as self-regulation, which is translated into our language as self-regulation. Both the
American federal legislator and state-level legislators do not favor heavy regulation
of social media platforms due to the “chilling effect” Self-regulation refers to the self-
control and regulation of legal grounds by organizations according to predetermined
rules. There is no doubt that self-regulatory mechanisms will find meaning in the
rule of law with the supervision of independent administrative authorities or similar
administrative institutions. This model, which has been successfully applied in highly
regulated markets such as banking and capital markets, will be transferred to legislative
activities on digital platforms. While flexibility, training of expert and qualified
personnel, finding solutions quickly, and not spending from the state budget for
these activities are among the advantages of self-control, companies will defend their
commercial interests against the public interest in case of conflicts of interest. Various
legal mechanisms will be proposed to prevent or balance the conflict of interest.

Keywords: Social Media, Self-Regulation, American Law, Deterrent Effect, Fake
News.
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ARTIFICIAL INTELLIGENCE IN DIGITAL
ECONOMY FROM INDONESIA INTEREST IN
MULTIDISCPLINARY APPROACH

Firdausi FIRDAUS®

ABSTRACT

Following the era of the fourth industrial revolution and optimizing the digital
economy, the deployment of Artificial Intelligence (AI) technology in many parts of
human lives seem inevitable including from Indonesia’s perspective. The utilization
of Al is hoped will increase productivity in the business sector and optimization of
human resources, push innovation in many sectors, give solutions to infrastructure
issues, create constructive policy, build an inclusive digital market, improve public
service to the citizen and compete in the globalization era. However, in implementing
Al technology, there are many challenges that Indonesia needs to overcome such
as the readiness of a skilled workforce, the readiness of regulations and ethics, the
readiness of infrastructure, the readiness of industry and public sector in adopting
Al and the readiness of Indonesia society to maintain national identity from the
change of culture as a result of the Al deployment in Indonesia. To cope with these
challenges, the Indonesian government has introduced a national strategy to guide the
development and deployment of Al in Indonesia between 2020 and 2045 according to
Indonesia’s needs and interests. From this guideline, it can be found the five priority
areas in Al deployment and development such as bureaucratic reform, healthcare,
education, research, food security, mobility and smart city. To handle AI deployment
and development in Indonesia in particular in these five areas, there is four focus that
needs to be addressed such as ethics and policy, talent development, infrastructure
and data, and industrial research and innovation. Furthermore, ensuring the
deployment and development of Al requires a multidisciplinary approach as well as
multi-stakeholders, because the impact of Al will be even more massive on humanity
compared to the Internet which already changes so many things in our lives for good
and bad. Thus, this presentation will examine AI from different disciplinary and
perspectives such as law, policy, economy, sociology, psychology, culture and religion
perspective. In addition, this presentation will also produce a solution to combat issues
and challenges from the deployment and development of Al in Indonesia.

*  Faculty of Law and Political Science, University of Barcelona
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DIJITAL VARLIKLARIN KORUNMASI VE
ULUSLARARASI YATIRIM HUKUKU

Neriman KILIC*

OZET

Sonyillardaartan dijitallesme bizlere bir¢ok anlamda kolayliklar sunsa daaynizaman
cesitli zorluklar1 da beraberinde getirdi. Ozellikle dijital varliklarin korunmas: ve siber
giivenligin saglanmasi hususunda devletler, yasa koyucular, akademisyenler ve diger
menfaat sahipleri gesitli 6neriler ve calismalarda bulunmaktadirlar. Bu konuda yabanci
yatirimcilarin ve onlarin dijital varlik ve yatirimlarinin korunmasi konusu da benzer
sekildesonyillarda uluslararasiyatirim hukukuve tahkimi alanlarindatartisilan bir konu
olmaya baslamuistir. Siber saldirilara kars: alinacak tedbirler ve bu alanin regiilasyonu
hali hazirda olduk¢a komplike bir konu iken, yabanci yatirimcilarin da bu fotografa
dahil olmasiyla birlikte konu daha da karmasik bir hal almistir. Yabanci yatirimcilar da
en az diger yatirimcilar kadar siber saldirilara maruz kalmakta ve zarar gormektedirler.
Siber saldirilarin son yillarda nicelik ve nitelik bakimindan artis1 ve olumsuz sonuglar1
da g6z oniinde bulunduruldugunda bu konunun 6nemi daha da net anlasilmaktadir.
Dolayisiyla diger yatirimcilar ve vatandaslar gibi yabanci yatirimceilarin da dijital varlik
ve yatirimlarinin bu saldirilara karsi korunmasi elzemdir. Burada karsimiza ¢ikan soru
ise bu korumanin nasil ve hangi temele dayanilarak saglanacagidir. Bu hususta heniiz
yabanci yatirimcilar: koruyan uluslararasi bir mekanizma tam anlamiyla bulunmadigi
icin son yillarda yabanci yatirimcilar1 bu siber saldirilara karsi korumak amaciyla
uluslararasi yatirnm hukukunun devreye girmesi ve ev sahibi devletin bu husustaki
sorumlulugunun giindeme gelmesi gerektigi ileri siiriilmektedir. Bu kapsamda
calismamiz yabanci yatirimcilara bir koruma saglanabilmesi icin oncelikle dijital
varliklarin uluslararasi yatirim hukuku cercevesinde bir yatirim olarak kabul edilip
edilmeyecegini ve eger kabul edilirse yabanci yatirimcilara saglanacak korumanin ne
tlir bir hukuki temele dayandirilacagini inceleyecektir.

Anahtar kelimeler: Uluslararas: Yatirim Hukuku, Dijital varliklar.

Ogr. Gor. Dr. Neriman Kilig, [stanbul Medeniyet Universitesi Milletleraras1 Ozel Hukuk ABD
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PROTECTION OF DIGITAL ASSETS AND INTERNATIONAL
INVESTMENT LAW

ABSTRACT

While this digital era provides us with many conveniences, it comes with a price. In
particular, the protection of digital assets and ensuring cybersecurity have become hot
topics of discussion and research among academics, legislators, and other stakeholders.
In this regard, the issue of protection of foreign investors and their digital assets has
similarly started to be discussed in the fields of International Investment Law (IIL)
and Arbitration in recent years. However, while measures to be taken against cyber-
attacks and the regulation of this field are already very complicated issues, the issue has
become even more challenging with the inclusion of foreign investors in the picture.
Foreign investors are exposed to cyber-attacks and suffer as much as other investors.
Considering also the increase in quantity and quality of cyber-attacks in recent years
and the negative impacts they have, it is vital that foreign investors and their digital
assets are protected. The question, however, that arises here is how and on what basis
such protection could be provided. Since there is no international mechanism in this
regard, it has been argued that the field of international investment law and thus, the
responsibility of host states should come into play. In this context, this study will first
examine whether digital assets can be qualified as ‘investment’ within the scope of
IIL to provide such protection and if so, it will then discuss the legal basis for such
protection.

Keywords: International Investment Law, Digital Assets.
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ELEKTRONIK DEFTER, BEYANNAME VE
FATURALAR UZERINDEN TRANSFER
FIYATLANDIRMASINA YONELIK EMSAL VERI
TABANI OLUSTURULMASI

Ars. Gér. Simay DOGMUS*

OZET

Miskili kisiler arasindaki mal veya hizmet alim ve satim islemlerinde uygulanan fiyatin,
emsal fiyattan farkli olmasi halinde transfer fiyatlandirmasi yoluyla ortiiléi kazang
dagitimi giindeme gelebilmektedir. Bu sebeple, emsal kavrami 5520 sayili Kurumlar
Vergisi Kanunu'nun' 13’tincii maddesinde diizenlenen transfer fiyatlandirmasi
miiessesesinin uygulanmasi agisindan oldukca 6nem arz etmektedir. Emsal fiyat ise,
transfer fiyatlandirmasina konu islemin gerceklestigi andaki serbest piyasa sartlarina
gore, taraflarin pazarliklariyla olusan objektif fiyattir.

Transfer fiyatlandirmasina yonelik yapilan karsilastirilabilirlik analizinde emsal
alinan islem, transfer fiyatlandirmasina konu islem ile ayni veya benzer nitelikte
iliskisiz kisiler arasinda gerceklestirilen islemdir. Ulkemizde emsal alinabilecek
islemlere iligkin yeterli bilgi kaynagi bulunmadig: gibi mevcut olanlara erisim oldukca
giictiir. Ornegin iilkemizde emsal tespitine iliskin olusturulmus bir veri tabani
bulunmamasina ragmen, yabanci bir¢ok iilkede abonelik sistemiyle hizmet veren veri
tabanlar1 bulunmaktadir. Bu veri tabanlari sirketlere dogru ve giivenilir emsal tespiti
konusunda fayda sagladigindan, tilkemizde de 6zellikle ¢ok uluslu sirketler tarafindan
kullanilmaktadir.

Kanaatimizce Tiirk Vergi Idaresinin elektronik defter, beyanname ve faturalar
tizerinden emsal fiyat tespitine yardimci bir veri tabani olusturmasi da mimbkin
ve gereklidir®. Kurumlarin bu veri tabani ile birim fiyat ya da islem fiyati
karsilastirmalarini elektronik faturalar, sahip olunan iktisadi oran ya da biiytiklik;
karlilik karsilastirmalarini ise, elektronik defter ve elektronik beyannamelerden elde
edilen veriler tizerinden yapmalar:1 miimkiin olacaktur.

Yasar Universitesi Hukuk Fakiiltesi Mali Hukuk Anablim Dali Arastirma Gorevlisi,

(e-posta: simay.dogmus@yasar.edu.tr) ORCID ID: https://orcid.org/0000-0002-9241-0781.

1 13.06.2006 tarih ve 5520 sayili Kurumlar Vergisi Kanunu, (RG. 21.06.2006-26205).

Benzer yonde goriis i¢in bkz.: Adem Koyuncu, “Transfer Fiyatlandirmasinda Dogru Emsale Ulasma Sorunu ve Emsal Araligi
Kullanimt: Yurtdisi Karsilagtirmalart ile Birlikte Tiirkiye Uygulamasi, Sorunlar ve Céziim Onerileri’; Vergi Diinyasi Dergisi,
Say1: 437, Yil: 2018, s. 123.
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Nitekim vergi idareleri, ticiincii kisilerden 6zellikle denetim araclarini kullanarak
veya kurumlarca yapilan beyanlar iizerinden; baska bir ifadeyle elektronik defter,
beyanname ve faturalar iizerinden yaptig1 denetim veya beyan sistemi geregi elde
ettikleri emsallerden faydalanarak transfer fiyatlandirmasina yonelik degerlendirme
yapmaktadir. Boyle bir durumda vergi idareleri kullandiklar: emsalleri gizli tutarak,
kurumlar1 vergi mahremiyeti gerekgesiyle bilgilendirememektedir.

Onerilen sekilde veri tabani olusturulmasi, kurumlara acik ve erisilebilir veriler
tizerinden karsilastirabilirlik analizini yapma imkéani yaninda transfer fiyatlandirmasi
yoluyla ortiilii kazang dagitimi yapmadig: konusunda ispat kolaylig1 da saglayacaktir.
Opyle ki, veri tabaninda yer alan emsale uygun gerceklestirilen transfer fiyatlandirmasi
islemleri karine olarak hukuka uygun kabul edilebilecek; ortiili kazang¢ dagitimi
yapildiginin ispati vergi idaresine gececektir.

Elektronik defter, beyanname ve faturalar {izerinden bir veri tabani olusturulmasi
hususu, kisisel verilerin korunmasi ve vergi mahremiyeti ilkesi bakimindan da
degerlendirilmelidir. Ciinkii, bu defter ve belgeler {izerinde miikellef ve miikellefle
ilgili kisilerin sahislariyla, islemleriyle, hesap durumlariyla, is ve isletmeleriyle, servet
veya meslekleriyle ilgili kisisel veriler bulundugu gibi, bu veriler ayn1 zamanda vergi
mahremiyeti nedeniyle de korunmaktadir. Kanaatimizce, bu verilerin 6698 sayili
Kisisel Verilerin Korunmasi Kanunu'nda® yer alan anonimlestirme* benzeri bir
usulden gecirilerek kimlere ait oldugu bilinmez bir hale getirilip veri tabanina dahil
edilmesi durumunda kisisel veriler ve vergi mahremiyeti acisindan herhangi bir sakinca
olusmasinin 6niine gegilebilecektir.

Anahtar Kelimeler: Transfer fiyatlandirmasi, emsal veri tabani, anonimlestirme,
elektronik defter, elektronik belge.

CREATING A DATABASE FOR TRANSFER PRICING THROUGH
ELECTRONIC BOOKS, STATEMENTS AND INVOICES

ABSTRACT

If the price applied in the purchase and sale of goods or services between related
parties is different from the arm’s length price, disguised profit distribution through
transfer pricing may gain currency. For this reason, arm’s length principle is very
important for the implementation of the transfer pricing regulated in Article 13 of the
Corporate Tax Law No. 5520°. The arm’s length price is the objective price formed by

3 4.03.2016 tarih ve 6698 sayili Kisisel Verilerin Korunmasi Kanunu, (RG. 07.04.2016-29677).

4 Kavram, Kanun'un 3’tincit maddesinin 1’inci fikrasinin b bendinde “anonim hale getirme” seklinde ifade edilmis ve “kisisel
verilerin, baska verilerle eslestirilerek dahi hi¢bir surette kimligi belirli veya belirlenebilir bir gergek kisiyle iliskilendirileme-
yecek héle getirilmesi” olarak tanimlanmustir.

5  Corporate Tax Law dated 13.06.2006 and numbered 5520, (OG. 21.06.2006-26205).
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the bargaining of the parties, according to the free market conditions at the same time
of transfer pricing transaction.

In the comparability analysis made for transfer pricing, the arm’s length transaction
which is taken as a precedent, is the transaction that is carried out between unrelated
parties with the same or similar qualities as the transaction subject to transfer pricing.
In our country, there is not enough information source about the arm’s length
transactions and it is very difficult to access the existing ones. For example, although
there isn’t any database created for the determination of arm’s length transactions in
our country, there are databases serving with subscription system in many foreign
countries. These databases are used in our country, especially by multinational
companies, as they provide benefits for companies in accurate and reliable examples
of transactions.

In our opinion, it is also possible and necessary for Turkish Tax Administration to
establish a database that assists in determining the comparable price over electronic
books, statements and invoices. It will be possible for companies to make unit price or
transaction price comparisons over the data obtained from electronic invoices. Also,
it will be possible to make economic rate, owned size or profitability comparisons over
the data obtained from electronic books and statements.

As a matter of fact, tax administrations make an assessment regarding transfer
pricing from third parties, especially by using audit tools or through declarations made
by companies. In other words, tax administrations make an assessment regarding
transfer pricing by making use of the precedents obtained as a result of the audits or
declaration system which are performed on electronic books, statements and invoices.
In such a case, tax administrations can’t inform the companies on the grounds of tax
privacy by keeping used the arm’s length transaction and prices confidential.

Establishing a database as suggested will provide companies opportunity to perform
comparability analysis on open and accessible data, as well as provide ease of proof that
they do not distribute disguised profit through transfer pricing. Such that, transfer
pricing transactions carried out in accordance with the arm’s length transaction in
the database can be considered lawful as presumption; the proof for disguised profit
distribution will be passed to the tax administration.

A collection of data on electronic books, statements and invoices should be
examined in terms of protection of personal data and tax privacy because they contain
personal data about the persons, transactions, account status, works and businesses,
wealth or professions of taxpayers and related persons to taxpayers. These data are also
protected due to tax privacy. In our opinion, any inconveniences in terms of protection
of personal data and tax privacy can be avoided if these data are made unknown to
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whom they belong to by passing through a method similar to anonymization® in the
Personal Data Protection Law No. 6698”.

Keywords: Transfer pricing, database for arm’s length transaction, anonymization,
electronic book, electronic document.

6  This concept is expressed as “anonymization” which is different from Turkish expression in subparagraph b of paragraph 1 of
Article 3 of the Law and is defined as “making personal data incapable of being associated with an identified or identifiable
natural person under any circumstances, even by matching them with other data’.

7 Protection of Personal Data Law dated 4.03.2016 and numbered 6698, (OG. 07.04.2016- 29677).
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SUSTAINABILITY AND DIGITALISATION:
CHALLENGES AND OPPORTUNITIES FOR
CORPORATE GOVERNANCE

Meltem KARATEPE KAYA®

ABSTRACT

Sustainability and digitalisation are the most important topics of discussion all over
the world today. These two significant factors are also at the forefront of the elements
influencing corporate management and the future. In reality, the use of blockchain
technology, artificial intelligence, and machine learning in many professional situations
in recent years has highlighted the interaction of digitalisation with corporate
governance. In companies, as in everything else, digital transformation entails
establishing a new structure by abandoning the traditional. The adoption of digital
transformation is expected to strengthen, simplify and accelerate the relationships
of companies with internal and external stakeholders, thus increasing the company’s
efficiency.

Along with digitalisation, achieving corporations’ sustainability objectives is one of
their top priorities. Authorities are now developing legislative guidelines for businesses
to adopt an environmentally and human rights-conscious management strategy, which
is the conclusion of the ESG talks. Accordingly, the EU recently adopted the Corporate
Sustainability Reporting Directive (CSRD), which imposes additional requirements
on large companies. The intersection between digitalisation and sustainability in
company management, as well as the future of corporate governance, will be addressed
in this talk in light of all these developments.

Keywords: corporate governance, digitalization, sustainability, ESG, blockchain,
smart contracts

Meltem Karatepe Kaya (Dr.), Assistant Professor, Faculty of Law, Commercial Law Department, Istanbul Medeniyet Univer-
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THE ASSESSMENT OF THE EU PRODUCT
LIABILITY REGIME IN THE CONTEXT OF
ARTIFICIAL INTELLIGENCE AND RELATED
EMERGING TECHNOLOGIES: A NEW ERA?

Furkan BULUT*

ABSTRACT

In the 20th century, it was argued that taking the fault-based liability as the basis for
the compensation of the damage caused by defective products would be insufficient
due to some crucial facts such as the increase in mass production, the level of the
seriousness of the damage caused by these products, and the need of the balance
with which to establish a fair apportionment of the risks between the injured person
and the manufacturer. Thus, with the exclusions explicitly set out, the EU Council
Directive 85/474 laying down strict liability regime was adopted aiming to ensure the
harmonization among the Member States, but without prejudice to rights to have
claims on the basis of contractual or tort liability.

In recent years, some have argued that the Directive is far from meeting the purpose,
due to the accelerated grow of technological developments, particularly the spread of
the use of artificial intelligence and related concepts. Al-driven products are software-
oriented complex structures which require updates and upgrades after their release,
comprise some sub-mechanisms such as machine learning, deep learning. They
interconnect with different products through various channels such as [oT technology
and are complemented with intangible content, dispersed, and decentralized data.
Although it has been stated that the definition of product may cover software insofar as
it is incorporated into a physical carrier, different arguments have been put forward as
to whether pure intangible or data and software provided at a later stage fall within the
notions and elements of the Directive due to the lack of clarity. The inevitable features
of artificial intelligence such as interconnection, self-learning algorithm-based results,
continuing progress seem left out of the scope, since the manufacturer cannot be held
liable for the damages that occur after the product is put into circulation. What is
more, it is obvious that products with such a complex structure have also changed the
producer profile taken into account at the time.

PhD Candidate, Swansea University (Institute of International Shipping and Trade Law), furkanbulut4@gmail.com, (ORCID:
0000-0003-2940-2970)
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The criterion in the directive for the defect is determined as ‘not provide the safety
that a person is entitled to expect. It has been stressed that this standard reflects a
‘reasonable expectation’ with the characterization of ‘public at large’ On the other
hand, the safety that might be expected from the concept of artificial intelligence will
not be able to be examined as readily as it is currently. In addition, the burden of proof
of damage, the defect and the causal link is imposed on the injured person who is in
an extremely disadvantageous position in terms of accessing technical information on
such a complex structure, and this fact renders the strict liability regime even more
problematic. Along the same line, the development risk and related defenses provided
to the manufacturer should be revised, based on the elements of artificial intelligence.

In the recent period, various expert groups have been formed by the EU, and
liability issues arising from the emerging technologies have been discussed. As a result
of various reports, a proposal for revising product liability directive was published by
the Commission. This study will shed light on the dynamics of artificial intelligence
and related emerging technologies affecting the product liability regime, the elements
of the Directive and whether the proposal responds the need.

Keywords: The EU Product Liability Directive, Strict Liability, Emerging
Technologies, Artificial Intelligence, Machine Learning, Deep Learning

AB URUN SORUMLULUGU REJIMINIiN YAPAY ZEKA
VE iLGILi GELISEN TEKNOLOJILER KAPSAMINDA
DEGERLENDIRILMESI: YENi BiR CAGIN BASLANGICI?

OZET

20.yiizyilldanitibarenseritiretiminartmasi, hatali tirtinlerden kaynaklanan zararlarin
boyutunun ciddi diizeylere varmasi ve zarar goren Kkisiler ile iireticiler arasindaki
dengenin bozulmasi gibi sebeplerle bu iiriinlerin verdikleri zararin tazmininde kusura
dayali haksiz fiil sorumlulugunun temel alinmasinin yetersiz kalacagi yoniinde gortisler
one siiriilmiistiir. Bu dogrultuda 1985 yilinda Avrupa Birligi tarafindan Uye Devletlerin
ayipli iriinlerden dogan sorumluluk ile ilgili hukuki ve idari diizenlemelerinin
uyumlastirilmasina iligkin 85/474 sayili AB Konsey Direktifi yiiriirliige konmustur.
S6z konusu mevzuat ile uygulanacak hukuk acisindan iiye devletler arasinda birlik
saglanmasi hedeflenmistir. Boylelikle ayipli iiriinlerden kaynaklanan zararlar igin
belirli limitler esliginde kusursuz sorumluluk rejimi benimsenmistir.

Son yillarda teknolojik gelismelerin hizinin artmasi, ozellikle yapay zeka ve
baglantili konseptlerin kullanim alaninin genislemesi gibi sebeplerle bu direktifin
amac1 karsilamaktan uzak kaldig: seklinde gorisler ileri stiriilmeye baslanmustir. Zira
yapay zeka entegreli tiriinler veri ve yazilim odakli olarak, piyasaya siiriilmelerinin
akabinde giincelleme gerektiren, daginik ve cesitli saglayicilar tarafindan sunulabilen
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1. ULUSLARARASI BIiLiSiM VE TEKNOLOJi HUKUKU SEMPOZYUMU
1. INTERNATIONAL IT LAW SYMPOSIUM

veriler ile calisan, IoT teknolojisi ile farkli iiriinlerle baglanti kurabilen, makine
ogrenimi ve derin 6grenme gibi mekanizmalar1 barindan kompleks yapilardir. Nitekim
oncelikle ilgili diizenleme ile kapsanan iriin taniminin bu ozellikleri karsilayip
karsilamadig1 dahi oldukga tartismalidir. Mezkur diizenlemenin getirdigi tanimin
belli bir donanima entegre edilen yazilimlar1 kapsayabilecegi belirtilmekle birlikte,
sonradan eklenebilen veya bu sekilde fiziki yonii olmayan verilerin veya yazilimlarin
tiriin olarak nitelendirilebilmeleri hususunda netlik olmamasi sebebiyle farkl goriisler
ileri stirtilmiistiir. Ote yandan iireticinin iiriinii piyasaya siirmesi sonrasinda olusacak
hatalardan sorumlu tutulamamasi sebebiyle giincelleme, kendi kendine 6grenen
algoritma temelli sonuglar gibi yapay zekanin ana 6zellikleri saf dis1 kalmis vaziyettedir.
Ayni zamanda bdylesine karmasik bir yapiya sahip iiriinlerin o ddnem saptanan tiretici
profilini de degistirdigi asikardur.

Direktifte tiriindeki ayip icin kriter ‘kisinin tirtinden beklemeye hak kazandig:
giivenligin saglanmamast’ olarak belirlenmistir. Bu seviyenin ‘public at large’
nitelendirmesiyle objektif bir standart seklinde ortalama bir beklenti diizeyinde oldugu
vurgulanmigtir. Ote taraftan yapay zeka konseptinden beklenebilecek giivenligin
sinirlarini belirlemek bahsi gecen ¢esitli 6zellikler g6z oniine alindiginda oldukga
zorlagsmaktadir. Ayrica boylesine karmasik bir yapidan kaynakli zarar, tirtindeki ayip
ve aralarindaki nedensellik bagini ispat yiikiiniin teknik bilgiye ulasma hususunda son
derece dezavantajli konumda bulunan zarar géren kisiye birakilmasi getirilen kusursuz
sorumluluk rejimini daha da sorunlu hale getirmektedir. Yine gelisen teknolojiler baz
alinarak treticiye saglanan gelisim riski ve sair sorumluluktan kurtulma yollarinin
gozden gecirilmesi gerektigi asikardir.

Son donemde Avrupa Birligi tarafindan cesitli uzman gruplar1 olusturularak
gelisen teknolojilerden kaynakli sorumluluk meseleleri tartisilmaya baslanmus,
mevcut lriin sorumlulugu rejimi tizerinde de ¢alismalar yiritilmustiir. Yayinlanan
cesitli raporlar neticesinde Komisyon tarafindan yeni bir iirtin sorumlulugu direktifi
onerisi hazirlanmistir. Bu ¢calismamizda yapay zeka ve ilgili teknolojik gelismelerin
tiriin sorumluluguna etki eden dinamikleri incelenecek, mevcut sistemin unsurlari ve
getirilen 6nerinin ihtiyaci karsilayip karsilamadigr hususu degerlendirilerek konuyla
ilgili goriislerimize yer verilecektir.

Anahtar Kelimeler: AB Uriin Sorumlulugu Direktifi, Kusursuz Sorumluluk,
Gelisen Teknolojiler, Yapay Zeka, Makine Ogrenimi, Derin Ogrenme
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CAN ARTIFICIAL INTELLIGENCE (Al) BE AN
INVENTOR? AN INTERNATIONAL ANALYSIS IN
LIGHT OF ‘DABUS’ DECISIONS

Fatmanur CEBECI CORUM*

ABSTRACT

DABUS (Device for the Autonomous Bootstrapping of Unified Sentience) is
an Al system which is created by Stephan Thaler. It is claimed that the AI named
DABUS has already made two inventions; one is the “Food Container’, a new type of
food and beverage storage container, and the other is a “Neural Flame (Devices and
Methods For Attracting Enhanced Attention)” that shines brightly in case of danger.
Stephan Thaler claimed that these two inventions were invented by DABUS, as it
was not created to solve any particular problem and was not trained on any special
data relevant to the present inventions and argued that DABUS should take the
title of inventor itself. Stephan Thaler argued that DABUS is trained with technical
documents and knowledge, so it is able to generate inventions on its own, and in
this context, he applied for patents on behalf of DABUS in various countries. As a
result of the applications made to the USA, the United Kingdom, Germany, Australia,
South Africa, the European Patent Office (EPO) and 12 more different jurisdictions,
the problem of patentability of Al-generated inventions has become more visible
and subject to debate. With these applications, even in some countries, DABUS had
managed to be considered an inventor, although later, these decisions were subject to
appeal. The main reason that Stephan Thaler made these patent applications was to
show the necessity of change in the IP domain with emerging technologies; namely, he
tested the system in various countries and successfully reflected the need for change
regarding Al-generated inventions. In some countries, some calls for views, guidances
and Public Consultations have been published on the patentability of Al inventions.

This paper will examine how and in what way DABUS cases affect the patentability
of Al inventions in international law as a result of patent applications in various
countries.

Keywords: Artificial Intelligence (AI), Patent Law, Al-Generated Inventions,
Inventorship, Right to apply for a patent
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Fatmanur CEBECi CORUM

YAPAY ZEKA BULUSGU OLABILIR Mi? “DABUS” KARARLARI
ISIGINDA ULUSLARARASI HUKUKTA YAPAY ZEKANIN
BULUSLARININ PATENTLENMESI

OZET

DABUS (Device for the Autonomous Bootstrapping of Unified Sentience) Stephan
Thaler tarafindan gelistirilen bir yapay zeka sistemidir. DABUS hali hazirda iki adet
bulusa imza attig1 iddia edilmektedir; biri yeni tip yiyecek icecek saklama kabi olan
“Yiyecek - Fraktal Konteyner” (Food/Fractal Container) digeri ise tehlike aninda
151k sacan bir “Sinirsel Alev” (Neural Flame)dir. Stephan Thaler, bu iki bulusun
DABUS tarafindan icat edildigini 6ne siirerek, buluscu sifatint DABUSun kendisinin
almasi gerektigini savunmus ve bu kapsamda ¢esitli iilkelerde DABUS adina patent
basvurularinda bulunmustur. ABD, Birlesik Krallik, Almanya, Avustralya, Giiney
Afrika, Avrupa Patent Ofisine (EPO) ve 12 farkl iilkeye daha yapilan basvurular
sonucunda, DABUS'unve daha genel anlamda bir yapay zekanin patent sahibi olabilmesi
hususu aktif bir sekilde tartisilmaya baslanmis, hatta baz tilkelerde (Giiney Afrika ve
Avustralya) yapay zekanin patent sahibi olabilecegi savunulmustur. Diger tilkelerde ise
karar DABUSun buluslarinin patentlenebilecegi lehine (heniiz) ¢ikmasa da yargilama
siireci devam etmekte ve yapay zekanin buluslarinin patentlenebilirligi konusunda
cesitli yonergeler (Guidance) ve kamuoyu goriisii istekleri (Public Cunsultation- call
for views) yayinlanmaistir.

Bu metinde, DABUSun yaptig1 iddia edilen buluslara iliskin patent bagvurularinin
cesitli tlkelerdeki sonuglar1 ve bunun etkileri neticesinde, DABUS davalarinin
uluslararasi hukukta yapay zekanin buluslarinin patentlenebilirligini nasil ve ne yonde
etkiledigi anlatilacaktur.

Anahtar Kelimeler: Yapay Zeka, Patent Hukuku, Yapay Zekanin Urettigi Buluslar,
Buluscu, Patent
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