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SUNUS

Bilisim ve Teknoloji Hukuku Dernegi ile Istanbul Medeniyet Universitesi isbirligi ile
diizenlenmis olan III. Uluslararasi Bilisim ve Teknoloji Hukuku Sempozyumu, 29-30
Kasim 2024 tarihlerinde Istanbul'da gerceklestirilmistir.

Sempozyumda toplam oturumda birbirinden degerli kirk konusmaci tebliglerini
dinleyicilerle bulusturmuslardir.

Sempozyum oncesi hakemler tarafindan kabul edilmis olan tebliglerin 6zetlerinden
olusan bu teblig 6zeti kitabinin hukuk diinyasina hayirli olmasini dileriz.

PRESENTATION

The III. International Symposium on Information and Technology Law, organized
in collaboration with the Association of Information and Technology Law and Istanbul
Medeniyet University, took place in Istanbul on November 29-30, 2024.

During the symposium, a total of forty distinguished speakers presented their
papers in various sessions, engaging with the audience.

We hope that this book of abstracts, composed of the summaries of the presentations
accepted by the reviewers prior to the symposium, will be beneficial to the legal
community.

EDITOR / EDITOR
Dr. Ogr. Uyesi (Asst. Prof. Dr) Serafettin EKICI
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BIRINCI BOLUM:
BILISIMIN TICARET HUKUKUNA YANSIMALARI



Saranur SAKA, Abdurrahman SAVAS

6563 SAYILI ELEKTRONIK TICARETIN
DUZENLENMESIi HAKKINDA KANUN
KAPSAMINDA MOBIL UYGULAMA MAGAZASI
SAGLAYICILARININ YOKUMLULUKLERI

Saranur SAKA’, Abdurrahman SAVAS™

Ozet

Diinyada dijitallesme ¢ok hizli bir sekilde ilerlemekte ve ticari islemlerin yani sira
kisisel ve hatta pek ¢ok resmi islem, akilli telefonlar tizerinden gerceklestirilmektedir.
Bu durum akilli cihazlarda kullanilan uygulamalarin ve bu uygulamalarin sunuldugu
dijital magazalarin ¢ogalmasina neden olmustur. Bu c¢ogalma ile birlikte dijital
piyasalarda tekellesme ve haksiz rekabet ile ilgili sorunlar ortaya ¢ikmaya baslamistur.
Dijital piyasalarda tekellesmeyi onlemek ve rekabet ortamini giiclendirmek icin
1 Kasim 2022 tarihinde Avrupa Birliginde Digital Markets Act (DMA) olarak
isimlendirilen diizenleme yiiriirliige girmis ve Mayis 2023'den itibaren uygulanmaya
baslamistir. Bu diizenleme kapsaminda nitelikleri itibari ile ag bekgisi (gatekeeper)
olarak isimlendirilen ve pazara hakim durumda bulunan siijeler esas alinarak rekabeti
engelleyici davranislar1 dnleyici nitelikte hiikiimler getirilmistir.

Ulkemizde de Elektronik Ticaretin Diizenlenmesi Hakkinda Kanun'da (ETDHK),
1 Temmuz 2022 tarihinde yapilan degisikliklerle elektronik pazaryerleri kapsaminda
elektronik ticaret hizmet saglayici ve elektronik ticaret aract hizmet saglayici kavramlar:
getirilmis ve bunlara farkl ytiktimliliikler yiiklenmistir.

ETDHK kapsaminda getirilen bazi yeni yiikiimliilikler arasinda haksiz ticari
uygulamaya ve tekellesmeyi onleyici hiikiimlere iligkin diizenlemeler 6nemlidir.
Kanunun gerekcesinden de anlasilacagi iizere, tekellesmeyi onleyici hiikiimler
diizenlenirken Avrupa Birligi Dijital Piyasalar Yasas1 (DMA) 6rnek alinmistir. Ancak,
ETDHK'de elektronik pazar yerindeki siijelere iliskin gatekeeper nitelendirilmesine
yonelik bir belirleme yapilmamis; sadece elektronik ticarete yonelik diizenlemeler
yapilmustir.

ETDHK Ek madde 1'de diizenlenen haksiz ticari uygulamalara iliskin hiikiimler
elektronik ticaret aracthizmet saglayicinin aracilik hizmetini sundugu elektronik ticaret
hizmet saglayiciya yonelik faaliyetleri dikkate alinarak diizenlenmistir. Doktrinde
bu hiikiimlerin Avrupa Birligi 2019/1150 sayili Cevrimici Aracilik Hizmetlerinin

Ars. Gor., Istanbul Universitesi, Bilisim ve Teknoloji Hukuku Anabilim Dali, ORCID-ID: 0009-0005-3452-9580, (saranur.
saka@istanbul.edu.tr).

** Doc. Dr., Istanbul Universitesi, Bilisim ve Teknoloji Hukuku Anabilim Dali, ORCID-ID: 0000-0002-3832-484X, (abdurrah-
man.savas@istanbul.edu.tr).
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Ticari Kullanicilar: icin Adil ve Seffaf Isleyisin Saglanmasi Hakkinda Tiiziik (P2B)
diizenlemesiyle ortiistiigii belirtilmistir. Maddenin ikinci fikrasinda ise sayilan hallerin
birinci fikrada belirtilen unsurlari tasimasa bile haksiz ticari uygulama oldugu karinesi
getirilmistir. Doktrinde haksiz ticari uygulamaya iliskin getirilen bu diizenlemenin
daha cok 6098 sayili Tiirk Borclar Kanunu'nda diizenlenen Genel Islem Kosullar1
denetimi ya da 6502 sayili Tiiketicinin Korunmas:i Hakkinda Kanunda diizenlenen
haksiz sartlar rejimine benzedigi ifade edilmistir.

Bu tartismalar 1siginda, ETDHK kapsaminda mobil uygulama magazalarinin
ve mobil uygulama magazasi saglayicilarinin hukuki statiilerinin tespit edilmesi ve
bunlarin ytikiimliliiklerinin belirlenmesi gerekmektedir.

Anahtar Kelimeler: mobil uygulama magazalar;, mobil uygulama magazasi
saglayicilari, elektronik ticaret aract hizmet saglayici, elektronik ticaret hizmet
saglayici, haksiz ticari uygulamalar, ag bekgisi.

OBLIGATIONS OF MOBILE APP STORE PROVIDERS UNDER
THE LAW ON THE REGULATION OF ELECTRONIC COMMERCE
NO.6563

Abstract

Digitalization is advancing rapidly in the world and commercial transactions, as
well as personal and even many official transactions, are carried out via smartphones.
This has led to the proliferation of applications used on smart devices and the digital
stores where these applications are offered. In order to prevent monopolization in
digital markets and to strengthen the competitive environment, the EU 2022/1925
Digital Markets Act (DMA) entered into force in the European Union on November
1st, 2022 and this regulation started to be implemented as of May 2023. In this
regulation, provisions have been introduced to prevent anti-competitive behavior
on the basis of the subjects who are called gatekeepers and who are in a dominant
position in the market. With the amendments made to the Law on the Regulation of
Electronic Commerce (E-Commerce Law) on July 1st, 2022, in Tiirkiye, the concepts of
electronic commerce service provider and electronic commerce intermediary service
provider were introduced within the scope of electronic marketplaces and different
obligations were imposed on them. Among some of the new obligations introduced
under the E-Commerce Law, regulations on unfair commercial practices and anti-
monopolization provisions are important. The EU Digital Markets Act (DMA) was
taken as an example while regulating the anti-monopolization provisions in the
E-Commerce Law. However, the E-Commerce Law does not make any determination
regarding the qualification of gatekeepers for the subjects in the electronic marketplace;
only regulations have been made for electronic commerce.

11



Saranur SAKA, Abdurrahman SAVAS

The provisions regarding unfair commercial practices regulated in Annex Article
1 of the E-Commerce Law are regulated by taking into account the activities of the
electronic commerce intermediary service provider towards the electronic commerce
service provider for which it provides intermediary services. It is stated in the doctrine
that these provisions overlap with the EU Regulation 2019/1150 on Promoting Fairness
and Transparency for Business Users of Online Intermediation Services (P2B). In
the second paragraph of the Article, the presumption of unfair commercial practice
is regulated even if the cases listed do not carry the elements specified in the first
paragraph. It is stated in the doctrine that this article regulated on unfair commercial
practice is more similar to the standardized terms regulated in Turkish Code of
Obligations N0.6098 or the unfair terms regime regulated in Consumer Protection
Law No. 6502.

Considering these discussions, it is necessary to ascertain the legal status of mobile
app stores and mobile app store providers and to determine their obligations under
the E-Commerce Law.

Keywords: mobile app stores, mobile app store providers, electronic commerce
intermediary service provider, electronic commerce service provider, unfair
commercial practices, gatekeeper.
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ELEKTRONIK CIHAZ SIGORTASI SIBER SALDIRI
SONUCU CIHAZLARDA MEYDANA GELEN FiZziKi
ZARARLARI KARSILAR MI?

Serife Esra KIRAZ'

Ozet

Giinliik hayatin 6nemli bir parcasi haline gelen teknoloji, is yiiriitmekten, giindelik
isleri yerine getirmeye, kamu hizmetlerinden yararlanmaktan, iletisim kurmaya pek
cok olanda kullanilmaktadir. Bunun sonucunda siber risklere maruz kalma ihtimali
artmaktadir. Siber risklerden bir tanesi olan siber saldirilar ise yetkilendirilmemis
kisilerce sistemdeki aciklarin kullanilarak sisteme girilmesi ve buradaki verilere yonelik
bir saldir1 olarak tanimlanabilir. Siber saldirilar sonucunda s6z konusu verilerin ele
gecirilmesi, ifsasi ya da itibara zarar verilmesi s6z konusu olabilir.

Ote yandan siber saldirilar sadece veri ihlallerine yonelik sonuglar dogurmamakta,
cihazlara fiziksel zararlar da verebilmektedir. Siber saldir1 sonucunda, elektronik cihaz
sistemlerinin bozulmasi, sistem yavaglamasi, dolayisiyla elektronik cihazdan beklenen
verimin alinamamasi, bunun yaninda elektronik bir sebekenin hedef alinmasi sonucu
cikabilecek bir yangin sonucu elektronik aletlerin zarar gormesi de miimkiindiir.

Siber saldir1 sonucunda elektronik cihazlarda meydana gelebilecek fiziksel zararlarin
nasil giderilebilecegi, bu tiirden risklere karsi hangi tiirden bir sigorta korumasi
saglanabilecegi hem elektronik cihaz kullanan biiyiik isletmeler, hem de nihai tiiketici
olarak ifade edebilecegimiz bireyler acisindan 6nem arz eder. Zira, giinimiizde giderek
artan sayida elektronik alet kullanilmakta, s6z konusu aletler sadece cep telefonu,
bilgisayar gibi cihazlarla sinirli kalmayip, akilli ev aletlerini de icermektedir. Bu aletlerin
de ¢ogu zaman wifi sistemine baglanarak komut almasi da disiintildigiinde, siber
saldirilarin pek ¢ok cihazi, kisiyi ve kurumu etkileyecegi yadsinamaz bir gercektir.

Siber saldirilar ve buna iligkin riskler sigorta sektoriiniin de dikkatini ¢ekmekte,
bu risklere yonelik sigortalar gelistirilmektedir. Tiirkiye'de, kendine has genel sartlar:
diizenlenmemis olsa da sigorta sirketlerine tarafindan siber sigorta yapilmaktadir.

Dr. Ogretim Uyesi, Cankir1 Karatekin Universitesi Hukuk Fakiiltesi, Ticaret Hukuku ABD, ORCID ID 0000-0003-3163-8640,
serifeesrakiraz@karatekin.edu.tr
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Serife Esra KIRAZ

Ancak, s6z konusu sigortalarin daha ¢ok veri ihlalleri, verilerin ¢alinmasi, yayilmasi,
ele gecirilen verilerle santaj yapilmasi, veriler yoluyla kisi/kurum itibarinin zarara
ugramasi gibi durumlar1 kapsadigi goriilmektedir. Dolayisiyla, siber sigortalar, siber
saldir1 sonucu elektronik cihazlarda meydana gelen fiziksel zararlar1 kapsamamaktadir.
Yapilan c¢alismalarda da siber sigortalarin kapsaminin dar oldugu, siber risklerin ve
zararlarin tamaminin bu sigorta tiirii kapsaminda korunmadig gortilmiistir.

Elektronik makine, techizat veya bilgi isletim sistemleri, Elektronik Cihaz
Sigortast Genel Sartlari'nda belirtilen zararlardan meydana gelen maddi ziya
ve hasarlar dolayisiyla karsilasilacak tamirat masraflar1 ve ikame bedelleri i¢in
sigortalanabilmektedir. Calismamiz kapsaminda siber saldirilar dolayisiyla bu
makine ve techizatlarda meydana gelecek fiziksel zararlar, Genel Sartlar icinde yer
alan “sabotaj’, “kisa devre, yiiksek voltaj ve endiiksiyon akiminin etkileri’, “yangin ve
bunlar sebebiyle yapilan sondiirme, yikma ve kurtarma ameliyelerinden” gerceklesmis
sayilabilir mi sorusu cevaplandirilacaktir. Ayrica, siber saldirilarin “harp” ya da “teror
olaylar1” gibi teminat kapsami disinda sayilan hallerden olup olmadig: da incelenerek

bir degerlendirme yapilacaktir.

Anahtar Kelimeler: Siber Saldiri, Siber Sigorta, Elektronik Cihaz Sigortasi, Siber
Risk, Teminat Kapsami

DOES ELECTRONIC DEVICE INSURANCE COVER PHYSICAL
DAMAGES TO DEVICES AS A RESULT OF CYBER-ATTACK?

Abstract

Technology, which has become an important part of daily life, is used in many areas
such as conducting business, fulfilling daily tasks, benefiting from public services, and
communicating. As a result, the possibility of exposure to cyber risks increases. Cyber-
attacks which are one of the cyber risks, can be defined as an attack on the system and
the data by unauthorised person who uses the vulnerabilities in the system. As a result
of cyber-attacks, such data may be intercepted, disclosed or reputational damage may
occur.

On the other hand, cyber-attacks do not only result in data breaches but can
also cause physical damage to devices. As a result of a cyber-attack, it is possible
that the electronic device systems may be disrupted, the system may slow down,
thus the expected efficiency of the electronic device may not be obtained, as well as
the electronic devices may be damaged by a fire that may occur due to targeting an
electronic network.

It is important for both large enterprises using electronic devices and individuals
who can be expressed as final consumers to reveal how physical damages to the
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electronic devices as a result of a cyber-attack can be compensated and what kind of
insurance protection can be provided against such risks. Regarding that an increasing
number of electronic devices used, and these devices are not limited to devices such as
mobile phones and computers, but also include smart home appliances. Considering
that these devices often receive commands by connecting to the wifi system, it is an
undeniable fact that cyber-attacks will affect many devices, individuals and institutions.

Cyber-attacks and related risks attract the attention of the insurance sector, and
insurances are being developed for these risks. In Tiirkiye, cyber insurance is provided
by insurance companies, although its specific general conditions are not regulated.
However, it is seen that these insurances mostly cover situations such as data breaches,
theft and dissemination of data, blackmailing with the captured data, and damage to the
reputation of individuals and organizations through data. Therefore, cyber insurance
does not cover physical damages to electronic devices as a result of a cyber-attack.
Studies have shown that the scope of cyber insurance is narrow and not all cyber risks
and damages are protected under this type of insurance.

Electronic machinery, equipment or information operating systems can be insured
for repair costs and replacement costs to be incurred due to material loss and damages
arising from losses specified in the General Terms and Conditions of Electronic
Equipment Insurance. Within the scope of our study, the question of whether the
physical damages to these machines and equipment due to cyber-attacks can be
considered to have occurred due to ‘sabotage; ‘short circuit, high voltage and induction
current effects; ‘fire and extinguishing, demolition and rescue operations due to these;,
which are included in the General Conditions, will be answered. In addition, an
assessment will be made by analysing whether cyber-attacks are considered as ‘war’ or

‘terrorist incidents’ which are not covered by the insurance.

Keywords: Cyber Attack, Cyber Insurance, Electronic Equipment Insurance, Cyber
Risk, Coverage
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SOSYAL MEDYA ETKILEYICILERI TARAFINDAN
YAPILAN TiICARiI REKLAM VE HAKSIZ TiCARI
UYGULAMALAR HAKKINDA KILAVUZ’DA YER
ALAN DUZENLEMELERIN REKLAM HUKUKU

ACISINDAN DEGERLENDIRILMESI

Abdurrahman Hamza TUZGEN"

Ozet

“Sosyal Medya Etkileyicileri Tarafindan Yapilan Ticari Reklam ve Haksiz Ticari
Uygulamalar Hakkinda Kilavuz” (Kilavuz) Reklam Kurulu'nun 04.05.2021 tarihli
ve 309 sayili toplantisinda 2021/2 numarali ilke karar1 olarak kabul edilmistir. lgili
Kilavuz, Tiiketicinin Korunmasi1 Hakkinda Kanun (TKHK), Ticari Reklam ve Haksiz
Ticari Uygulamalar Yonetmeligi (Reklam Yonetmeligi) ve 309 sayili Reklam Kurulu
toplantisinda alinan karara dayanilarak hazirlanmistir (Kilavuz md.3).

Kilavuz'da yer alan diizenlemelerin bir kismi, kanun ve yonetmelikle paralellik
gostermesine ragmen, Kilavuzda yer alan bazi maddelerin kanunda ve yonetmelikte
acikca belirtilmeyen yiikiimlilikler icerecek sekilde diizenlendigi goriilmektedir. Bu
durum, 6zellikle sosyal medya etkileyicileri olmak tizere, kilavuzdaki yiikiimliiliiklere
aykir1 davranislarda bulunan kisilerin idari yaptirimlarla karsilagsmalarina neden
olmaktadir. Bu durum, ifade 6zgiirliigii baglaminda 6nemli bir sorun teskil etmektedir.
Zira, Avrupa Insan Haklar1 Mahkemesi (AIHM) ve Anayasa Mahkemesi (AYM)
kararlarinda da ifade edildigi iizere, reklam faaliyeti ifade o6zgiirligii kapsaminda
degerlendirilen bir haktir. Kilavuzda yer alan bazi diizenlemeler ile basta ortiili
reklamlar olmak iizere, haksiz reklamlarin 6niine ge¢mek ve reklam hukuku alanina
hakim olan ilkelere uyulmasini hedeflense de, reklam faaliyetlerinin Kilavuz ile kanunda
ongoriilenden daha fazla sinirlandirilmasi hukuk sistematigi acisindan problemli bir
durumdur. Normlar hiyerarsisinde kanundan daha alt seviyede yer alan bir diizenleme
olan Kilavuzun, kanunda agikca belirtilmeyen yiikiimlilikler getirmesi, nihayetinde
tiikketicinin korunmasindan ziyade, tiiketicilerin “bilgilenme” hakkinin zarar gérmesine
sebep olmaktadir.

Dr. Ogr. Uyesi, Istanbul Medeniyet Universitesi, ORCID: 0000-0002-4497-7302, hamza.tuzgen@medeniyet.edu.tr
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Yukaridaki agiklamalarin yaninda, Kilavuzda yer alan diizenlemeler hukuk
sistematigi icerisinde dogru bir bicimde yer almis olsayd: dahi, bu diizenlemelerin
sosyal medya etkileyicilerinin yaptiklari reklamlarin etkin denetimi a¢isindan yeniden
gozden gecirilmesi gerektigi goze carpmaktadir. Bu baglamda Kilavuzda yer alan
bazi tanimlamalarin hatali sekilde yapildigi, birtakim diizenlemelerin sinirlarinin net
cizilmedigi ve kimi diizenlemelerin ise gerekli kapsayicilikta olmadigi g6z carpmaktadir.

Tiim bu agiklamalar dogrultusunda, Kilavuz ile hedeflenen gayeye ulasilabilmesi
adina, hukuk sistematigi acisindan kisitlamalarin en azindan bir kisminin kanun ile
diizenlenmesi, tanimlamalarin dogru bir bi¢cimde yapilmasi ve hiikiimlerin sinirlari ile
kapsamlarinin net sekilde ortaya konmasi gerekmektedir.

Anahtar Kelimeler: ifade Ozgiirliigii, Reklam, Sosyal Medya, Sosyal Medya
Etkileyicisi, Tiiketicinin Korunmasi

EVALUATION OF THE REGULATIONS IN THE GUIDELINE ON
COMMERCIAL ADVERTISEMENTS AND UNFAIR COMMERCIAL
PRACTICES BY SOCIAL MEDIA INFLUENCERS IN TERMS OF
ADVERTISING LAW

Abstract

‘Guideline on Commercial Advertisements and Unfair Commercial Practices by
Social Media Influencers’ (Guideline) was adopted as principle decision numbered
2021/2 at the meeting of the Board of Advertisement dated 04.05.2021 and numbered
309. The Guideline was prepared based on the Law on the Protection of Consumers
(TKHK), the Regulation on Commercial Advertisements and Unfair Commercial
Practices (Advertisement Regulation) and the decision taken at the meeting of the
Board of Advertising numbered 309 (Art. 3 of the Guideline).

Although some of the regulations in the Guideline are in parallel with the law and
the regulation, it is observed that some of the articles in the Guideline are regulated
in a way to include obligations that are not explicitly stated in the law and regulation.
This situation leads to administrative sanctions for those, especially social media
influencers, who violate the obligations in the guideline. This situation constitutes
an important problem in the context of freedom of expression. This is because, as
stated in the decisions of the European Court of Human Rights (ECtHR) and the
Constitutional Court (AYM), advertising is a right that is evaluated within the scope
of freedom of expression. Although some of the provisions in the Guideline aim to
prevent unfair advertisements, particularly covered advertisements, and to comply
with the principles governing the field of advertising law, it is problematic in terms of
legal systematics that the Guideline restricts advertising activities more than stipulated
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in the law. The fact that the Guideline, which is a regulation at a lower level than the
law in the hierarchy of norms, imposes obligations that are not explicitly stated in the
Law, ultimately causes damage to the right of consumers ‘to be informed’ rather than
consumer protection.

In addition to the above explanations, even if the provisions in the Guideline were
correctly included in the legal systematics, it is noteworthy that these regulations
should be reviewed in terms of effective supervision of the advertisements made by
social media influencers. In this context, it is observed that some of the definitions in
the Guideline are incorrectly made, the boundaries of some provisions are not clearly
defined and some provisions are not inclusive enough.

In line with all these explanations, in order to achieve the objective of the
Guidelines, at least some of the restrictions should be regulated by Law, in terms of
legal systematics, definitions should be made correctly, and the boundaries and scope
of the provisions should be clearly defined.

Keywords: Freedom of Expression, Advertisement, Social Media, Social Media
Influencer, Consumer Protection
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YAPAY ZEKA SISTEMLERININ SIRKETLERIN
YONETIM KURULUNDA KULLANIMININ AVRUPA
BIRLIGI YAPAY ZEKA KANUNU BAGLAMINDA
DEGERLENDIRILMESI

Salih KARADENIZ'

Ozet

Gelisen teknolojiler arasinda en dikkat cekicilerden birisi hi¢ siiphesiz yapay
zeka teknolojisidir. Cesitli kullanim alanlarinin yani sira yapay zeka teknolojileri,
sirketlerin yonetimine de dahil olmaya baslamistir. Yapay zeka, 2014 yilinda ilk kez bir
sirketin yonetim kuruluna atanmustir! Yapay zekanin sirketlerin yonetimine sunacagi
katkilar oldukca yiiksektir. Faydalariyla beraber birtakim olasi sorunlarin ¢ikabilecegi
de literatiirde degerlendirme konusu yapilmaktadir. Genel olarak yapay zekadan
faydalanilmasi ile bu teknolojiden kaynakli risklerin bertaraf edilmesi ve temel insan
haklarinin korunmasi amaciyla Avrupa Birligi, kapsaml bir sekilde hazirladig1 Yapay
Zeka Kanunu'nu (AI ACT) 2024 yilinda Resmi Gazetede yayimlamistir.

Risk temelli yaklasim esas alinarak hazirlanan AI ACT; yasakly, yiiksek riskli, sinirl
riskli ve minimum riskli yapay zeka sistemleri olarak ayrima tabi tutulmustur. Teblig
konusu kapsaminda olabilecek yasakli yapay zeka sistemi kullanimi, AI Act m. 5/1-f.
bendinde yer almaktadir. Bu bende gore, egitim ve ¢alisma alanlarinda gergek kisilerin
duygu tespitini yapan, diger bir deyisle duygularini yorumlayan yapay zeka sistemleri
yasaklanmustir. Bu dogrultuda yapay zeka sistemlerinin sirketlerin yonetim kurulunda
veya herhangi bir kademesinde duygu tanima amaciyla kullanilmasi yasak kapsaminda
kabul edilebilecektir.

Yasakli yapay zeka sistemlerinin yani sira sirketlerin yonetim kurulunda yapay
zekanin kullanilmasi, AT ACT kapsaminda yiiksek riskli yapay zeka sistemleri agisindan
da degerlendirilmelidir. Ek 3’te diizenlenen yapay zeka sistemleri, yiiksek riskli olarak
kabul edilecektir (AI ACT m. 6/2). Ornegin bir sirketin herhangi bir kademesinde
duygu tespiti yapan yapay zeka sistemini kullanmasi halinde, bu yapay zeka sistemi

Arastirma Gorevlisi, Istanbul Medeniyet Universitesi Hukuk Fakiiltesi, Bilisim ve Teknoloji Hukuku ABD, ORCID: 0000-
0001-6586-3278, salih.karadeniz@medeniyet.edu.tr .
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yiiksek riskli kabul edilecek ve bu dogrultuda ongdriilen yiikiimliliiklere uygun
davranmasi gerekecektir. Diger bir yiiksek riskli yapay zeka sistemi ise istihdam, isci
yonetimi ve serbest meslege erisim baslig1 altinda diizenlenmistir. Al ACT kapsaminda
kalan bir sirkette, yonetim kurulu tiyesi olarak atanan veya iiyelere yardimci olmasi
icin kurulda yararlanilan yapay zeka, iscilerin aliminda veya performanslarinin
degerlendirilmesinde kullaniliyorsa artik bu yapay zeka sistemi yiiksek riskli olarak
kabul edilecek ve sirket, “kullanic1” olarak ytikiimliiliiklere tabi olacaktir.

Al ACT, Avrupa Birligi tarafindan c¢ikarilsa bile yasanin kapsam itibariyle
genisligi goz oniine alindiginda, yapay zeka sistemlerini sirket icerisinde herhangi bir
kademede kullanmak isteyen sirketlerin, Al ACT’in kapsaminda kalip kalmadiklarin
degerlendirmeleri 6nem arz etmektedir. Bu sebeple AI ACT’te yer alan kurallarin
sirketler bakimindan dikkate alinmasi, gelecekteki olasi regiilasyonlar bakimindan
faydali olabilecek niteliktedir. Bu nedenlerden hareketle teblig, yapay zeka sistemlerinin
sirketlerin yonetim kurulundaki roliiniin Avrupa Birligi Yapay Zeka Kanunu
baglaminda, hukuki ¢ergevesini ¢izmeyi amaglamaktadir.

Anahtar Kelimeler: Al ACT, Yapay Zeka, Sirket Yonetim Kurulu, Sirketler Hukuku,
Bilisim ve Teknoloji Hukuku.

EVALUATION OF THE USE OF ARTIFICIAL INTELLIGENCE
SYSTEMS IN THE BOARD OF DIRECTORS OF COMPANIES IN
THE CONTEXT OF THE EUROPEAN UNION Al ACT

Abstract

One of the most striking among the developing technologies is undoubtedly artificial
intelligence technology. In addition to various fields of use, artificial intelligence
technologies have also started to be included in the management of companies.
Artificial intelligence was appointed to the board of directors of a company for the first
time in 2014! The contributions of artificial intelligence to companies management are
quite high. Along with its benefits, some possible problems are also evaluated in the
literature. In order to utilize artificial intelligence in general and to eliminate the risks
arising from this technology and to protect fundamental human rights, the European
Union published its comprehensive Artificial Intelligence Act (Al ACT) in the Official
Gazette in 2024.

AT ACT, which s prepared based on a risk-based approach, is divided into prohibited
artificial intelligence systems, high risk, limited risk and minimum risk. The prohibited
use of artificial intelligence systems that may be within the scope of the subject of
the study is included in Art. 5/1-f. of the AI Act. According to this Article, artificial
intelligence systems that detect the emotions of real persons, in other words, interpret
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their emotions, are prohibited in the fields of education and work. Accordingly, the
use of artificial intelligence systems for emotion recognition in the board of directors
or at any level of companies may be considered within the scope of the prohibition.

In addition to prohibited Al systems, the use of Al in the board of directors of
companies should also be assessed in terms of high-risk Al systems under the AI ACT.
Al systems regulated in Annex 3 will be considered high-risk (Art. 6/2 of the AT ACT).
For example, if a company uses an artificial intelligence system that detects emotions
at any level of a company, this artificial intelligence system will be considered high-risk
and will be required to comply with the obligations stipulated in this regard. Another
high-risk Al system is regulated under the heading of employment, labor management
and access to self-employment. In a company falling within the scope of the AI ACT,
if the artificial intelligence appointed as a board member or utilized in the board to
assist the members is used in the recruitment of workers or the evaluation of their
performance, this artificial intelligence system will now be considered high-risk and
the company will be subject to obligations as a “deployer”.

Even if the AI ACT is enacted by the European Union, given the wide scope of the
law, it is important for companies wishing to use artificial intelligence systems at any
level within the company to assess whether they are covered by the AI ACT. For this
reason, taking into account the rules in the AI ACT for companies may be useful in
terms of possible future regulations. For these reasons, this paper aims to outline the
legal framework of the role of artificial intelligence systems in the board of directors of
companies in the context of the European Union Artificial Intelligence Act.

Keywords: Al ACT, Artificial Intelligence, Board of Directors, Company Law,
Information and Technology Law.
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YAPAY ZEKANIN DENIZ TICARET HUKUKUNA
YANSIMALARI

Haci KARA’

Ozet

Yapay zekd (YZ) (Artificial Intelligence, Al) bilgisayarlarin ve makinelerin insan
zekasini ve problem ¢ozme yeteneklerini taklit etmesini saglayan teknolojiye verilen
isimdir. Yapay zeké kendi basina veya diger teknolojilerle (6rnegin, sensorler, cografi
konum belirleme ve robotik islemler v.s.) ile birlikte, (aksi takdirde insan zekasi
veya miidahalesi gerektirecek gorevleri) yerine getirebilir. Dijital asistanlar, Kiiresel
Konumlandirma Sistemi (Global Positioning System, GPS) rehberligi, otonom araglar
ve jeneratif yapay zeké aracglar1 (Open Al'nin Chat GPT’si gibi) giinliikk haberlerde ve
giinliik hayatimizda yer alan yapay zeké o6rneklerinden sadece birkagidur.

Bilgisayar biliminin bir alani olarak yapay zeka, makine 6grenimi ve derin 6grenmeyi
kapsar (ve genellikle bunlarla birlikte anilir). Bu disiplinler, insan beyninin karar
verme siireclerinden sonra modellenen, mevcut verilerden ‘6grenebilen’ ve zaman
icinde giderek daha dogru siniflandirmalar veya tahminler yapabilen yapay zeka
algoritmalarinin gelistirilmesini icerir.

Yapay zeka pek c¢ok hype dongiisiinden ge¢mistir. Ancak siipheciler igin bile
ChatGPT’nin piyasaya siiriilmesibir doniim noktasina isaret ediyor gibi gériinmektedir.
Uretken yapay zeka en son bu kadar biiyiik gériindiigiinde, atilimlar bilgisayarla gérme
alanindaydi, ancak simdi ileriye dogru sigrama dogal dil isleme (NLP) alanindadir.
Bugiin, tiretken Yapay Zeka sadece insan dilini degil, goriintiiler, video, yazilim kodu
ve hatta molekiiler yapilar dahil olmak tizere diger veri tiirlerini de 6grenebilir ve
sentezleyebilir.

Yapay zeka uygulamalar1 her gecen giin artmaktadir. Ancak is diinyasinda yapay
zeka araclarinin kullanimuyla ilgili heyecan arttikca, yapay zeka etigi ve sorumlu yapay
zeka ile ilgili konusmalar kritik 6nem kazanmaktadir.

Prof. Dr., Istanbul Medeniyet Universitesi, Hukuk Fakiiltesi, Deniz Ticaret Hukuku Anabilim Dali Ogretim Uyesi, ORCID:
0000-0002-8255-6277.
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Bu calismada yapay zekanin denizcilige ve deniz ticaretine etkileri incelenecektir.
Bu yazida sadece insansiz ticari gemiler ele alinacaktir. Akilli gemi enddistrisinin askeri
kullanimi ise bu yazida tartisilmayacaktir.

Anahtar kelimeler: Yapay zeka, yapay zekanin denizcilik sektoriinde kullanilmasi,
yapay zeka etigi, hukuk ve yapay zeka, ChatGPT’nin hukukta kullanilmasi.

REFLECTIONS OF ARTIFICIAL INTELLIGENCE
ON MARITIME LAW

Abstract

Artificial intelligence, or Al is the technology that enables computers and machines
to mimic human intelligence and problem-solving abilities. Al can perform tasks
(tasks that would otherwise require human intelligence or intervention) on its own
or in combination with other technologies (e.g. sensors, geolocation, robotics, etc.).
Digital assistants, Global Positioning System (GPS) guidance, autonomous vehicles
and generative Al tools (such as Open AI's Chat GPT) are just a few examples of Al in
the news and in our daily lives.

As a field of computer science, Al encompasses (and is often referred to as) machine
learning and deep learning. These disciplines involve the development of Al algorithms
that are modeled after the decision-making processes of the human brain, can ‘learn’
from available data and make increasingly accurate classifications or predictions over
time.

Al has gone through many hype cycles. But even for skeptics, the launch of
ChatGPT seems to mark a turning point. The last time generative Al looked this big,
the breakthroughs were in computer vision, but now the leap forward is in natural
language processing (NLP). Today, generative Al can learn and synthesize not only
human language but also other types of data, including images, video, software code
and even molecular structures.

The applications of artificial intelligence are increasing every day. But as excitement
about the use of Al tools in business grows, conversations about Al ethics and
responsible Al are becoming critical.

This study will examine the impact of Al on maritime and maritime trade. Only
unmanned commercial vessels will be discussed in this paper. The military use of the
smart ship industry will not be discussed in this paper.

Keywords: Artificial intelligence, use of artificial intelligence in maritime sector,
ethics of artificial intelligence, law and artificial intelligence, use of ChatGPT in law.
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FINANSAL TAVSIYE SUNULMASINA
YONELIK ROBO-DANISMANLIK
HIZMETLERININ HUKUKI NITELIGI

Yigit Turker COBAN’

Ozet

Sermaye piyasalarinda, hatta genel olarak finansal piyasalarda yapay zekanin
kullanim alani giin gectikce genislemektedir. Robo-danismanlik hizmetleri de
finansal piyasalarda yapay zeka tabanli uygulamalarin bir gortiniimiidiir. Gliniimiizde
miisteriler ve yatirimcilar, bir internet sayfasi veya mobil uygulama tizerinden, higbir
insan miidahalesi bulunmaksizin veya sinirli bir insan miidahalesi ¢ergevesinde, yapay
zeka ile desteklenen bir bilgisayar algoritmasindan finansal tavsiyeler alabilmektelerdir.
Robo-danismanlik olarak nitelendirilen s6z konusu hizmet tiirdi, tilkemizde de yaygin
bir uygulama alanina sahiptir. Ne var ki, mevzuatimizda “robo-danismanlik” kavramina
oldukca smnirl bir bicimde yer verilmis olup, bu hizmetin niteligi tam anlamiyla
acikliga kavusturulmus degildir. Ote yandan, Avrupa Birligi ve iiye iilkeleri, Birlesik
Devletler, Singapur, Hong Kong, Avusturalya gibi bircok yabanci hukuk sisteminde
robo-danismanlik hizmetleri, kanunkoyucunun, diizenleyici idari otoritelerin ve
literatiiriin incelemelerine konu olmustur. Ulkemizde de Sermaye Piyasasi Kurulu’nun
2019 ila 2022 yillarina iligskin faaliyet raporlarinda ve 2022-2026 Stratejik Planr'nda,
robo-danismanlik uygulamalarinin mevzuattaki yerinin tespit edilmesi hedef
olarak belirlenmistir. Ne var ki, kanaatimizce, yeterli diizeyde somut adimlar heniiz
atilmamistir. Robo-danigsmanlik hizmetlerinin hukuki niteliginin belirlenmesi cesitli
acilardan 6nem arz etmektedir. S6z konusu hizmetlerin araci kurumlar, bankalar ve
sermaye piyasasi kurumu niteliginde olmayan finansal teknoloji sirketleri tarafindan
sunuldugu goriilmektedir. Bu baglamda, bir robo-danismanlik hizmet saglayicisinin
Sermaye Piyasas1 Kurulu'ndan izin almasinin gerekli olup olmadigi, robo-danigsmanlik
hizmetinin hangi hiikiimlere tabi oldugu, yapay zeka tabani dikkate alinarak hukuki ve

*  Dr, Arastirma Gorevlisi, Yeditepe Universitesi Hukuk Fakiiltesi Ticaret Hukuku Anabilim Dal;; ORCID: 0000-0003-3958-
3285; E-posta adresi: y.turkercoban@hotmail.com, yigit.coban@yeditepe.edu.tr.
Research Assistant, Yeditepe University Faculty of Law Department of Commercial Law; ORCID: 0000-0003-3958-3285;
E-mail: y.turkercoban@hotmail.com, yigit.coban@yeditepe.edu.tr.
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idari sorumluluk rejimlerinin nasil tespit edilecegi sorularini cevaplamak i¢in 6ncelikle
robo-danismanlik hizmetinin hukuki niteligi tespit edilmelidir.

Tiirkiye'de bulunan robo-danismanlarin, 6zellikle yatirim fonlarina, bunun yaninda
mevduat veya doviz yatirimlarina iliskin tavsiye sundugu belirtilebilir. Bu kapsamda,
s0z konusu hizmetlerin 6zellikle sermaye piyasasi hukuku baglaminda, gerekli oldugu
olciide ise bankacilik mevzuati kapsaminda degerlendirilmesi gerekmektedir. Ozellikle,
robo-danigsmanlar tarafindan sunulan tavsiyelerin, I1I-37.1 sayili Yatirim Hizmetleri ve
Faaliyetleri ile Yan Hizmetlere iliskin Esaslar Hakkinda Teblig cercevesinde yatirim
danismanligi faaliyeti olarak nitelendirilip nitelendirilemeyecegi 6nem arz etmektedir.
Teblig kapsaminda, yatirim danismanlig: faaliyetinin dogmasi icin, ticari veya mesleki
bir faaliyet cercevesinde, sermaye piyasast araglar1 veya ihragcilar hakkinda, belirli
bir miisteriye veya gruba yonelik olarak, yonlendirici nitelikte bilgi, arastirma, yorum
veya tavsiye sunulmasi gerekmektedir. Su var ki, Teblig’in 45’inci maddesinin 5 ve 6’'nc1
fikralarinda, belirli yatirim fonlarina iliskin olarak tavsiye sunulmasi faaliyeti, yatirim
danismanliginin kapsamindan muaf tutulmustur. Robo-danismanlarin ¢ogunlukla
yatirim fonlarina iligkin tavsiye sunmasi nedeniyle s6z konusu istisnalar, bu hizmet
tiirii agisindan ayri bir 6neme sahiptir.

O halde ¢alismamizin ana konusunu tavsiye sunulmasina yonelik robo-danismanlik
hizmetlerinin hukuki niteliginin, sermaye piyasasi hukuku baglaminda ne oldugu,
ozellikle yatirim danismanligi sayilip sayillamayacagi noktasindaki de lege lata
incelemelerimiz ve de lege ferenda degerlendirmelerimiz olusturacaktir. Calismamizda
inceleyecegimiz baslica alt sorunlar: ise karma tavsiye sunan robo-danismanlarin
sermaye piyasast hukuku kapsaminda degerlendirilip degerlendirilmeyecegi, miisteri
gruplarini profilleme seklinde calisan yapay zeka algoritmalarinin “belirli bir miisteriye
yonelik” tavsiye sunup sunamayacagl, internet tizerinden sunulan robo-danigmanlik
uygulamalarinin geleneksel yatirim faaliyetlerinden farkli bir bicimde degerlendirilip
degerlendirilmeyecegi, insan iletisiminin zayifladig1 bu noktada miisterinin uygunluk
ve yerindelik testleri ile miisterilere yapilan uyarilarin yeniden ele alinmasinin gerekip
gerekmedigi ve netice itibariyle robo-danismanlik hizmetlerinin III-37.1 sayili Teblig
m. 45/f. 5-6 istisnalar1 karsisindaki durumu olusturacaktir.

Anahtar Kelimeler: algoritmik yatirim; robo-danismanlar; robo-danismanlik;
yatirim danismanligy; yatirim tavsiyeleri
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LEGAL NATURE OF ROBO-ADVISORY SERVICES FOR THE
PROVISION OF FINANCIAL ADVICE

The use of artificial intelligence in capital markets, and even in financial markets in
general, is expanding day by day. Robo-advisory services are also a kind of Al-based
practices in financial markets. Today, clients and investors can receive financial advice
from a computer algorithm based on artificial intelligence through a website or mobile
application, with no or limited human intervention. This type of service, namely robo-
advisory, is also widely practiced in Tiirkiye. However, the concept of “robo-advisory”
has been included in our legislation in a very limited manner, and the legal nature of this
service has not been fully clarified. On the other hand, in many foreign legal systems,
such as the European Union and its member states, the United States, Singapore,
Hong Kong, and Australia, robo-advisory services have been the subject of scrutiny by
lawmakers, regulatory authorities, and the literature. In Tiirkiye, the Capital Markets
Board’s annual reports for the years 2019 to 2022 and the Strategic Plan for 2022-2026
set the goal of determining the place of robo-advisory in the legislation. However, in
our opinion, sufficient concrete steps have not yet been taken. Determining the legal
nature of robo-advisory services is vital from various perspectives. It is observed that
such services are provided by intermediaries, banks, and FinTech firms which are not
capital market institutions. In this context, in order to answer the questions of whether
a robo-advisory service provider is required to be authorized by the Capital Markets
Board, which provisions the robo-advisory service is subject to, and how to determine
the legal and administrative liability regimes considering the artificial intelligence
base, the legal nature of the robo-advisory service should first be determined.

It can be noted that robo-advisors in Turkey offer advice, in particular, on investment
funds, besides deposits and foreign currency investments. In this context, such services
should be evaluated particularly in the context of capital markets law and, to the
extent necessary, in the context of banking legislation. In particular, it is essential to
consider whether the advice provided by robo-advisors can be qualified as investment
advisory under the III-37.1 Communiqué on Principles Regarding Investment
Services, Activities and Ancillary Services. Within the scope of the Communiqué, in
order for an investment advisory activity to arise, information, research, comments
or recommendation on capital market instruments or issuers, directed to a particular
client or group of clients, must be provided within the framework of a commercial or
professional activity. However, paragraphs 5 and 6 of Article 45 of the Communiqué
exempt the provision of advice on certain investment funds from the scope of
investment advisory. As robo-advisors mostly provide advice on investment funds,
these exemptions are of particular importance for this type of service.

Therefore, the main subject of this research will be our de lege lata analysis and
de lege ferenda assessment of the legal nature of robo-advisory services for the
provision of advice in the context of capital markets law, and, in particular, whether
they can be considered investment advisory services. The main sub-issues that will
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be examined in this research are whether robo-advisors providing mixed advice can
be considered within the scope of capital markets law, whether artificial intelligence
algorithms working in the form of profiling customer groups can provide advice “for
a particular customer’, whether robo-advisory services offered via the internet should
be evaluated differently from traditional investment activities, whether the suitability
and appropriateness tests and the warnings given to the clients should be reconsidered
at this point where human communication is weakened, and consequently, how robo-
advisory services should be considered in accordance with the exemptions regulated
at Art. 45 / para. 5-6 the Communiqué No. I1I-37.

Keywords: algorithmic trading; robo-advisors; robo-advisory; investment advisory;
investment advice
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YARGIDA YAPAY ZEKA KULLANIMININ
HUKUKIi DENETIMi VE YARGI ETiGi ILKELERI
BAKIMINDAN iINCELENMESI

Ahmet Hasim ALAGUNEY

Ozet

Yapay zeka teknolojileri, her gecen giin is yiikii artan yargi organlarinin karar verme
siireclerinde hiz ve verimlilik saglama potansiyeli ile dikkat ¢ekmektedir. Ancak bu
teknolojilerin yargiya entegrasyonu, 6nemli hukuki ve etik zorluklar dogurmaktadir.
Yargida Yapay Zeka teknolojilerinin kullanimi 6nyargi, seffaflik, izlenebilirlik ve hesap
verebilirlik gibi konularda 6nemli riskler tasimaktadir.

Bu calismanin temel amaci, Yapay Zeka destekli hukuk teknolojilerinin yargida
kullaniminin hukuki denetimi konusunu ele almak ve yarg: etigi ilkeleri cercevesinde
bir inceleme yapmaktir. Bu dogrultuda, calismada Bangalor Yargi Etigi Ilkeleri
arasinda sayilan bagimsizlik, tarafsizlik, dogruluk, diriistliik, esitlik, ehliyet ve liyakat
gibi temel yarg: etigi ilkelerinin Yapay Zeka sistemlerine entegrasyonu ele alinacaktir.
Avrupa Konseyi Avrupa Adaletin Etkinligi Komisyonu (CEPE]) tarafindan hazirlanan
“Yapay Zekanin Yargi Sistemlerinde ve Cevrelerinde Kullanimina iliskin Avrupa Etik
Sart1” ve “Avrupa Birligi Yapay Zeka Yasas1” diizenlemeleri 1s181nda yargi siireglerinde
Yapay Zeka kullanimina iligkin olusturulan mevcut hukuki denetim mekanizmalari
irdelenecektir.

Calismada ayrica Yapay Zeka sistemlerinin yarg: siireclerindeki mevcut roli ve
gelecekteki potansiyel kullanim alanlarinin neler oldugu, yargida yapay zekanin
kullaniminin faydalar1 ve tasidigi riskler ele alinacak, Yapay Zeka sistemlerinde
kullanilan algoritmalarin seffaflik, izlenebilirlik ve hesap verebilirlik gibi 6zellikleri
tasty1p tasimadigi hususlari incelenecektir. Calismada ayrica etik ihlallerin 6nlenmesive
hukuki denetimin etkin bir sekilde saglanabilmesi i¢in ¢6ziim Onerilerine yer verilecek,
Yapay Zekanin yarg: siireclerinde kullanimina yonelik etik ve hukuki standartlarin
nasil gelistirilebilecegi ve bu alandaki reform ihtiyaclari tartisilacaktir.

Anahtar Kelimeler: Yapay Zeka, Hukuk Teknolojileri, Yarg: Etigi, AB Yapay Zeka
Yasasi, Avrupa Etik Sarti.
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LEGAL OVERSIGHT OF ARTIFICIAL INTELLIGENCE USE IN
THE JUDICIARY AND EXAMINATION IN TERMS OF PRINCIPLES
OF JUDICIAL ETHICS

Abstract

Artificial intelligence technologies attract attention with their potential to provide
speed and efficiency in the decision-making processes of judicial bodies, whose
workload increases day by day. However, the integration of these technologies into the
judiciary brings significant legal and ethical challenges. The use of Artificial Intelligence
technologies in the judiciary carries significant risks in terms of bias, transparency,
traceability and accountability.

The main purpose of this study is to examine of legal supervision of the use of Al-
supported legal technologies in the judiciary and to analyse them within the framework
of judicial ethics principles. In this context, the study will focus on the integration
of the core principles of judicial ethics such as independence, impartiality, integrity,
honesty, equality, competence and merit, which are listed among the Bangalore
Principles of Judicial Ethics, into Artificial Intelligence systems. In the light of the
‘European Ethical Charter on the Use of Artificial Intelligence in Judicial Systems and
Their Environment’ prepared by the European Commission for the Efficiency of Justice
(CEPE]) of the Council of Europe and the ‘European Union Artificial Intelligence (AI)
Act] the existing legal control mechanisms regarding the use of Artificial Intelligence
in judicial processes will be analysed.

Moreover, the study will examine the current role of Artificial Intelligence systems
in judicial processes and their potential future areas of use, the benefits and risks of
the use of artificial intelligence in the judiciary, and whether the algorithms used in
Artificial Intelligence systems have features such as transparency, traceability and
accountability. The study will also include suggestions for solutions to prevent ethical
violations and ensure effective legal oversight, and discuss how ethical and legal
standards can be developed for the use of Artificial Intelligence in judicial processes
and the reform needs in this field.

Key Words: Artificial Intelligence, Legal Technologies, Judicial Ethics, EU Artificial
Intelligence Act, European Ethical Charter.
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YAPAY ZEKA VE BUYUK VERIi ANALITIGINDE
VERI HUKUKU: MAHREMIYET VE DIJITAL
HAKLARIN KORUNMASI

Esra Fatma FAZLIOGLU

Ozet

Yapay Zeka (YZ) ve biiyiik veri teknolojilerinin hizla ilerlemesi, veri gizliligi ve
bireylerin dijital haklar1 konusunda 6nemli etik ve hukuki ikilemler yaratmuistir.
Biyiik veri analitigi, saglik, giivenlik ve pazarlama gibi alanlarda avantajlar saglasa
da kisisel verilerin islenmesi siirecinde 6nemli gizlilik ihlallerine neden olmaktadir.
Bu calisma, YZ destekli biiyiik veri analitiginin gizlilik Gizerindeki etkilerini veri
koruma hukuku baglaminda incelemekte ve mevcut yasal diizenlemelerin yeterliligini
degerlendirmektedir.

Avrupa Birligi'nin Genel Veri Koruma Tiiziigii (GDPR), veri koruma alanindaki
en kapsamli mevzuatlardan biri olarak birgok iilke i¢in kiiresel bir kistas niteligi
tasimaktadir. GDPR, veri minimizasyonu, anonimlestirme ve kisisel verilerin islenmesi
sirasinda bireylerin agik rizasinin alinmasi gibi temel kavramlari vurgulamaktadir.
Ancak, bu ilkelerin biiyiik veri analitigi ve YZ uygulamalar1 baglaminda yeterliligi
sorgulanmaktadir. Anonimlestirilmis veri setlerinin, birden fazla veri setinin
birlestirilmesi yoluyla yeniden bireylerle iliskilendirildigi “yeniden tanimlama”
kavrami, biiyiik bir endise kaynagi olusturmaktadir. Bu siireg, anonimlestirmenin
beklenenden ¢ok daha az koruma sagladigini ve veri gizliligi acisindan ciddi riskler
yarattigini gostermektedir.

Yeniden tanimlama, gizlilik acisindan ciddi tehditler olusturmaktadir ve GDPR gibi
diizenlemelerin yetersiz kaldigi durumlarda sonuglar1 agir olabilir. Anonimlestirme
yontemlerinde kaydedilen ilerlemelere ragmen, yeniden tanimlama tehdidinin artmasi,
bireylerin gizlilik haklarini tehlikeye atmakta ve kisisel verilerin kotiiye kullanilmasina
yol acabilmektedir. YZ destekli sistemlerin bireyleri profilleyerek ayrimci sonuglar

Avukat, Marmara Universitesi Bilisim Yiiksek Lisans Ogrencisi, ORCID: 0000-0002-5874-6994, email: efazlioglu@marun.
edu.tr
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tiretme kapasitesi de onemli bir endise kaynagidir. Bu nedenle, bireylerin dijital
haklarini koruyacak giiclii ve etkili veri koruma hukuku diizenlemeleri gereklidir.

Bu calisma, Avrupa Birligi'nin dnerdigi Yapay Zeka Yasasi (Al Act) ile Genel Veri
Koruma Tiiztigii (GDPR) arasindaki iliskiyi incelemektedir. Al Act, YZ teknolojilerinin
giivenli, etik ve seffaf bir sekilde kullanilmasini saglamak amaciyla risk temelli bir cerceve
benimsemektedir. Al Act, YZ sistemlerini risk seviyelerine gore siniflandirmakta ve
ozellikle biiytik veri analitigi ile ugrasan yiiksek riskli sistemler i¢in veri minimizasyonu,
anonimlestirme ve seffaflik protokollerini zorunlu kilmaktadir. Bu diizenlemeler, kisisel
verilerin islenmesi sirasinda bireylerin gizliliginin korunmasini hedeflemektedir.

AI Act ile GDPR’nin birlestirilmesi, bireylerin veri korumasini saglamak agisindan
biiyiik 6nem tasimaktadir. AI Act, YZ teknolojilerinin kisisel verileri nasil islemesi
gerektigine dair diizenlemeler getirmekte ve GDPR ile uyumlu olarak, bireylerin
rizas1 olmadan veri islenmesini sinirlamaktadir. Seffaflik ve hesap verebilirlik ilkeleri,
bireylerin haklarini korumak ve otomatik karar verme siireclerinde insan denetimini
saglamak acisindan temel unsurlardir ve YZ uygulamalari i¢in vazgecilmezdir.

Bu ¢alismanin yontemi, YZ ve biiyiik veri analitigi ile ilgili ulusal ve uluslararasi
hukuki belgelerin incelenmesine dayanmaktadir. Bu analiz, Avrupa Birligi'nin GDPR ve
Al Act cercevesinde kisisel verilerin korunmasina ve gizlilik ihlallerinin 6nlenmesine
yonelik olusturdugu yasal cercevelere odaklanacaktir. YZ ve biiyiikk veri analitigi
baglaminda bireylerin gizlilik haklarinin korunmasi, gii¢lii ve kapsamli diizenlemeler
gerektirmektedir. AI Act ve GDPR'nin entegre olarak uygulanmasi, bu teknolojilerin
giivenli ve sorumlu kullaniminda 6nemli bir ilerlemeyi temsil etmektedir.

Anahtar Kelimeler: Yapay Zeka (YZ), Buyiik Veri Analitigi, Veri Koruma Hukuku,
Genel Veri Koruma Tuziigii (GDPR), Mahremiyet ve Dijital Haklar

DATA LAW IN ARTIFICIAL INTELLIGENCE AND BIG DATA
ANALYTICS: PROTECTION OF PRIVACY AND DIGITAL RIGHTS

Abstract

The swift advancement of artificial intelligence (AI) and big data technologies has
engendered substantial ethical and legal dilemmas around data privacy and individual
digital rights. Although big data analytics provides benefits in fields like healthcare,
security, and marketing, it also poses significant privacy infringements throughout
the handling of personal data. This paper analyzes the influence of Al-driven big data
analytics on privacy in the context of data protection law and evaluates the sufficiency
of current legislative rules.
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The European Union’s General Data Protection Regulation (GDPR) is among the
most extensive legislation in data protection, acting as a benchmark for numerous
countries globally. The GDPR underscores essential concepts including data
minimization, anonymization, and the necessity of getting explicit agreement from
individuals when processing personal data. The adequacy of these principles in
relation to big data analytics and Al applications is under scrutiny. The notion of re-
identification, wherein anonymized data sets are linked back to individuals via the
amalgamation of several data sets, presents a considerable concern. This procedure
demonstrates that anonymization provides significantly less security than anticipated
and poses substantial risks to data privacy.

Re-identification poses significant threats to privacy, and when legislation like the
GDPR are inadequate, the repercussions can be severe. Notwithstanding progress
in anonymization methods, the escalating threat of re-identification jeopardizes
individuals’ privacy rights and may result in the exploitation of personal data. The
capacity of Al-driven systems to profile individuals and produce discriminatory results
is a significant worry. Consequently, robust and efficient legislative frameworks for
data protection are essential to preserve individuals’ digital rights.

This paper analyzes the relationship between the European Union’s proposed
Artificial Intelligence Act (Al Act) and the General Data Protection Regulation
(GDPR). The AI Act employs a risk-based framework to guarantee the safe, ethical,
and transparent utilization of Al technologies. It categorizes Al systems according to
their risk level, requiring data reduction, anonymization, and transparency protocols,
especially for high-risk systems involved in big data analytics. These regulations seek
to safeguard individuals’ privacy during the handling of their personal data.

The amalgamation of the AI Act with the GDPR is crucial for safeguarding
individuals’ data protection. The Al Act establishes legislation governing the processing
of personal data by Al technologies and, in accordance with the GDPR, restricts data
processing without individual consent. The principles of openness and accountability
are essential for safeguarding individual rights and ensuring human oversight in
automated decision-making processes, which are foundational for AI applications.

This study’s methodology relies on the examination of national and international
legal documents related to Al and big data analytics. This analysis will focus on
the legislative frameworks instituted by the European Union’s GDPR and AI Act
concerning personal data protection and the mitigation of privacy infringements. The
safeguarding of individual privacy rights within the realm of Al and big data analytics
necessitates robust and comprehensive rules. The combined implementation of the
AI Act and GDPR signifies a substantial advancement in the secure and responsible
utilization of these technologies.

Keywords: Artificial Intelligence (AI), Big Data Analytics, Data Protection Law,
General Data Protection Regulation (GDPR), Privacy and Digital Rights
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KRIPTO VARLIK HIZMET SAGLAYICILARI
VE KRIPTO VARLIK HIZMET SAGLAYICI
MENSUPLARININ HUKUKi SORUMLULUGUNDA
TEMEL ESASLAR

Harun ERYIGIT

Ozet

Kripto varliklar ortaya ¢iktiklarindan bu yana bir¢ok ulkede kripto varliklara yonelik
acik duzenlemeler bulunmamakta olup uluslararasi kurumlarin yeknesak bir uygulama
seti olusturma calismalar1 devam etmektedir. Ulkemizde ise bu konuda en somut adim
26 Haziran 2024 tarihinde kabul edilen ve 2 Temmuz 2024 tarihli ve 32590 sayili resmi
gazetede yiriirliige giren “Sermaye Piyasasi Kanununda Degisiklik Yapilmasina Dair
Kanun” ile atilmis, kripto varliklar agik bir sekilde pozitif hukuk diizenlemelerimizin
bir parcasi haline gelmistir.

Sermaye piyasast kanununda yapilan bu degisiklik ile birlikte kripto varlik
saklama hizmeti saglayan kuruluslar1 ve bu 6362 sayili Kanuna dayanilarak yapilacak
diizenlemelerde kripto varliklarin ilk satis ya da dagitimi dahil olmak tizere kripto
varliklarla ilgili olarak hizmet saglamak tizere belirlenmis diger kuruluslar kripto varlik
hizmet saglayicisi olarak nitelendirilmis ve bu kapsamda genis bir sorumluluk rejimi
olusturulmustur.

Kripto varlik hizmet saglayicilarinin hukuka aykir: faaliyetleri ile nakit 6deme ve/
veya kripto varlik teslim yiikiimliliiklerini yerine getirememesinden kaynaklanan
zararlardan kripto varlik hizmet saglayicilari sorumludur. Zararin kripto varlik hizmet
saglayicilarindan tazmin edilememesi veya edilemeyeceginin acgik¢a belli olmasi
halinde; kripto varlik hizmet saglayict mensuplari kusurlarina ve durumun gereklerine
gore zararlar kendilerine ytikletilebildigi 6l¢tide sorumlu olup, sahsi sorumlulukla ilgili
olarak bu Kanunun 110/B maddesi uygulanir denilmistir. 110/B maddesi uyarinca
kripto varlik hizmet saglayicinin 6362 sayili Kanun'un 110/A maddesi kapsaminda
zimmet sayilan karar ve islemler gerceklestirdigi tespit edilen yonetim kurulu baskan

Dog. Dr., istanbul Medipol Universitesi Hukuk Fakiiltesi, Ticaret Hukuku Anabilim Dali, https:// orcid.org/0000-0002-6066-
1287, heryiigt@medipol.edu.tr.
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ve iyeleri, diger mensuplari, hukuken veya fiilen yonetim veya kontroliinii elinde
bulundurmus olan gergek kisi ortaklarinin miisterilere verdikleri zararla sinirli olarak
zimmete gecirildigi tespit edilen tutardan oncelikli olarak karsilanmasini saglamak
amaciyla sahsi sorumluluklar: yoluna gidilerek, Kurulun talebi iizerine dogrudan
sahsen iflaslarina mahkemece karar verilebilecektir.

Getirilen bu diizenlemeler gerek icerigi gerekse de uygulanacagi cevrenin tespiti
bakimindan bir takim soru isaretlerini beraberinde getirmektedir. Bu soru isaretlerinin
giderilmesi adina kripto varlik hizmet saglayicilar1 ve kripto varlik hizmet saglayici
mensuplarinin hukuki sorumlulugunda temel esaslarin tespiti amaglanmaktadir.

Anahtar Kelimeler: Kripto, Kripto Varliklar, Kripto Varlik Hizmet Saglayici,
Platform, RWA

FUNDAMENTAL PRINCIPLES OF LEGAL LIABILITY FOR
CRYPTO ASSET SERVICE PROVIDERS AND MEMBERS OF
CRYPTO ASSET SERVICE PROVIDERS

Abstract

Since the inception of crypto assets, a notable absence of explicit regulatory
frameworks has characterized many jurisdictions, while international institutions
are actively working to establish a uniform set of practices. In the Turkish context,
a significant legislative advancement occurred with the enactment of the “Law on
Amending the Capital Markets Law” on June 26, 2024, which entered into force on
July 2, 2024, as published in the official gazette (number 32590). This law explicitly
integrates crypto assets into the corpus of positive legal regulations in Turkey.

The amendments to the Capital Markets Law categorize entities providing crypto
asset custody services, along with other organizations designated to facilitate services
related to crypto assets—including initial sales or distributions—under the umbrella
of crypto asset service providers. This classification has led to the establishment of an
expansive liability regime.

According to the provisions set forth, crypto asset service providers bear
responsibility for damages resulting from unlawful activities, as well as for failures
to meet obligations pertaining to cash payments and/or crypto asset deliveries. In
instances where compensation for damages by the crypto asset service providers is
evidently unattainable, the members of these service providers may be held liable to
the extent that damages can be attributed to them based on their respective faults
and the relevant circumstances. Article 110/B of the Law delineates the parameters
of personal liability in such cases. Specifically, if it is determined that the chairman
and members of the board of directors of a crypto asset service provider have engaged
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in decisions and transactions constituting embezzlement as defined in Article 110/A
of Law No. 6362, their personal liability will be invoked to ensure that the amounts
identified as embezzled, limited to the damages incurred by clients, are prioritized for
restitution. Furthermore, upon the Board’s request, a court may issue a declaration of
personal bankruptcy for these individuals.

The introduction of these regulatory measures gives rise to several questions
concerning both the content and the contextual applicability of the law. In light of
these uncertainties, it is essential to establish foundational principles governing the
legal liability of crypto asset service providers and their members.

Key Words: Crypto, Crypto Assets, Crypto Asset Service Providers, Platforms,
RWA.
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KRIPTO VARLIK ARZI AGISINDAN HALKTAN
PARA TOPLAMA EYLEMLERINE iLiSKIN
SUCLAR VE NORM GATISMALARI UZERINE BIR
DEGERLENDIRME

Aslihan KART ALTUN’

Ozet

Tirk Ticaret Kanunu'nun (“T'TK”) 552 ve 562. maddelerinde Sermaye Piyasasi
Kanunu (“SPKn”) hiikiimleri sakli kalmak kaydiyla, bir sirket kurmak veya sirketin
sermayesini artirmak amaciyla yahut vaadiyle halka her tiirlii yoldan cagrida
bulunularak para toplanmasi su¢ olarak diizenlenmistir. Genel hiikiim olarak bu
madde mihenk alindiginda sirasiyla 6nce SPKn'nun tanimu ile “sermaye piyasasi
araglarvmn satin alinmast igin her tiirlii yoldan yapilan genel bir ¢agriyt ve bu ¢agri
devaminda gerceklestirilen satis” anlamina gelen halka arza, sonrasinda 109. maddesi
ile diizenlenen usulsiiz halka arz ve izinsiz sermaye piyasas: faaliyetleri suglarina ve
104. maddesinde yer alan piyasa bozucu eylemler kabahatlerine gidilmekte; devaminda
yeni bir diizenleme olarak SPKn 35B/ 6 hiikmiinde diizenlenen kripto varliklarin
satis ya da dagitiminin yapilmasi suretiyle halktan para toplama eylemlerinin genel
hiikiimlere atfina varilmakta; en nihayetinde Tiirk Ceza Kanunu'ndaki (“TCK”)
dolandiricilik suglar1 basta olmak tizere suclarla ilgili bir bagka genel diizenlemeye geri
doniilmektedir.

Konu, tiim bu hiikiimler ¢cercevesinde ele alindiginda ise kripto varlik arzi konusunda
da genel hiikiimlere atif kuruldugundan, 6ncelikle, TTK'da diizenlenen halktan para
toplama sugu incelenmeli ve 6rnegin yeni TTK ile re’sen takip olunacak bir sug olarak
diizenlenmekte iken 2012 yilinda yapilan degisiklik sonucunda hala re’sen mi takip
edilecegi yoksa sikayete bagli mi oldugunun belirsizligi, ilk sorun olarak karsimiza
cikmaktadir.

Ikinci olarak, SPKn hiikiimleri uyarinca diizenlenen suc ve kabahatler olarak usulsiiz
halka arz, izinsiz sermaye piyasasi faaliyetleri ve piyasa bozucu eylemlerden kimlerin
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sorumlu olacagl ve mezkir su¢ ve kabahatler arasinda ortaya c¢ikmasi muhtemel
ictima sorunlar1 da incelenmeye deger diger bir husustur ki s6z konusu i¢timain hem
suclarin kendi arasinda hem de sug ve kabahatler arasinda dogabilme ihtimalleri ayr1
ayr1 dikkate alinarak belirlenmesi gerekmektedir.

Sonolarak, SPKn'nun md. 35B/ 6 fikrasinda “kripto varliklarin satis ya da dagitiminin
yapilmasi suretiyle halktan para toplayanlar ile bunlara fon saglayanlar arasindaki
iliskiler genel hiikiimlere tabidir” denilerek ve getirilen miiteselsil sorumluluklar ile
kripto varlik hizmet saglayicilarin faaliyetleri konusunda dogrudan SPKn hiikiimlerine
degil, genel hiikiimlere yapilan atif ele alinmalidir.

Calismada konu edilen, halktan para toplama eylemlerine iliskin suglar agisindan
SPKn, TTK ve TCK hiikiimleri arasinda dogacak norm catismasindan hareketle genel -
ozel (lex specialis ilkesi), onceki - sonraki (lex posterior ilkesi) kanun iliskileri ve capraz
norm catismalari incelenmeye deger bir bagka husus olarak kendilerini gostermektedir.

Bu dogrultuda ¢alisma kapsaminda TTK, SPKn ve TCK ¢emberinde gelisen bu
iliskiler incelenerek hukuki sorun tespitleri ile muhtemel ¢6ziim Onerileri getirilmesi
amaclanmaktadir. Aslinda ¢ok sayida soru isaretinin ortaya konulmaya calisilacag:
bu calisma kapsaminda sermaye piyasasi alaninda halktan para toplama eylemleri
ile baglantili olan sug¢ ve kabahatler ve bunlarin kripto varlik hizmet saglayicilarin
halktan para toplamaya iliskin eylemleri ile iliskileri ile SPKn md. 35B/ 6 uyarinca
genel hitkiimlere atiflar nedeniyle TTK'da diizenlenen halktan para toplama sugu ve
TCK'nin ilgili olabilecek hiikiimleri tizerinden bir tartisma saglanacaktir.

Anahtar Kelimeler: sermaye piyasasi, kripto varlik arzi, halka arz, halktan para
toplama, usulsiizliik.

AN EVALUATION ON THE CRIMES AND NORM CONFLICTS
RELATED TO THE ACTS OF COLLECTING MONEY FROM THE
PUBLIC IN TERMS OF CRYPTO ASSET OFFERING

Abstract

Without prejudice to the provisions of the Capital Market Law (“CML”), in Articles
552 and 562 of the Turkish Commercial Code (“TCC”) make it a criminal offence to
collect money by any means by appealing to the public in any way, with the intention
or promise of establishing a company or increasing the capital of the company. When
this general provision is based on as a cornerstone, firstly on the public offer, which is
defined in the CML as “A general invitation to purchase capital market instruments and
the sale carried out in response to following this invitation”; afterwards the offences
of improper public offer and unauthorized capital market activity regulated in Article
109 and the misdemeanors of market abuse actions regulated in Article 104. Then,
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as a new regulation, the acts of collecting money from the public through the sale or
distribution of crypto assets are referred by Article 35B/ 6 of the CML to the general
provisions. Ultimately, it is returned to another general regulation related to crimes, in
particular fraud crimes, the Turkish Penal Code (“TPC”).

In the context of all these provisions and as the reference is also made to the general
provisions on crypto-asset offerings, the offence of collecting money from the public
will be analysed and by way of example the first question arises that, while the offence
of collecting money from the public which is regulated in the TCC is prosecuted ex
officio; the amendment made in 2012 raises the question of whether this offence will
be an indictable offence or an offence prosecuted on complaint.

Secondly, in accordance with the provisions of the CML, it is worth analyzing,
who will be criminally responsible for the crimes and misdemeanors of improper
public offer, unauthorized capital market activity and market abuse actions and the
probable conceptual aggregation between these crimes and misdemeanors. It shall be
determined by separately considering that the conceptual aggravation types may arise
both among the crimes and between the crimes and misdemeanors.

Finally, the reference to general provisions, not directly to the provisions of the
CML, is addressed in the Article 35B/ 6 of the CML which provides that “the relations
between those who collect money from the public through the sale or distribution
of crypto-assets and those who provide funds to them shall be subject to general
provisions’, and with the joint and several liability introduced with respect to the
activities of crypto-asset service providers.

With regard to crimes related to the collecting money from the public, the general
- special (lex specialis principle), prior - subsequent (lex posterior principle) legal
relations and cross-norm conflicts are another issue to be examined, based on the
normative conflict that may arise between the provisions of the CML, TCC and TPC.

The purpose of this study is to examine these relationships that have developed
in the circle of the TCC, the CML and the TPC, to identify legal problems and to
propose possible solutions. In fact, within the scope of this study, in which many
question marks will attempt to clarify many questions be revealed, the crimes and
misdemeanors related to the acts of collecting money from the public in the field of
capital markets and their relationship to the acts of crypto-asset service providers in
collecting money from the public and the crime of collecting money from the public
regulated under the TCC will be examined with reference to the general provisions
pursuant to Article 35B/6 of the CML and a discussion of the provisions of the TPC
that may be relevant.

Keywords: capital market, cyrpto asset offering, collecting money from the public,
improperty.
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DIJITAL ZILYETLIK: DIJITAL VARLIKLARDA
KONTROL KAVRAMI

Rabia OZKAN TAS'

Ozet

Dijital doniisiim, ytrirlikteki hukukta kabul edilen tanimlamalardan farkli mal
ve hizmet tiirlerini de beraberinde getirmistir. Son yillarda gerek bir 6deme araci
olarak gerek bir hak veya seyi temsil ederek gerek de kendi baslarina degerli seyler
olarak dijital varliklarin kullanim yogunlugu biiyiik bir ivmeyle artmaktadir. Oziinde
sayisal verilerin diziliminden miitesekkil dijital varliklar, fiziksel bir mevcudiyete sahip
olmayan soyut varliklardir. Buna karsin dijital varliklarin fiziksel varliklarla birgok
ortak yonii de bulunmaktadir. Dijital varliklar da tipk: fiziksel varliklar gibi hukuki
islemlere konu olmakta, devredilmekte ve hatta galinabilmektedir. Dolayisiyla dijital
varliklar ekonomik hacmi giderek biiyiiyen bir pazar olusturmakta ve hukuki 6nemleri
giin gectikce artmaktadir. Buna karsin dijital varliklari konu alan iglemler veya bunlarin
sonuclar1 bakimindan mevcut hukukumuzda bir belirlilik bulunmamakta ve bu durum
dijjital varliklara iliskin hukuki giivenligin sarsilmasina sebep olmaktadir. Bu durumun
ontine gecmek ve dijital varliklar izerindeki birtakim esasli hususlara iligskin belirlilik
saglamak amactyla UNIDROIT tarafindan 2023 yilinin Eyliil ayinda Dijital Varliklar
ve Ozel Hukuk hakkinda birtakim prensipler (UNIDROIT Principles on Digital Assets
and Private Law) yayimlanmistir. UNIDROIT Prensipleri'ne gore dijital varliklar,
kontrole tabi olabilen elektronik kayitlardir. Bu varliklar izerinde miinhasir sekilde
kullanma, yararlanma ve tasarruf etme ve bu varliklarin kullanilmasindan elde edilen
faydanin onemli bir kismindan igiincii kisilerin faydalanmasini engelleme yetkisi
olarak tanimlanan kontrol kavrami UNIDROIT Prensipleri agisindan kritik 6neme
sahip bir kavram olarak karsimiza ¢ikar.

Dijital bir varlik tizerindeki hakimiyetin belirlenmesini ifade eden kontrol kavrami,
ilgili Prensipler kapsaminda fonksiyonel acidan zilyetlik benzeri bir olgu olarak ele
alinmigtir. Nitekim zilyetlik, bir hukuki durum olarak kendisine sonug¢ baglanmis
fiili hakimiyeti ifade eder. Bu islevsel noktadan hareketle UNIDROIT Prensiplerinde
kontroliin de fiziki boyutu eksik olmakla beraber tipki zilyetlik gibi kendisine hukuki
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sonuclar baglanmis bir olgu oldugu kabul edilmistir. Dijital varliklar tzerinde
ayni etkili bir hakkin tesisi fikrini temel alan UNIDROIT Prensipleri, gerek dijital
varliklar iizerinde boyle bir hakkin iyiniyetli edinimi gerek iiciincii kisilere karsi ileri
siiriilebilmesi acisindan kontrol kavramini esas almaktadir. Bu kapsamda kontrol
kavraminin, tasinir esyalar tzerindeki zilyetlige benzer sonuglar dogurdugunu
belirtmek yanlis olmayacaktir.

UNIDROIT Prensipleri'nde dijital varliklar1 alelade elektronik kayitlardan ayiran
ana unsur olarak karsimiza c¢ikan kontrol kavraminin ifade ettigi anlam ve ihtiva
ettigi icerik bu ¢alismanin ana konusunu olusturmaktadir. Kontrol kavrami ekseninde
hangi elektronik kayitlarin dijital varlik kapsaminda oldugu ve e-postalar, oyun ici
itemler gibi Prensipler kapsaminda incelemeye alinmayan dijital varliklar bakimindan
kontroliin s6z konusu olup olamayacagi degerlendirilecektir. Bunun yaninda saklama
hizmetleri bakimindan hizmet saglayici ve miisterinin kontrollerinin ne yonde ve hangi
boyutlarda oldugu tartisilacak ve UNIDROIT Prensipleri cercevesinde dijital varliklar
tizerinde hak sahipligi ile kontrol sahibi olmak arasinda yapilan ayrimin sinirlari ve
onemi tespit edilmeye calisilacaktir.

Anahtar Kelimeler: Dijital Varlik, Zilyetlik, Kontrol, UNIDROIT, Blokzincir

DIGITAL POSSESSION: THE CONCEPT OF CONTROL IN
DIGITAL ASSETS

Abstract

The digital transformation has brought distinctive types of goods and services,
different from the current law’s recognitions. In recent years, the intensity of digital
assets, whether as a means of payment, as a representation of a right or thing, or as
valuable things of their own, has been increasing rapidly. Digital assets, essentially
a sequence of numeric data, are intangible assets without physical existence.
Nevertheless, digital assets have many commonalities with physical assets. Digital
assets, like physical assets, can be subject to legal transactions, transferred, and even
stolen. Therefore, digital assets constitute a market with a growing economic volume,
and their legal importance increases as time passes. However, there is no certainty in our
current law regarding the transactions involving digital assets or their consequences,
and this situation causes legal insecurity in these transactions, which are based on
digital environment. To prevent this ambiguity and to provide certainty regarding
certain fundamental aspects of digital assets, UNIDROIT published the UNIDROIT
Principles on Digital Assets and Private Law in September 2023. According to the
UNIDROIT Principles, digital assets are electronic records that may be subject to
control. The concept of control has critical importance in the UNIDROIT Principles,
which is defined as the exclusive ability to prevent others from obtaining substantially
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all of the benefit from the digital asset, the ability to obtain substantially all of the
benefit from the digital asset, and the exclusive ability to transfer these abilities.

The concept of control, which refers to the determination of dominance over a
digital asset, has been addressed as a phenomenon functionally similar to possession
under the Principles. Possession is a factual matter, and its presence gives rise to legal
consequences. Because of the functional similarity, UNIDROIT acknowledges control
is a factual situs that has legal outcomes on digital assets without the physical facet of
possession. The UNIDROIT Principles aim to establish a right in rem for digital assets.
Therefore, the Principles approach the concept of control as a condition of innocent
acquisition and assertion against third parties of such a right. In this context, it can be
said that the concept of control has similar consequences to the possession of movable

property.

The main subject of this study is the meaning and content of the concept of control,
which is the main element that distinguishes digital assets from any electronic records
in the UNIDROIT Principles. In terms of the concept of control, this study evaluates
which electronic records are considered digital assets and whether control is possible
for digital assets such as e-mails and in-game items that are not in the scope of the
Principles. In addition, this study aims to discuss the direction and extent of the control
of the service provider and the customer in custody services. Finally, the limits and
importance of distinguishing rights and control over digital assets will be determined
within the framework of the UNIDROIT Principles.

Key Words: Digital Assets, Possession, Control, UNIDROIT, Blockchain
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KRIPTO VARLIK HIZMET SAGLAYICILARIN
PERSONELLERININ FILLERINDEN
SORUMLULUGU

Ugur KARACA'

Ozet

7518 Sermaye Piyasasi Kanununda Degisiklik Yapilmasina Dair Kanun (Kanun)
ile kripto varlik piyasasina iliskin diizenleme yapilmistir. S6z konusu diizenleme ile
kripto varliklar ve kripto varlik hizmet saglayicilar tanimlanmuis, kripto varlik hizmet
saglayicilara iligkin esaslar belirlenmis, kripto varlik hizmet saglayicilarin denetimi
ve sorumluluguna iligkin hiikiimler ihdas edilmistir. Getirilen hiikiimler arasinda
stiphesiz en dikkat ¢ekeni Kanun'un 9. maddesi ile Sermaye Piyasasi1 Kanunu(SPK)na
eklenen “Kripto varlik hizmet saglayicilarin denetimi ve uygulanacak yaptirimlar”
baslikli 99/B maddesidir. S6z konusu maddenin 4. fikrasinda kripto varlik hizmet
saglayicilarin; bilisim sistemlerinin isletilmesi, her tiirli siber saldiri, bilgi giivenligi
ihlalleri gibi fiillerden veya personelin her tiirli davranisindan kaynaklanan kripto
varlik kayiplarindan, 6098 sayili Kanunun 71 inci maddesi kapsaminda sorumlu olacagi
ongorialmistir.

Kanun koyucu kripto varlik hizmet saglayicilar kati bir sorumluluk rejimine tabi
tutmustur. Nitekim 6098 sayili Kanunun 71. maddesi Tiirk Bor¢lar Kanunu(TBK)'ndaki
en agir sorumluluk tiiriidiir. Oyle ki kripto varlik hizmet saglayicilar, personellerinin
her tirla fillerinden kaynaklanan kripto varlik kayiplarindan tehlike sorumlulugu
kapsaminda sorumlu olacaktir. Ancak s6z konusu diizenleme birtakim sorulari da
beraberinde getirmistir. Ornegin s6z konusu diizenleme kapsaminda her somut olayda
tehlike sorumlulugunun sartlarinin varligi degerlendirilecek midir, kripto varlik hizmet
saglayicilar teknolojinin en yeni ve gelismis araglarindan faydalansa dahi yine de bir
zarar dogma ihtimali var midir, SPK m. 99/B-4’te 6ngoriilen fiiller tipik tehlike olarak
degerlendirilebilecek midir? Yine personellerin fillerinin kripto varlik kayiplarinin yani
sira bagkaca zararlara neden olmasi halinde nasil bir sorumluluk rejimi isletilecektir ve
dahasi zarar kalemleri arasinda boyle bir ayrim yapilmasi isabetli midir?

Aragtirma Gorevlisi, Istanbul Universitesi Hukuk Fakiiltesi, Bilisim ve Teknoloji Hukuku Anabilim Dali, E-posta: ugur.kara-
ca@istanbul.edu.tr ORCID: 0000-0002-6076-0787
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Calismamiz kapsaminda oncelikle TBK m. 71’de diizenlenen genel tehlike
sorumlulugunun sartlari kisacaagiklanacak, akabinde kripto varlik hizmet saglayicilarin
s0z konusu sartlar1 saglayip saglamadigi degerlendirilecektir. Bu kapsamda ozellikle
kripto varlik hizmet saglayicilarin personellerinin fillerinin tipik tehlike olusturup
olusturmadig1 iizerinde durulacaktir. Ardindan kripto varlik kayiplari disindaki
zararlar bakimindan kripto varlik hizmet saglayicilarin sorumlulugu incelenecektir.
Bu baglamda SPK m. 99/B-4 geregi kripto varlik hizmet saglayicilarin, personellerinin
fillerinin neden oldugu kripto varlik kayiplarindan tehlike sorumlulugu kapsaminda
sorumlu olmasinin yerindeligi degerlendirilecektir. Yapilacak degerlendirmelerde SPK
m. 99/B-4 diizenlemesi AB Kripto Varlik Piyasalar1 Tuziigi (MiCA) ile karsilastirmali
olarak ele alinacaktir.

Anahtar Kelimeler: Kripto Varlik Kaybi, Kripto Varlik Hizmet Saglayici, Tehlike
Sorumlulugu, Tipik Tehlike, 3. Kisilerin Fillerinden Sorumluluk

RESPONSIBILITY OF CRYPTO ASSET SERVICE PROVIDERS
FOR THE ACTIONS OF THEIR PERSONNEL

Abstract

Regulation regarding the crypto asset market has been introduced through the Law
onthe Amendmentofthe Capital Markets Law No.7518 (Law). With the said regulation,
crypto assets and crypto asset service providers have been defined, principles regarding
crypto asset service providers have been established, and provisions related to the
supervision and responsibility of crypto asset service providers have been introduced.
Undoubtedly, the most notable provision is Article 99/B, titled “Supervision of Crypto
Asset Service Providers and Applicable Sanctions’, which was added to the Capital
Markets Law(CML) through Article 9 of the Law. Paragraph 4 of the aforementioned
article stipulates that crypto asset service providers will be held liable, under Article 71
of Law No. 6098, for crypto asset losses arising from the operation of their information
systems, any form of cyber-attacks, information security breaches, or any behaviour
of their personnel.

The legislator has subjected crypto asset service providers to a strict liability regime.
As a matter of fact, Article 71 of the Law No. 6098 is the most severe type of liability
in the Turkish Code of Obligations (TCO). As such, crypto asset service providers will
be liable for the loss of crypto assets arising from all kinds of actions of their personnel
within the scope of hazard liability. However, this regulation has also brought along
some questions. For instance, within the scope of the this regulation, will the existence
of the conditions of hazard liability be evaluated in each concrete case, even if crypto
asset service providers make use of the newest and most advanced tools of technology,
is there still a possibility that a damage may arise, can the acts stipulated in Article
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99/B-4 of the Capital Markets Law be considered as typical hazards? Similarly, if the
actions of personnel cause other damages in addition to crypto asset losses, what
kind of liability regime will be applied, and moreover, is it appropriate to make such a
distinction between different categories of damages?

Within the scope of our study, we will first briefly explain the conditions of general
strict liability as regulated under Article 71 of the TCO, and then assess whether crypto
asset service providers meet these conditions. In this context, particular emphasis will
be placed on whether the actions of the personnel of crypto asset service providers
constitute a typical risk. Subsequently, the liability of crypto asset service providers
with respect to damages other than crypto asset losses will be examined. In this
context, according to Article 99/B-4 of the CML, the appropriateness of crypto asset
service providers being liable for the losses of crypto assets caused by the acts of their
personnel within the scope of hazard liability will be evaluated. “In the evaluations to be
conducted, the provisions of Article 99/B-4 of the CML will be analysed in comparison
with the EU Markets in Crypto-Assets Regulation (MiCA).

Keywords: Crypto Asset Loss, Crypto Asset Service Provider, Hazard Liability,
Typical Risk, Liability for the Actions of Third Parties
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Yasin AYDOGDU

TRANSHUMANIZMiN POPULER URUNLERINDEN
BiRi OLAN NEURALINK TEKNOLOJISININ
INSAN HAKLARI TEORIiSi BAGLAMINDA
DEGERLENDIRILMESI

Yasin AYDOGDU"

Ozet

Insanlarin dogal sinirlarini asarak fiziksel, zihinsel, psikolojik ve sosyal acidan
bireyi daha giiclii bir seviyeye eristirmeyi amaglayan transhiimanizm diisiincesinin
fikri kokenleri Antik Yunanda Aristoteles’e kadar dayanmakla beraber, giinimiizdeki
anlamiyla transhiimanizmin ortaya ¢ikisi 20. Yiizyilin ikinci yarisina denk gelmektedir.
1950’li yillarla beraber bilgisayar, yapay zeka, robotik ve sentetik biyolojinin gelisimi ile
insan viicudundaki bazi eksiklikler ve hastaliklardan kaynaklanan dezavantajli durumu
gidermeye yonelik gelistirilen teknolojik araclar transhiimanizm diisiincesinin bilimsel
olarak giiclenmesine hizmet etmistir. Oyle ki, bu gelismeler, transhiimanistlerin
hastalanmayan, yaslanmayan ve hatta 6lumsiiz bir insan tiirii gelistirilebilecegine
yonelik inanglarinin iitopik olmaktan g¢ikararak bilimsel zeminde tartisilmasina yol
acmistir.

21. Yiizyilda yapay zeka basta olmak tizere bilisim teknolojilerindeki hizli gelisim
transhiimanizmin bir disiince ve felsefe olmasindan 6te gecerek kendine 6zgii bir
endiistri olusturmasina yol acmustir. Oyle ki, daha 6nce bilim kurgu yapimlarinda
karsimiza ¢ikan bazi araglar giiniimiizde artik belirli teknoloji sirketleri tarafindan
gelistirilebilmektedir. Bu sirketler arasinda son yillarda yaptig1 calismalarla adindan
siklikla soz ettiren Neuralink de vardir. Daha 6nce bir grup norolog tarafindan
gelistirilen ancak ABD’li iinlii girisimci ve is insani Elon Musk tarafindan satin
alinmasinin ardindan diinya genelinde taninirliga erisen Neuralink, insan beynine
takilan ¢ip seklinde bir implant ile beyin noronlarina erisim saglanarak alzheimer,
parkinson, gorme bozukluklari, hafiza kayb1 gibi hastaliklar: iyilestirmek ve hatta
omurga yaralanmalarindan kaynaklanan kalici felci ortadan kaldirmak gibi tedavi
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amaclarinin yani sira bilgisayar ve gelismis yapay zeka teknolojilerinden faydalanarak
insan beynini daha ileri seviyeye getirmeyi amacladigini belirtmektedir. Belirli
hayvanlar iizerindeki deneyleri basariyla tamamlayan Sirket, su siralar goniillii insanlar
izerinde bu teknolojiyi test etmektedir. Bu gelismeler karsisinda endise duyan ve farkl
gerekcelerle karsi ¢ikan bir kesim bulunmakla beraber, aksine bu ve benzeri ¢alismalar:
destekleyen ve testlerin basarili sonuglanmasini heyecanla bekleyen bir kesim daha
vardur.

Calismada oncelikle transhiimanizm diisiincesinin mevcut durumu, savunucularinin
argiimanlar1 ve bu distinceye yonelik elestiri ve kaygilara deginilecektir. Ardindan
transhiimanizmin son yillardaki en popiiler araglarindan biri olan Neuralink teknolojisi
hakkinda bilgiler verilerek, bu teknolojinin mevcut durumu ile yakin gelecekte
erisecegi diizey iizerinden insan sagligina olumlu ve olumsuz etkileri ele alinacaktir.
Nihayetinde konunun etik ve sosyolojik yonii tizerinde kisaca durulduktan sonra
Neuralink teknolojisinin hak ve 6zgiirliikler ile insan haklar: teorisinin temel ilkeleri
baglaminda degerlendirmesi yapilacaktir. Degerlendirmede insanin sirf insan olarak
dogmasindan kaynakli olarak sahip oldugu hak ve ozgiirliiklerden hangilerinin bu
gelismelerden ne diizeyde etkilenecegi ve insan tiirii arasinda bir ayrimciligin ortaya
cikip ¢cikmayacag esitlik ilkesi tizerinden ele alinacaktir.

Anahtar Kelimeler: Transhiimanizm, Neuralink, Insan Haklar1 Teorisi, Robot,
Yapay Zeka.

EVALUATION OF NEURALINK TECHNOLOGY THAT ONE OF
THE POPULAR PRODUCTS OF TRANSHUMANISM IN THE
CONTEXT OF HUMAN RIGHTS THEORY

Abstract

Although the intellectual origins of the idea of transhumanism, which aims to
achieve a higher physical, mental, psychological and social level by exceeding the
natural limits of human, date back to Aristotle in ancient Greece, the emergence of
transhumanism in its current sense coincides with the second half of the 20th century.
The development of computers, artificial intelligence, robotics and synthetic biology in
the 1950s, and the technological tools developed to overcome the disadvantages caused
by certain deficiencies and diseases of the human body, have served to strengthen the
idea of transhumanism scientifically. In fact, these developments have transformed
the transhumanist belief that a human species that does not get sick, does not age, and
is even immortal, can be developed from utopian to scientific.

In the 21st century, the rapid development of information technologies, especially
artificial intelligence, has meant that transhumanism has gone from being an idea
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and a philosophy to becoming an industry in its own. So much so that some of the
tools previously seen in science fiction productions can now be developed by certain
technologycompanies. One such companyis Neuralink, which has made aname foritself
in recent years. Neuralink, which was originally developed by a group of neurologists
but gained worldwide recognition after being acquired by the famous US entrepreneur
and businessman Elon Musk, says it aims to take the human brain to a more advanced
level by using computer and advanced artificial intelligence technologies, as well as
treatment purposes such as improving diseases such as Alzheimer’s, Parkinson’s, visual
impairment, memory loss and even eliminating permanent paralysis caused by spinal
injuries, by providing access to brain neurons through a chip-shaped implant inserted
into the human brain. Having successfully completed experiments on certain animals,
the company is now testing the technology on human volunteers. While some people
are concerned about these developments and oppose them for various reasons, there
is another group of people who support these and similar studies and eagerly await the
successful outcome of the tests.

In the study; firstly, the current status of the idea of transhumanism, the arguments
of its advocates, and the criticisms and concerns about this idea will be discussed. Then,
by providing information on Neuralink technology, one of the most popular tools of
transhumanism in recent years, the positive and negative effects of this technology on
human health will be discussed through its current status and the level it will reach in
the near future. Finally, after a brief discussion of the ethical and sociological aspects
of the subject, the Neuralink technology will be evaluated in the context of rights and
freedoms and the basic principles of human rights theory. In the evaluation, it will be
discussed which of the rights and freedoms that human beings have by virtue of their
birth as human beings will be affected by these developments, and to what extent,
and whether discrimination between human species will arise through the principle
of equality.

Keywords: Transhumanism, Neuralink, Human Rights Theory, Robot, Artificial
Intelligence.
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METAVERSE PLATFORMLARINDAKI iSLEMLERIN
VERGILENDIRILMES|I PROBLEMI

Arzu KALYON’, Ayse Nur YAYLA™

Ozet

Metaverse'de sayisiz vergilendirebilir islemlerin vergiye tabi olmadig1 ve bunun da
vergi adaletini zedeledigi diisiincesi son yillarda tartisilmaya baslanmistir. Metaverse
diinyanin doért bir yanindan insanin bir araya gelerek ekonomik ve ticari iliskilerini
stirdiirdiigii dijital bir evren olma yolunda ilerlemektedir. Dijital ortamda gergeklesen
ve vergiye tabi olmayan bir ¢ok faaliyetin vergilendirilmesi ve buna iliskin vergi
diizenlemelerin olusturulmasi yeni bir “vergi cenneti” yaratilmamasi i¢in 6nemlidir.

Metaverse'de ekonomik anlamda islemler yapildiginda, gercek diinyada bir gelir elde
edilmektedir. Metaverse'de elde edilen bu gergek gelirin kime ait oldugunu belirlemek
yani oncelikle kimin vergilendirilecegini, sanal diinyanin arkasindaki gercek veya tiizel
kisiyi ortaya ¢ikarmak gerekecektir. Bu konuda server saglayicilarindan veya benzer
teknolojilerden yararlanilmasi diisiiniilebilir. Daha sonra ise, verginin yasallig1 ilkesi ve
belirlilik ilkesi geregince, dijital ortamda vergiyi doguran olayin ve matrahin taniminin
yapilmasi zaruridir.

Ancak, vergilendirme zamani bakiminda ise klasik Gelir Vergisi ve Kurumlar Vergisi
Kanunu'nda oldugu gibi bunun beyan esasina gore degil de “aninda” vergilendirme
sistemi ile yapilmasi daha etkin bir vergilendirme olacaktir. Ayrica, kanun koyucu
tarafindan sanal miilkiyet taniminin da yapilmas: gerekmektedir.

Dijital ortamda elde edilen gelirin hangi tlkenin vergilendirme yetkisinde
oldugunun dogru belirlenmesi de cifte vergilendirme bakimindan 6nem tasimaktadir.
Bir diger 6nemli konu ise elde edilen gelirin niteliginin belirlenmesi olacaktir. Ornegin,
Dijital ortamda, dijital kodla alim satimi yapilan sanat eserleri, siireklilik unsuru var
ise Gelir Vergisi Kanununun 65. Maddesi uyarinca serbest meslek kazanci olarak
nitelendirilebilecektir. Ancak, serbest meslek faaliyeti arizi olarak yapilmakta ise, elde
edilen gelir serbest meslek kazanci olarak degil, Gelir Vergisi Kanunu 80. Madde diger
kazang ve iratlar kapsaminda degerlendirilecektir.

Vergi diizenlemelerin, dijital diinyadaki gelismeleri yakalamasi ve buna iligskin
¢oziimler bulmasi zaruridir. Nitekim, Anayasanin 73. Maddesinde de “herkes” in
mali gilicline gore vergilendirilmesi 6ngoriilmiistiir. Metaverse’de 6deme araci olarak

*  Doktor Ogretim Uyesi, Istanbul Medeniyet Universitesi Hukuk Fakiiltesi, https://orcid.org/0000-0001-6289-6189, arzu.kal-
yon@medeniyet.edu.tr

**  Ar. Gor, Istanbul Medeniyet Universitesi Hukuk Fakiiltesi, https://orcid.org/0009-0005-6591-676X, aysenur.yayla@medeni-
yet.edu.tr
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kullanilan kripto paralar, dijital jetonlar vb. vergiyi doguran olayin takibi i¢in 6nemlidir.
Her ne kadar Metaverse teknolojisinde NFT, kripto para birimleri gibi dijital varliklarin
vergilendirilmesi zor olsa da, dijital ortamda yapilan ve kazang saglanan islemlerin
vergiye tabi olmasi i¢in bir an dnce ¢alismalarimiza baslamamiz gerekmektedir.

Anahtar Kelime: Metaverse, vergi, dijital varlik, cifte vergilendirme, vergilendirme
yetkisi

THE PROBLEM OF TAXATION OF TRANSACTIONS ON
METAVERSE PLATFORMS

Abstract

The tax justice, has started to be discussed in recent years that numerous taxable
transactions in the Metaverse are not taxed. Metaverse is on its way to becoming a
digital universe where people from all over the world come together and maintain
their economic and commercial relations. It is important to tax many non-taxable
activities that take place in the digital environment and to establish tax regulations
related to this in order not to create a new “tax haven”.

When economic transactions are made in the metaverse, an income is obtained in
the real world. It will be necessary to determine to whom this real income obtained
in the metaverse belongs, that is, first of all, it will be necessary to reveal who will be
taxed and the real or legal person behind the virtual world. In this regard, it may be
considered to use server providers or similar technologies. Then, in accordance with
the principle of legality of tax and the principle of certainty; it is essential to define the
event and base that gives rise to the tax in the digital environment.

However, in terms of taxation time, it will be a more effective taxation to do this
with an “instant” taxation system, not on a declaration basis, as in the classical Income
Tax and Corporate Tax Law. In addition, the definition of virtual property must also
be made by the legislator.

It is also important in terms of double taxation to correctly determine which
country has the taxation authority of the income obtained in the digital environment.
Another important issue will be to determine the nature of the income obtained. For
example, works of art traded with digital codes in the digital environment, if there is an
element of continuity, are subject to Article 65 of the Income Tax Law. In accordance
with the article, it can be qualified as self-employment earnings. However, if the self-
employment activity is carried out incidentally, the income obtained is not considered
as self-employment income, but as income under Section 80 of the Income Tax Act.
The item will be evaluated within the scope of other earnings and revenues.
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It is imperative that tax regulations catch up with the developments in the digital
world and find solutions for this. As a matter of fact, Article 73 of the Constitution.
In the article, it is stipulated that “everyone” will be taxed according to his financial
power. Cryptocurrencies, digital tokens, etc., which are used as a means of payment in
the metaverse, are important for the follow-up of the event that gives rise to the tax.

Although it is difficult to tax digital assets such as NFTs and cryptocurrencies in
Metaverse technology, we need to start working as soon as possible to ensure that
transactions made and earned in the digital environment are subject to tax.

Keyword: Metaverse, tax, digital asset, double taxation, taxation jurisdiction
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KRIPTOGRAFi HUKUKU BAGLAMINDA
OZEL HAYATIN GIiZLiLiGi VE NEMO TENATUR
ILKESI

Ozgiir TASDEMIR’

Ozet

Bilisim ¢aginda, giindelik toplumsal iliskilerden, devletlerin yurittiigii giivenlik
hizmetlerine kadar birgok bireysel veya kamusal faaliyet dijital alana tasginmistur.
Nesnelerin interneti, yapay zeka, beyin makine arayiizii ve gézetim teknolojilerinin
gelisimiyle giindelik hayatin daha da fazla dijitallesecegi, 6zel veya kamusal verilerin
Ooneminin artacagl aciktir. Bu gelismeler 1siginda kriptografinin de “kisisel veri”
kavrami gibi gelecekte hukukgularin giindemlerinden birini olusturacagini tahmin
edebiliriz. Clinkii verilerin gizliligi ve siber giivenlik ancak sifreleme teknolojileri ile
saglanabilmektedir. Bu nedenle, Tiirkiye'de heniiz az sayida insanin duydugu kriptografi
hukukuna deginmek gerekir. Kriptografi hukuku, sifreleme teknolojilerinin tretim
stireclerini, kimler tarafindan, nasil ve hangi sartlar, sinirlar altinda kullanilabilecegini,
ithalat ve ihracatini diizenleyen hukuk kurallarini barindiran, kamu hukukunun
bir dalidir. Veri gizliligi ve giivenligiyle iliskisi nedeniyle bilisim hukukunun altinda
degerlendirilebilir.

Kriptografi hukuku, silahli kuvvetlerce ve gizli servislerce kullanilan sifreleme
teknolojilerinin, milli giivenlikle ilgili goriilerek, ihracatlarinin diizenlenmesiyle dogar.
Ornegin, hukuk sistemimizde kriptografiye dair bulabilecegimiz ilk diizenlemeler
Wassenaar Diizenlemesine dayanir. Buna karsin bu hukuk alaninda karsilasilabilecek
en 6nemli sorunlar 6zel kisilerce sifreleme teknolojilerinin kullanimiyla karsimiza ¢ikar.
Bireyler ve devlet arasindaki, mahremiyet ve giivenlik dengesi adalete dayanmalidir.
Sug delillerini karartmak amaciyla sifreleme teknolojilerinden yararlanilabilmekte ve
sug orgiitleri devlet otoritelerine karst énemli bir koz kazanmaktadir. Ornegin Cin,
ozel sahislarca sifreleme teknolojilerinin kullanimini kisitlamaktadir. Bir sifrelemenin
delil etmek amaciyla kirilamamasi durumunda, sanigin sifreleme anahtarin
vermesinin gerekip gerekmedigi, bunun nemo tenetur ilkesi cercevesinde mesruiyeti

Dr. Ogretim Uyesi, Yozgat Bozok Universitesi Hukuk Fakiiltesi, Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, (okucuk-
tasdemir@gmail.com), Orcid Id: https://orcid.org/0000-0001-5327-1822
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baska bir tartisma konusudur. Devletlerin, hangi kosullarda, “arka kapilar” araciligryla
sifrelenmis iletisimlere (Orn. WhatsApp) miidahil olabilecekleri, bireylerin hangi
sinirlar icinde sifreleme programlariyla kisisel verilerini koruyabilecekleri, 6zel hayatin
gizliligi cercevesinde ele alinabilecek bir baska sorundur. Iphone telefonlara erisim
saglanmasiyla ilgili Apple ve FBI arasindaki mahkemeye tasinmis uyusmazliklar,
tartisma konumuz agisindan oOnemli Orneklerdir. Sunumumuzda, kriptografi
hukukunun, uluslararasi diizenlemeler ve karsilagtirmali hukuk 1s1ginda incelemesi
yapilacak, KVKK ile CMK'nin 134’tincii ve 135’inci maddeleri gercevesinde Tiirk
hukukundaki yeri degerlendirilecektir.

Anahtar Kelimeler: Kriptografi, Kriptografi Hukuku, Kriptografik Adalet, Ozel
Hayatin Gizliligi, Nemo Tenatur

IN THE CONTEXT OF CRYPTOGRAPHY LAW:
PRIVACY AND THE PRINCIPLE OF NEMO TENETUR

Abstract

In the digital era, numerous aspects of both individual and public activities, ranging
from everyday social interactions to state security services, have transitioned into the
digital realm. With the advent of the Internet of Things, artificial intelligence, brain-
machineinterfaces, and surveillance technologies, it is evident that daily life will become
increasingly digitized, thereby amplifying the significance of both personal and public
data. According to these developments, it is foreseeable that cryptography, much like
the concept of “personal data,” will become a prominent subject of legal discourse.
Because data privacy and cybersecurity can only be safeguarded through encryption
technologies. Therefore, it is imperative to address the subject of cryptography law,
which remains relatively unfamiliar to many in Turkey. Cryptography law constitutes
a branch of public law that encompasses the legal frameworks governing the
development, utilization, and regulation of encryption technologies, specifying who
may use such technologies, under what conditions, and within what limitations. It also
governs the import and export of these technologies. Due to its intrinsic link with data
privacy and security, cryptography law may be regarded as a subfield of information
technology (IT) law.

The legal imperative for regulating cryptography emerged from the need to
control the export of encryption technologies used by military forces and intelligence
agencies, as these are considered crucial to national security. For instance, the
initial regulations concerning cryptography in our legal system can be traced to the
Wassenaar Arrangement. However, the most significant challenges in this area arise
in relation to the use of encryption technologies by private individuals. The delicate
balance between privacy and security in the relationship between individuals and the
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state must be established on principles of justice. Encryption technologies may serve
as concealment for criminal evidence and provide considerable leverage for criminal
organizations against state authorities. As an illustrative example, China imposes strict
limitations on the use of encryption technologies by private individuals.

In cases where encryption cannot be breached for evidentiary purposes, a critical
legal question emerges regarding whether judicial authorities, within the framework of
the nemo tenetur principle, may compel an accused person to surrender the encryption
key. Furthermore, the conditions under which states may intervene in encrypted
communications (e.g., WhatsApp) through the implementation of “backdoors” and
the extent to which individuals can protect their personal data through encryption
programs represent further issues that can be examined within the broader context
of the right to privacy. The legal disputes between Apple and the FBI regarding access
to iPhone data serve as notable examples that are pertinent to this discussion. This
presentation will examine cryptography law within the context of international
regulations and comparative legal frameworks, and will assess its standing within
Turkish law, particularly in relation to Law on the Protection of Personal Data (KVKK)
and Articles 134 and 135 of the Turkish Criminal Procedure Code.

Keywords: Cryptography, Cryptography Law, Cryptographic Justice, Privacy,
Nemo Tenatur
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Murat BALCI

KRIPTO VARLIK HIZMET SAGLAYICILAR
TARAFINDAN iSLENEN ZIMMET SUGU

Murat BALCI

Ozet

Merkeziyetsiz bir yap1 arz eden blokzincir teknolojisi ve bu teknoloji kullanilarak
ortaya cikarilan kripto varliklar, giinimiizde oldukca yayginlasmistir. Yakin gegmis
zamanda ortaya ¢ikan bu varlik tiirti, kanun koyucularin da radarina girmistir. Bu
dogrultuda kripto varliklara iliskin yasal diizenleme getiren iilkelerden biri de Tirkiye
olmustur. T.C. Merkez Bankas tarafindan ¢ikarilan “Odemelerde Kripto Varliklarin
Kullanilmamasina Dair Yonetmelik” sonrasi, ihtiyacin daha da arttigini géren kanun
koyucu, 7518 sayil1 “Sermaye Piyasasi Kanununda Degisiklik Yapilmasina Dair Kanun”
ile bu alanailiskin 6zel bir takim kanuni diizenlemeler getirmistir. Kamuoyunda “Kripto
Varlik Yasas1” olarak bilenen bu diizenlemede, kripto varlik hizmet saglayicilar1 temel
alinmistir. Kanunda kripto varlik hizmet saglayicilari gesitli agilardan diizenlendikten
sonra ayni zamanda “Kripto Varlik Hizmet Saglayicilarda Zimmet” bashg: altinda yeni
bir sug tipi 6ngorilmistiir.

Calismada Sermaye Piyasasi Kanunu (SPK) m. 110/A da diizenlenen kripto varlik
hizmet saglayicilar tarafindan islenen zimmet sugu tizerinde durulacaktir. SPK’'nin
110/A maddesi diizenlemesi dncesinde TCK'nin 155'nci maddesinde diizenlenen
giiveni kotiiye kullanma suc¢u kapsaminda degerlendirilebilecek fiiller 6zel olarak
diizenlemeye tabi tutulmus cezalar1 da agirlastirilmistir. SPK m. 110/A kapsaminda
diizenlenen sug tipi, 5411 Sayili Bankacilik Kanunu'nun 160'nc1 maddesinde yer alan
hiikmii temel almistir. Hiikiim kripto varlik hizmet saglayicilara uyarlanarak formiile
edilmistir.

Tebligde sug tipinde gecen temel kavramlar, sucla korunan hukuki deger, sucun
unsurlari, sugun 6zel goriinis sekilleri, etkin pismanlik ve yaptirim konulari tizerinde
durulacak ve detayli bir degerlendirme yapilacaktur.

Anahtar Kelimeler: Kripto Varlik, Kripto Varlik Hizmet Saglayici, Zimmet Sugcu,
Bilisim Suglari, Sermaye Piyasasi Kanunu.

Prof. Dr, Polis Akademisi Bagkani, ORCID: 0000-0002-8506-7911.

58



111. ULUSLARARASI BiLiSiM VE TEKNOLOJi HUKUKU SEMPOZYUMU
111 INTERNATIONAL IT LAW SYMPOSIUM

THE CRIME OF EMBEZZLEMENT COMMITTED BY CRYPTO-
ASSET SERVICE PROVIDERS

Abstract

The decentralized blockchain technology and crypto assets created using this
technology have become quite widespread today. This type of asset, which has emerged
in the recent past, has also entered the radar of lawmakers. Accordingly, Turkey has
been one of the countries to introduce legal regulations on crypto assets. After the
“Regulation on the Non-Use of Crypto Assets in Payments” issued by the Central
Bank of the Republic of Turkey, the legislator, seeing that the need has increased
even more, has introduced some special legal regulations in this field with the “Law
Amending the Capital Markets Law” numbered 7518. This regulation, publicly known
as the “Crypto Asset Law’, is based on crypto asset service providers. After regulating
crypto asset service providers in various aspects, a new type of crime under the title
of “Embezzlement in Crypto Asset Service Providers” has been stipulated in the Law.

This study will focus on the crime of embezzlement committed by crypto asset
service providers regulated under Article 110/A of the Capital Markets Law (CMB).
Prior to the regulation of Article 110/A of the CMB, the acts that can be considered
within the scope of the crime of abuse of trust regulated under Article 155 of the TCC
were subject to special regulation and their penalties were aggravated. The type of
offense regulated under Article 110/A of the CML is based on the provision of Article
160 of the Banking Law No. 5411. The provision has been formulated by adapting it to
crypto asset service providers.

In the present communiqué, the basic concepts of the crime type, the legal value
protected by the crime, the elements of the crime, the special forms of appearance of
the crime, effective remorse and sanctions will be emphasized and a detailed evaluation
will be made.

Keywords: Crypto Asset, Crypto Asset Service Provider, Embezzlement, IT
Crimes, Capital Markets Law.
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CEZA MUHAKEMESINDE SEGBIS
UYGULAMASINA iLISKIN SORUNLAR VE ¢OzUM
ONERILERI

Can CANPOLAT

Ozet

23 — 24 Mart 2000'de yapilan Lizbon Zirvesi'nde, AB, on yillik ekonomik ve
politik hedefleri icin elektronik doniisiimii temel alan bir plan agiklamistir. Planda,
bilgiye dayali ekonominin yarattig1 degisimi yakalamak icin kiiresel bilgi altyapilarini
olusturmak ve egitim sistemini modern ihtiyaclara gore donistiirmek temel gaye
olarak ifade edilmistir. Tiirkiye, 2001’de bu plani e-Tiirkiye ad1 altinda hayata gecirmek
icin projelendirmeler yapmis, 2006 yilinda e-devlet uygulamas: hayata gecirilmistir.
E-Tirkiye’nin en 6nemli goriiniimlerinden biri Ulusal Yargi Ag1 Projesidir (UYAP).
Bu cercevede Adalet hizmetlerinin asamali olarak elektronik ortama tasinmasi
hedeflenerek UYAP1 hayata gecirmek tizere sorumlu kurum olan Adalet Bakanlig: ile
Havelsan A.S. arasinda protokoller imzalanmistir. Proje ile Adalet Bakanligi'na bagh
merkez ve tasra teskilatlarinin timiinde elektronik adalet hizmeti verecek sekilde bir
altyap1 kurulmustur.

Bu cercevede ortaya cikan adalete erisimin kolaylastirilmas: siirecinde, yani
E-Devlet ve UYAP’1n ana zeminini olusturan diisiincenin bir parcasi ve asamasi olarak
muhakeme safahatinda yapilan islemlerin, imkan bulundugu 6l¢iide ses ve goriintii
kaydeden cihazlarla tespit edilmesi diisiincesi 6n plana ¢ikmistir. Boylece kayitlarin
sonradan incelenerek tereddiitlit hususlarin agikliga kavusturulmasi saglanabilecek ve
daha da 6nemlisi, denetim muhakemesinde kovusturmanin kanuna uygun yiritilip
yiriitiilmedigi degerlendirilebilecektir. Bu agcidan CMK'daki hiikiimler incelendiginde,
Ses ve Goriintii Bilisim Sistemi (SEGBIS) kullaniminin takdire birakildig1 ve zorunlu
tutuldugu bazi diizenlemelere yer verildigi goriilmektedir.

Tebligde, CMK'da yer verilen diizenlemeler mucibince kayda alinan muhakeme
islemleriyoniindentatbikattagiindemegelenmeseleler; “CMKm.219’agéredurusmanin

Dogent Doktor, Yalova Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali, ORCID: 0000-0002-
8729-0359, canpolat@yalova.edu.tr
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SEGBISaraciligiylakaydaalinmasi halinde, bilirkisi eliyle metne doniistiiriilen tutanagin
usuliine uygun imza edilmemesi yahut ge¢ imzalanmast’, “SEGBIS araciligiyla yapilan
tanik dinleme islemlerinde CMK'nin emredici diizenlemelerinin gozetilmemesi” ve
“yargilama safahatindaki hakim degisiklikleri” basliklar1 altinda, gesitli ihtimaller de
goz oniinde bulundurularak degerlendirilmistir. Tahkik edilen sorunlarin ¢éziimii
icin hukuk devleti prensibinin i¢sellestirilerek bu prensibe uygun yargilama yapilmasi
gerektigi, tatbikatin bu yonde sekillenebilmesi icin yarginin uygun bir zemine ve is
giiciine kavusturulmasi gerektigi vurgulanmistir. Keza ceza muhakemesine, miidafi
veya vekil sifatiyla katilan avukatlarin, usul hukukuna hakim olmalari, bu hususlar

nazarinda savunma yapmalarinin 6nemine isaret edilmistir.

Anahtar Kelimeler: SEGBIS, savunma hakky, silahlarin esitligiilkesi, adil yargilanma
hakki, nitelikli usul adaleti.

PROBLEMS AND SOLUTION SUGGESTIONS REGARDING
SEGBIS (AUDIO AND VIDEO INFORMATION SYSTEM) IN
CRIMINAL PROCEDURE

Abstract

At the Lisbon Summit held on March 23 — 24, 2000, the European Union (EU)
announced a ten-year plan focusing on economic and political objectives based on
electronic transformation. The plan highlighted the importance of establishing global
information infrastructures and transforming educational systems to meet modern
needs in order to capture the changes brought about by a knowledge-based economy.
In 2001, Turkey initiated efforts to implement this plan under the project known as
e-Turkey, and in 2006, the e-Government application was launched. One of the most
significant components of e-Turkey is the National Judicial Network Project (UYAP).
Within this framework, protocols were signed between the Ministry of Justice and
Havelsan A.S. to progressively digitize justice services. Through this project, an
electronic infrastructure was established to enable the entire central and provincial
organizations under the Ministry of Justice to provide digital judicial services.

In the course of this process, the idea of recording procedural stages with audio
and video devices has come to the fore as part of the broader goal of facilitating access
to justice, which is a foundational element of both e-Government and UYAP. Thus,
by examining such records afterward, it becomes possible to clarify any ambiguities,
and more importantly, to assess whether the prosecution process was conducted in
accordance with legal procedures during appellate reviews.

When examining the provisions of the Turkish Code of Criminal Procedure (CMK),
it is evident that the use of SEGBIS is left to discretion in some instances and mandated
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in others. In practice, several issues have arisen concerning procedural actions
recorded under the provisions of the CMK. These issues have been evaluated under
headings such as: “In cases where the hearing is recorded via SEGBIS in accordance
with Article 219 of the CMK, the failure or delayed signing of the transcript converted
into text by an expert” “Failure to comply with the mandatory provisions of the CMK in
witness hearings conducted via SEGBIS” and “Judge changes during the trial process”
considering various possibilities.

It has been emphasized that to resolve these issues, judicial processes must be
conducted in accordance with the principle of the rule of law, and that the judiciary
must be provided with appropriate infrastructure and workforce to ensure this.
Furthermore, it has been underlined that lawyers participating in criminal proceedings
as defense counsel or legal representatives must be proficient in procedural law and
conduct their defense with these considerations in mind.

Key words: The usage of audio and video information system (SEGBIS), right to
defense, principle of equality of arms, right to fair trial, procedural justice.
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YAPAY ZEKA VE CEZA YARGILAMASI: AB
YAPAY ZEKA TUZUGU ISIGINDA YUKSEK RIiSKLI
SISTEMLERIN KULLANILMASI

Kenan Evren YASAR’

Ozet

Insanlar asirlardir bilgi ile iliski icindedir. Ilk basta insan bilginin ne oldugunu
bilmeden tecriibe yoluyla, doga ile temas ettikce bilgi edinmeye basladi. Ilerleyen
zamanlarda bilgi doga ile sinirli kalmadi ve dogadan edinilen bilgi insan tarafindan
soyutlanmaya baslandi. Insanoglunun bilgiyi sevmesi de bu asamadan sonra gerceklesti.
Antik Yunan filozoflar1 bilgilerin pesine diistli, stoacilar soyut bilgiyi tartisilabilir,
stipheli hale getirdi. Tek tanrili dinler bilgiyi kadir-i mutlak olan ilahi kudrete havale
ettiler. Aydinlanma filozoflari bilgiyi ilahi bilgi, doga bilgisi ve beseri bilgi seklinde tasnif
ettiler ve bu alanlardaki bilgilerin nitelikleri itibariyle birbirinden farkli oldugunu ortaya
koydular. Bu ayrim sonrasinda beseri bilgi hizli bir sekilde gelisme gosterdi, ¢cogalds,
genisledi. Bilginin konusu diinyay1 asarak uzaya ulasti. Artik insanoglu asirlardir
uzaktan izledigi, merak ettigi ve bir kisim korkularinin kaynagi olan uzayin bilgisini
edinmekteydi. Uzayin bilgisi iletisimin hizlanmasinin 6niinii acti. Uzaya dair bilgiler
ile insanoglu bilgisayar cagina gecisi hizlandirdi. Bilgi iletisimin konusu olmaktaydu.
Iletisime imkan taniyan arac ise bilgisayar ve bilgisayarlar1 birbirine baglayan internet
teknolojisi oldu. Bu asamadan sora bilgi artik bir veriydi ve hi¢bir veri kaybolmuyor
bilgisayarlar aracilig ile saklanabiliyor ve istendigi zaman yer degistirebiliyordu.

Veri haline gelen bilgi artik stiphesiz hukukun konusu olmaliydi. Artik iki bloklu
diinyada bloklarin birbirinden sakladiklari ve birbiriyle yarista kullandiklar: bilgilerden
degil herkes hakkinda olusturulan, toplanan ve hatta depolanan yani kaybolmasi
zorlasan bilgiden s6z ediliyordu. Bu bilgilerin toplanmasinin ardindan tasnif edilmesi
ve degerli, kullanilabilir verilere donustiiriilmesi gerekmektedir. Bu ihtiya¢ yapay
zekanin arkasinda yatan asil nedendir.

Bilginin askeri, siyasi boyutu ve dolayisiyla insan haklar1 boyutu bulunmaktadur.
Biz bu ¢alismamizda verinin insan haklarini ilgilendiren yoni ile ilgilenecegiz. Veri
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mademki insana dair o halde dncelikle insan haklariile iliskilendirilmesi gerekmektedir.
Kisilere ait olan verilerin gelisen teknoloji ile hizli ve yaygin bir sekilde toplanip
islenmesi insan haklarinin 6nemli bir konusudur. Avrupa Genel Veri Koruma Tiziigi
bu asamada devreye girdi ve 6 yillik bir hazirlik siireci sonrasinda kisisel verilerin
korunmasi amacina matuf bir sekilde yiiriirliige girdi. Gelinen son asamada ise artik
verilerin toplanmasinin regiile edilmesi de yeterli giivenceyi saglamamaktadir. Zira
yapay zeka teknolojisi ile toplanan verilerden derin 6grenme yoluyla makineler yeni
veriler ve analizler gerceklestirmeye basladi. Yapay zeka ile toplanan verilerden yeni
veri liretme veya toplanan verilerden insan miidahalesi olmadan sonuglar ¢ikarma
miimkiin hale geldik¢e de sorun insan haklar1 boyutuyla daha tehlikeli hal almaya
basladi.

Bu asamada konu ile ilgili su sorular giincel sorulardir; (1) Yapay zekanin yeniden
tirettigi bilgilerin kaynagindaki bilgiler nasil korunmalidir? (2) Yapay zeka bilgi tiretme
kapasitesi dolayisiyla hukuki veya cezai sorumlulugun siijesi olabilir mi? (3) Yapay
zekanin kendisi verilerin girildigi bir ortamda muhakeme yapabilir mi? (4) Bilgi isleme
ve liretme araci olarak yapay zekanin iiretmis oldugu bilgilerin kullanim alanlarini
sinirlandirmak gerekir mi?

Bu ve benzeri sorulara felsefi, 6zel hukuk ve kamu hukuku alaninda cevaplar
aranmaktadir. Calismamiz kapsaminda ozellikle son soruya cevap bulmaya
calisacagiz. Yapay zekanin urettigi bilgilerin kullanim alanlari sinirlandirilabilir mi,
sinirlandirilabilirse nasil? Ozel olarak da yapay zeka tarafindan iiretilen verilerin ceza
muhakemesinde kullanmak miimkiin mii? Kullanimin mimkiin kilindig1 hallerde
temel hak ve o6zgiirliiklere miidahale sinir1 nasil belirlenecektir?

Calismamiz kapsaminda bu sorulara “Yapay Zeka Hakkinda Uyumlastirilmig
Kurallar Getiren ve Bazi Birlik Yasama Tasarruflarini Degistiren (AB) 2024/1689 sayili
Tizik” cercevesinde nasil cevap verildigini tiiziigiin risk temelli anlayisin1 da izah
ederek ele almaktayiz.

Calismamizin giris kisminda yapay zeka sistemleri tarihsel olarak anlatilacak, yapay
zekanin maddi ceza hukuku ve ceza muhakemesi hukuku iliskisine deginilecek, yapay
zekanin sugun 6nlenmesi ve sugun tespiti i¢in kullanim yontemleri ele alinacak, dnleyici
kolluk ve adli kolluk agisindan yapay zeka sistemlerinin kullanimi izah edilecek, AB
Yapay Zeka Tuziigii'nde yer alan risk temelli yaklasim anlatilacak, tiiziik kapsaminda
kabul edilemez risk, yiiksek risk tasiyan yapay zeka sistemlerinin kullaniminin sinirlar
hakkinda bilgi verilecektir. Ceza muhakemesinde kullanilabilecek olan yapay zeka
sistemlerinin yiiksek riskli olarak kabul edildigi ve hangi sartlar altinda kullanilabilecegi
incelenecektir.

Anahtar Kelimeler: Veri, Yapay Zeka, Onleyici Kolluk, Adli Kolluk, Risk Temelli
Yaklagim
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ARTIFICIAL INTELLIGENCE AND CRIMINAL PROCEDURE: THE
USE OF HIGH-RISK SYSTEMS IN LIGHT OF THE EU ARTIFICIAL
INTELLIGENCE REGULATION

Abstract

Humankind has been in a relationship with knowledge for centuries. Initially,
humans began acquiring knowledge without understanding its essence, primarily
through experience and contact with nature. Over time, knowledge expanded beyond
nature, and the information derived from nature was abstracted by humans. It was
at this stage that humanity began to cherish knowledge. Ancient Greek philosophers
pursued knowledge, Stoics rendered abstract knowledge debatable and skeptical,
while monotheistic religions attributed knowledge to the omnipotent divine power.
Enlightenment philosophers classified knowledge into divine, natural, and human
categories, emphasizing the distinct characteristics of each. This differentiation
accelerated the development of human knowledge, which grew rapidly in scope and
scale. Knowledge transcended the world, extending into space. Humanity began to
acquire information about the space it had observed, wondered about, and feared for
centuries.

The knowledge of space facilitated advancements in communication. Through space
exploration, humanity accelerated the transition to the computer age. Knowledge
became a subject of communication, with computers and the internet serving as tools
that enabled this communication. At this stage, information became data—data that
could be preserved indefinitely and transferred as needed via computers.

Data, as a form of information, undoubtedly became a matter of law. No longer
limited to classified, competitive information in a bipolar world, data began to refer
to information collected, stored, and categorized about everyone—data that was
increasingly difficult to lose. Following collection, this data required classification
and transformation into valuable, actionable insights. This necessity underpins the
development of artificial intelligence (AI).

Knowledge inherently possesses military, political, and human rights dimensions.
This study focuses on the intersection of data and human rights. If data pertains
to individuals, it must first and foremost be linked to human rights. The rapid and
widespread collection and processing of personal data by emerging technologies
represent a significant human rights issue. The General Data Protection Regulation
(GDPR) addressed this concern, coming into force after six years of preparation to
ensure the protection of personal data. However, regulating data collection alone
no longer provides adequate safeguards. With AI technologies, machines began
generating new data and analyses through deep learning from collected data. As Al
systems increasingly produce new information or derive conclusions from data without
human intervention, the human rights implications become increasingly perilous.
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At this stage, several pressing questions arise:
How can the source information from which Al generates new data be protected?

Can Al given its capacity to produce information, be considered a subject of
legal or criminal liability?

Can Al engage in reasoning within environments where data is entered?

Should the areas of application for information generated by Al as a tool for data
processing and production be restricted?

Philosophical, private law, and public law domains seek answers to these and
similar questions. This study particularly examines the final question: Can the use
of information generated by Al be restricted, and if so, how? Specifically, can data
produced by Al be utilized in criminal procedures? If permitted, how will the
boundaries of intervention in fundamental rights and freedoms be delineated?

This study explores how these questions are addressed within the framework of
Regulation (EU) 2024/1689, titled “Harmonized Rules on Artificial Intelligence and
Amending Certain Union Legislative Acts”” It elucidates the regulation’s risk-based
approach and examines the boundaries of unacceptable and high-risk Al systems
outlined therein.

In the introduction, the study provides a historical overview of Al systems, discusses
the relationship between Al and substantive and procedural criminal law, and explores
the use of Al for crime prevention and detection. It explains the application of Al
systems in preventive and judicial policing. The study delves into the risk-based
approach of the EU Al Regulation, detailing the limits on unacceptable and high-
risk Al systems under the regulation. Lastly, it analyzes high-risk Al systems deemed
suitable for use in criminal procedures and the conditions under which they may be
employed.

Keywords: Data, Artificial Intelligence, Preventive Policing, Judicial Policing, Risk-
Based Approach
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ONLEYIiCi KOLLUK FAALIYETi OLARAK
TAHMINE DAYALI POLIiSLIK (PREDICTIVE
POLICING-PREDPOL) UYGULAMASI ve CEZA
HUKUKU iLKELERI BAGLAMINDA KABUL
EDILEBILIRLIK SORUNU

Derya TEKIN', Veysel TOPUZ"

Ozet

Tahmine dayali (6ngoriicii) kolluk uygulamalari, sug¢ isleme potansiyeli tasiyan
bireylerin sug siiphesi olusturabilecek davranislarinin ya da sug isleme niyetlerinin
analitik yontemlerle tahmin edilerek sug islenebilirligi hakkinda ©6nceden bilgi
saglamay1 amaclayan bir kolluk faaliyetidir. PredPol olarak adlandirilan tahmine
dayali polislik uygulamasi bundan yillar 6nce 2002 yapimi Azinlik Raporu (Minority
Report) filminde etkileyici bir sekilde sergilenmistir. Filmde, psisik yeteneklere sahip
kahinler ve cesitli teknolojik cihazlar araciligiyla cinayetler daha islenmeden 6nce
kolluk giiclerinin miidahalesiyle 6nlenmeye ¢alisilmaktadir. 2000’li yillarin baslarinda
bu fikirler bilim kurgu olarak algilansa da, giiniimiizde yapay zeka teknolojisindeki
ilerlemeler, tahmine dayali polisligin su anki durumu ve gelecekte ne seviyelere
ulasabilecegi konusunda bize baz1 ipuglar1 sunmaktadir. Yapay zeka tabanli 6ngoriicii
kolluk uygulamalari, geleneksel dnleyici yontemlerin 6tesinde, biiyiik veri ve 6gretilmis
veri kaynaklar1 kullanarak gelistirilmis algoritmalarla ¢alisan sistemleri ifade eder. Bu
sistemler, makine 6grenimi ve derin 6grenme teknikleriyle, suclarin meydana gelecegi
yer ve zamanlari, su¢ magduru olma olasilig1 en yiiksek bireyler ya da demografik
gruplar1 tahmin edebilir. Ayrica sug potansiyeli ve riskini matematiksel ve istatistiksel
yontemlerle belirleyerek, genel suc¢ potansiyelini analiz etmenin yani sira, belirli
bireylerin sug isleme riskini de hesaplama imkani sunar.

Suclulukla miicadelede sucglularin cezalandirilmasinin yani sira, suglarin heniiz
islenmeden 6nlenmesi biiyiik énem tagimaktadir. Onleyici mekanizmalarla heniiz
islenmeden suclarin 6nlenmesi kamunun biiyiik faydasina olacaktir. Ceza muhakemesi,
suc islendikten sonra devreye giren adli bir siirecken, sugun dnlenmesine yonelik
faaliyetler idari bir nitelik tasir. Bu baglamda, sugun o6nlenmesi ile ilgili gorev ve
sorumluluk idareye aittir. Ceza hukuku araclariyla sucla miicadele ise, sugun iglenmeye
baslamastyla miimkiin olur. Onceki asama hazirlik evresi olarak adlandirilir ve ceza
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hukukunda hazirlik hareketleri genellikle cezalandirilmadig: icin, uygun eylemlerle
dogrudan icra edilmedigi siirece bir kisinin cezalandirilmasi miimkiin degildir. Tiirk
hukuku bakimindan da bir eylemin ceza hukuku sorumlulugunu dogurmasi TCK m. 35
baglaminda dogrudan dogruya icraya baslama ol¢iitiine baglanmistir. Benzer sekilde
CMK m. 160 geregince Cumhuriyet savcist tarafindan sorusturmaya baslanabilmesi
icin bir sucun islendigi izlenimi veren bir halin ya da en azindan bir emarenin mevcut
olmasi gerekir. Bununla birlikte, giinimiizde sucla etkin miicadele edilebilmesi icin baz1
durumlarda daha da erken miidahaleye ihtiyac oldugu da bir gercektir. Iste tahmine
dayali polislik uygulamasi tam da bu noktada devreye girmekle birlikte, bu uygulama
pek cok tartismayr da beraberinde getirmektedir. Sucun islenmesinin 6nlenmesi
suretiyle kamu diizeninin saglanmasina iliskin menfaat ile temel hak ve hiirriyetlerin
(6zel hayatin gizliligi, masumiyet karinesi, lekelenmeme hakki gibi) korunmasi ¢atisan
en temel iki menfaattir. Bu ¢alismada, tahmine dayali polislik uygulamasinin Tiirk
kolluk uygulamasinda kullanildig1 bir varsayimda, bu menfaatlerin nasil etkilenecegi
ve Tiirk ceza muhakemesi hukuku bakimindan hangi olasi sorunlarla karsilasilabilecegi
ortaya konulacaktir.

Konunun, ayrica AB Yapay Zeka Tliztigii baglaminda da degerlendirilmeye elverisli
oldugu soylenebilir. Avrupa Komisyonu tarafindan 21 Nisan 2021 tarihinde sunulan ve
Yapay Zeka (YZ) sistemlerinin piyasaya arzi, hizmete sunulmasi ve bazi uygulamalarin
yasaklanmasina dair kurallar1 belirleyen “Yapay Zeka Hakkinda Uyumlastirilmis
Kurallar Getiren ve Bazi Birlik Yasama Tasarruflarini Degistiren (AB) 2024/1689
sayili Tiziik’; 12 Temmuz 2024 tarihinde AB Resmi Gazetesinde yayimlanmistir. Bu
tiiziigiin ikinci bolimi “yasaklanan yapay zeka uygulamalar1” baghigini tasimaktadir.
TizGgiin 5. maddesinin 1-d alt bendine gore gercek bir kisinin sug isleme riskini
degerlendirmek veya tahmin etmek amaciyla gercek kisilerin risk degerlendirmelerini
yapmak i¢in bir YZ sisteminin piyasaya siiriilmesi, bu 6zel amag i¢in hizmete sunulmasi
veya kullanilmas yasaktir. Calismada s6z konusu bu diizenleme de degerlendirmeye
tabi tutulacaktir.

Anahtar Kelimeler: yapay zeka, tahmine dayali polislik, 6ngoriicii polislik, hazirlik
hareketleri, 6nleyici kolluk

PREDICTIVE POLICING (PRED-POL) PRACTICE AS
PREVENTIVE POLICE ACTIVITY and THE PROBLEM OF
ACCEPTABILITY IN THE CONTEXT OF THE PRINCIPLES OF
CRIMINAL LAW

Abstract

Predictive policing is a law enforcement activity that aims to provide advance
information about the likelihood of crime by analytically predicting the criminal
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behavior or criminal intentions of individuals with the potential to commit crimes.
Predictive policing, referred to as PredPol, was impressively demonstrated years ago
in the 2002 movie Minority Report. In the movie, psychically gifted clairvoyants and
various technological devices are used to prevent murders before they are committed
through the intervention of law enforcement. Although these ideas were perceived as
science fiction in the early 2000s, today, advances in artificial intelligence technology
offer us some clues about the current state of predictive policing and the levels it
can reach in the future. Artificial intelligence-based predictive law enforcement
applications refer to systems that go beyond traditional preventive methods and work
with algorithms developed using big data and taught data sources. With machine
learning and deep learning techniques, these systems can predict the times and places
where crimes will occur, and the individuals or demographic groups most likely to
be victims of crime. In addition, by determining the crime potential and risk with
mathematical and statistical methods, it offers the opportunity to analyze the general
crime potential as well as calculate the risk of certain individuals committing crimes.

In addition to punishing criminals in the fight against crime, it is of great
importance to prevent crimes before they are committed. Preventing crimes before
they are committed through preventive mechanisms will be of great benefit to the
public. While criminal procedure is a judicial process that comes into play after a
crime has been committed, activities aimed at crime prevention are administrative
in nature. In this context, the duty and responsibility for crime prevention belongs to
the administration. The fight against crime with the tools of criminal law is possible
only after the crime has been committed. The previous stage is called the preparatory
stage, and since preparatory acts are generally not punishable in criminal law, it is not
possible to punish a person unless they are directly executed with appropriate actions.
In terms of Turkish law, the criminal liability of an act is subject to the criterion of
direct execution in the context of Article 35 of the TCC. Similarly, pursuant to Article
160 of the Criminal Procedure Code, in order for the public prosecutor to initiate
an investigation, there must be a situation or at least an indication that gives the
impression that a crime has been committed. However, it is also a fact that today, in
order to fight crime effectively, there is a need for even earlier intervention in some
cases. This is precisely where the practice of predictive policing comes into play, but
this practice brings with it many controversies. The interest of maintaining public
order by preventing the commission of crime and the protection of fundamental rights
and freedoms (such as the right to privacy, the presumption of innocence, the right
not to be stained) are two of the most fundamental conflicting interests. This study
will reveal how these interests will be affected and what possible problems may be
encountered in terms of Turkish criminal procedure law in a hypothetical situation
where predictive policing is used in Turkish law enforcement practice.

It can be said that the issue is also suitable to be evaluated in the context of the
EU Artificial Intelligence Regulation. The “Regulation (EU) No 2024/1689 Introducing
Harmonized Rules on Artificial Intelligence and Amending Certain Union Legislative
Acts (EU) 2024/1689’, which was submitted by the European Commission on 21 April
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2021 and sets out the rules on the placing of Artificial Intelligence (AI) systems on the
market, putting them into service and prohibiting certain applications, was published
in the Official Journal of the EU on 12 July 2024. The second part of this regulation
is entitled “prohibited artificial intelligence applications” According to subparagraph
1-d of Article 5 of the Regulation, it is prohibited to place an Al system on the market,
make it available for this specific purpose or use it to carry out risk assessments of
natural persons in order to assess or predict the risk of a natural person committing a
crime. This regulation will also be evaluated in this study.

Keywords: artificial intelligence, predictive policing, smart policing, preparatory
actions, preventive law enforcement
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Cahit Suluk

YAPAY ZEKANIN TELIF HAKLARI iLE IMTIHANI

Cahit SULUK"

Ozet

Pek c¢ok yoniiyle insani ikame etmek iizere tasarlanan yapay zekanin belki de en
bityiik imtihani telif haklaridir. Uretken yapay zekanin telif haklariyla temasinda
temelde {i¢ boyut vardir:

i) Yapay zekanmn editimi (training): Bu islem yiritilirken telife tabi icerik
cogaltma ve ¢ikarmaya (extraction) tabi tutulmakta ve islemi yapan telif suclamasina
muhatap olmaktadir.

ii) Yapay zeka tiretimine insanin katkisi (input): Yapay zekanin gelistirdigi tiriinler
lizerinde insanin eser sahipliginin bulunup bulunmadig: sorunu ¢ikmaktadir.

iii) Yapay zeka iiriinleri (output): Yapay zekanin gelistirdigi tirtinler, bagkalarina ait
telife tabi fikri tirtinlerle benzestiginde telif ihlali giindeme gelmektedir. Bu tiriinlerin
hukuken korunup korunmayacagi ise ayri1 bir giindem maddesidir.

Bilebildigimiz kadariyla bugiine kadar diinya genelinde yapay zeka / telif kesisimi
pozitif diizenlemelere konu olmamaistir. Bu tespitimiz Avrupa Birliginde yeni kabul
edilen Yapay Zeka Kanunu (AIA) i¢in de gecerlidir. Ancak bir yandan literatiirde yogun
bir hukuk isciligi yapilirken diger yandan daha simdiden bu konuda pek ¢ok telif davasi
acilmis, her gecen giin de yenileri agilmaktadir.

Tebligde yukarida zikredilen sorunlar hem mevcut hukuki rejim (de lege lata)
hem de olmasi gereken hukuk (de lege ferenda) boyutlariyla ele alinacaktir. Ozellikle
de yapay zekanin gelistirdigi iirtinlerin telife tabi olup olmayacagi, eger olacaksa hak
sahibinin kim olacag gibi oldukca tartismali hususlar irdelenecektir.

Anahtar Kelimeler: Yapay Zeka, Uretken Yapay Zeka, Yapay Zeka Uriinleri, Telif
Haklari, Yapay Zekanin Gergeklestirdigi Telif Thlali.
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TESTING ARTIFICIAL INTELLIGENCE WITH COPYRIGHTS

Abstract

Perhaps the biggest challenge of artificial intelligence, which is designed to replace
humans in many aspects, is copyright. Generative Al's involvement in copyright
essentially has three dimensions:

i) Training of artificial intelligence (training): While this process is carried out,
copyrighted content is subjected to duplication and extraction and the person who
performs the process will be accused of copyright infringement.

ii) Human contribution to the production of artificial intelligence (input): The
problem arises whether there is human ownership of the products/works developed
by artificial intelligence.

iii) Artificial intelligence products (output): When the products developed by
artificial intelligence are similar to copyrighted intellectual products belonging to
others, copyright infringement comes to the fore. Whether these products will be
legally protected is a separate agenda item.

As far as we know, the artificial intelligence / copyright intersection has not been
subject to positive regulations worldwide to date. This finding is also valid for the
Artificial Intelligence Law (AIA) newly adopted in the European Union. However,
while there is intense legal work being done in the literature, many copyright cases
have already been filed on this issue, and new ones are added every day.

In the paper, the problems mentioned above will be discussed in terms of both
the current legal regime (de lege lata) and the law that should exist (de lege ferenda).
In particular, highly controversial issues such as whether the products developed by
artificial intelligence will be subject to copyright and, if so, who will be the rightful
owner, will be examined.

Keywords: Artificial Intelligence, Generative Artificial Intelligence, Artificial
Intelligence Products, Copyrights, Copyright Infringement by Artificial Intelligence.
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BILGISAYAR PROGRAMLARINDA TERSINE
MUHENDISLIK PATENT VE TELIF HUKUKU
ACISINDAN DEGERLENDIRME

Pelin KARAASLAN’

Ozet

Bu tebligde, tersine miihendislik kavrami ve bilgisayar programlarindaki
uygulamalari, patent ve telif hukuku boyutuyla ele alinacaktir. Tersine miithendislik, bir
iriiniin, sistemin veya cihazin mevcut halinden yola ¢ikarak, onun nasil calistigini, hangi
bilesenlerden olustugunu ve tasarimini anlamak amaciyla yapilan bir analiz siirecidir.
Yazilim sektorii 6zelinde ise tersine miihendislik, bir yazilimin isleyisini anlamak
ve analiz etmek amaciyla mevcut kodun veya yazilim yapisinin geri ¢éziimlenmesi
islemlerini ifade eder. Bu siireg, bir yazilimin derlenmis halinden, kaynak koduna veya
kaynak koda yakin bir formata geri doniistiiriilmesi (dekompilasyon), kodun analiz
edilmesi, algoritmalar1 ve veri yapilarini ¢éztimleme gibi islemleri kapsar. Bu uygulama,
yazilimin islevlerini, algoritmalarini ve veri yapisini anlamak, giivenlik agiklarini tespit
etmek, hata ayiklamak, birlikte calisabilirligi saglamak, lisans ihlallerini tespit etmek
veya eski yazilimlarin bakimini yapmak gibi cesitli amaglarla kullanilabilir. Ancak
tersine mithendislik uygulamasinin bilgisayar programlari tizerinde hak sahibi olmayan
tictincii kisilerce gerceklestirilmesi, fikri miilkiyet hukuku alaninda bazi problemlere
yol acabilir.

Bilgisayar programlari, FSEK kapsaminda “eser” olarak korunan fikri tirtinlerdir
(FSEK m. 2/1). Bu kapsamda eseri ¢ogaltma ve isleme gibi haklar miinhasiran eser
sahibine aittir (FSEK m. 21 vd.). Bilgisayar programinin tersine mithendislik yoluyla
analiz edilmesi, 6zellikle de dekompilasyon islemleri, bu haklarin ihlal edilmesi riskini
tasir. Zira dekompilasyon islemi, miinhasiran eser sahibinin yetkisinde olan kodun
cogaltilmasi ve kod formunun cevirisi fiillerinin gerceklestirilmesini gerektirir. Bununla
birlikte FSEK, bilgisayar programlar: tizerindeki tersine miihendislik faaliyetlerine
iclincii kisiler agisindan sinirli bir serbesti tanir. FSEK m. 38/6, ara islerlik saglamak
amaciyla sinirli kalmak tizere, dekompilasyon islemini serbest birakir.

Dog. Dr., Eskisehir Osmangazi Universitesi Hukuk Fakiiltesi Fikri Miilkiyet Hukuku Anabilim Dali, pgkaraaslan@gmail.com;
ORCID: 0000-0001-5695-192X.
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Bilgisayar programlarina yonelik tersine miihendislik islemi, patent hukuku
acisindan da 6nem arz eden bir konudur. Esasen bilgisayar programlari, hukukumuzda
“bulus” kavramidisinda tutularak patentlenemeyecek yaratimlar arasinda gosterilmistir
(SMK m. 82/2-c). Bununla birlikte Tiirk ve AB Hukukunda artan bir egilimle, bilgisayar
programlarinin bulus sayilmayacagi prensibinin mutlak olarak kabul edilemeyecegi,
bilgisayar programlarinin teknik karakter gosterme ihtimali zayif oldugundan bu
tutumun sergilendigi, buna karsin gelisen teknoloji ile birlikte bu karaktere sahip
bilgisayar programlarinin ortaya c¢iktigindan séz etmenin miimkiin oldugu ve bunu
saglayan bilgisayar programlarinin patentlenmesi gerektigi kabul edilmektedir. Bu
baglamda, TURKPATENT tarafindan da benimsenerek kabul géren genel goriis,
bilgisayar programinin patentlenebilmesi icin “ileri teknik etki” gostermesi gerektigidir.
Bu sekilde elde edilebilecek olan patent hakki da sahibine miinhasir kullanim yetkileri
saglamaktadir. Bu yetkilere getirilen sinirlandirmalardan biri olan “deneme serbestisi’,
patentli bilgisayar programlar1 agisindan 6nem tasimaktadir. Zira “deneme serbestisi”
ilkesi cercevesinde, patentli bir bulus tizerinde arastirma ve gelistirme amaciyla yapilan
calismalar, patent hakk: sahibinin izni olmadan gergeklestirilebilir. Yazilim patentleri
bakimindan bu diizenleme, yazilim gelistirme ve iyilestirme amaciyla ti¢iincii kisilere
ait patentli yazilimlar tizerinde tersine mithendislik yapilmasina olanak tanir.

Bu tebligde oncelikle, FSEK’te 6ngoriilen dekompilasyon serbestisi ile patent
hukukunda 6ngoriilen deneme serbestisi kapsam ve kosullar1 bakimindan incelenecek,
ardindan tarafimizca geliskili bulunan bir duruma deginilecektir. S$oyle ki, patent
hukukunda diizenlenen deneme serbestisi, FSEK'e kiyasla, tersine mithendislik icin
daha genis bir serbestlik tanimaktadir ve bu da farkl fikri miilkiyet koruma tiirleri
arasinda bir denge sorunu dogurmaktadur. Salt telif hakkiyla korunabilecek yazilimlara
gore daha ileri teknik etki gosteren patentli yazilimlarin daha genis bir serbestiye tabi
tutulmasi, fikri miilkiyet hukukunda ¢6ziim bekleyen bir sorun olarak 6ne ¢ikmaktadir.

Anahtar Kelimeler: bilgisayar programi, patent, telif, dekompilasyon, deneme
serbestisi

REVERSE ENGINEERING IN COMPUTER PROGRAMS: AN
EVALUATION FROM THE PERSPECTIVES OF PATENT AND
COPYRIGHT LAW

Abstract

This paperexploresthe conceptofreverse engineeringand itsapplicationto computer
programs from the perspectives of patent and copyright law. Reverse engineering
involves analyzing a product, system, or device to understand its functionality,
components, and design by deconstructing its current form. In the software sector,
reverse engineering refers to the process of deconstructing existing code or software
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structures to analyze a program’s functionality. This includes converting compiled
software back into source code or a source-code-like format (decompilation), analyzing
the code, and deciphering algorithms and data structures. Such activities are employed
for understanding software functions, identifying security vulnerabilities, debugging,
ensuring interoperability, detecting license violations, or maintaining legacy software.
However, reverse engineering by third parties who do not own the rights to the
software can create legal issues under intellectual property law.

Computer programs are protected as “works” under the Law on Intellectual and
Artistic Works (FSEK). Rights such as reproduction, adaptation, and distribution
are exclusively reserved for the copyright holder (Arts. 21 et seq. of FSEK). Reverse
engineering, particularly decompilation, carries the risk of infringing these rights
since it involves acts like reproducing the code and translating its form—rights that
belong solely to the copyright owner. Nevertheless, FSEK provides limited exceptions
for reverse engineering activities for interoperability purposes only. Specifically,
Article 38/6 of FSEK allows decompilation solely to achieve interoperability between
independently created programs, provided certain conditions are met.

Reverse engineering of computer programs also holds significance in patent law.
Generally, computer programs are excluded from the definition of “invention” and
considered unpatentable under Turkish law (Art. 82/2-c of the Industrial Property
Code - SMK). However, there is a growing recognition in Turkish and EU law that
this exclusion should not be absolute. It is acknowledged that, with technological
advancements, computer programs exhibiting a technical character may emerge and
should be eligible for patent protection. The general consensus, also adopted by the
Turkish Patent and Trademark Office (TURKPATENT), is that a computer program
must demonstrate an “advanced technical effect” to be patentable. A patent grants
exclusive rights to its holder, but the “experimental use exception” limits these rights.
Under this exception, research and development on a patented invention can be
conducted without the patent holder’s consent. For software patents, this allows reverse
engineering on patented software by third parties for development and improvement
purposes.

This paper will compare the scope and conditions of the decompilation exception
under FSEK and the experimental use exception under patent law. It argues that the
experimental use exception in patent law provides a broader allowance for reverse
engineering than FSEK, highlighting a balance problem between different types
of intellectual property protection. This discrepancy raises an unresolved issue in
intellectual property law: the broader freedom granted to patented software, which
demonstrates a higher technical effect, compared to software that could be protected
solely by copyright.

Keywords: computer program, patent, copyright, decompilation, experimental use
exception
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DIJITAL VIDEO OYUNLARININ ESER NITELIGI
UZERINE BiR DEGERLENDIRME

Esra KARATAS

Ozet

Giin gectikce talebi artan ve pazar payi genisleyen dijital video oyunlar: giinimiizde
cocuklarin oldugu kadar yetiskinlerin de vazgecilmez eglence aracidir. Peki severek
ve eglenerek oynadigimiz dijital video oyunlar: eser midir ve Fikir ve Sanat Eserleri
Kanunu kapsaminda koruma saglanabilir mi? Bunun igin oncelikle dijital video
oyunlarinin ve eserin unsurlarini irdelememiz gerekmektedir.

Eser kavraminin tanimini ne kanun koyucu ne de telif haklarina iliskin ilk
uluslararasi nitelikteki sozlesme olan Bern Sozlesmesi yapmistir. Kanun koyucu
eserin ayirdina varmamizi saglayacak olan unsurlari saymis ve sinirli sayida olacak
sekilde eser kategorilerini belirlemistir. Kanuna gore sahibinin hususiyetini tasiyan
ve kanunda sayilan eser kategorilerinden birine dahil olan her nevi fikri triinler
eserdir. Ayrica fikri tirtiniin maddi sey tizerinde somutlagsmis olmasi da gerekmektedir.
Dijital video oyunlar1 genellikle bilgisayar, telefon, tablet gibi teknolojik {iriinlerin
izerinde bilgisayar programi olarak somutlagmakta ve gercek kisinin fikri ¢abasi
sonucu meydana gelmektedir. Ancak dijital video oyunlar1 sadece bilgisayar programi
olarak nitelenemez. Kullanici ile oyun arasindaki etkilesimi arttiran gorsel ve isitsel
unsurlarla ve senaryo ile diyaloglarla bezeli teknik unsurlardan olusmaktadir. Burada
dijjital video oyunlarinin eser olarak nitelendirilebilmesi i¢in sinirli sayida sayilan eser
kategorilerinden birine dahil olup olmadig1 sorunu karsimiza ¢ikmaktadur.

Bu hususta doktrinde farkli goriisler bulunmaktadir. Dijital video oyununun
temelinde bilgisayar programinin yer almasi sebebiyle ilim ve edebiyat eseri oldugunu
ileri siirenler oldugu gibi gorsel ve isitsel unsurlar icermesi nedeniyle giizel sanat eseri
veya sinema eseri olarak niteleyenler de bulunmaktadir. Bir goriise gore ise dijital
video oyunlar1 multimedya eser olarak da nitelenmektedir. Kanunumuzda sadece
dort eser kategorisi- ilim ve edebiyat eseri, musiki eseri, sinema eseri ve giizel sanat
eseri- bulundugu ve multimedya eseri ad: altinda bir kategoriye yer verilmedigi goz

Ars. Gor., Kocaeli Universitesi Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dali, E-posta: esra.karatas@kocaeli.edu.tr, ORCID
Numarasi: 0000-0002-8657-6718.
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ontine alindiginda ancak yeni bir diizenleme ile multimedya tiriinleri i¢in ayr1 bir eser
kategorisinin olusturulmasi gerektigi de belirtilmistir.

Burada dikkat edilmesi gereken husus dijital video oyunlarinin hususiyet yoniinden
eser niteligini haiz olup olmadigidir. Multimedya eseri kapsaminda da degerlendirilen
dijjital video oyunlari i¢in ayr1 bir kategori olusturulmasina gerek yoktur. Her somut
oyun kapsaminda hususiyeticeren unsurlar dahil oldugu eser kategorisinde korunabilir.
Bu ¢alismamizda doktrinde yer alan gorisler 1s1ginda dijital video oyunlarinin hangi
eser kategorisinde degerlendirilebilecegi ile multimedya eserler hakkindaki farkl
gorisler irdelenecektir.

Anahtar Kelimeler: Dijital Video Oyunu, Eser, Bilgisayar Programi, Hususiyet,
Multimedya Eserler.

AN EVALUATION OF THE WORK QUALIFICATION OF DIGITAL
VIDEO GAMES

Abstract

Digital video games, which are increasingly in demand and expanding their market
share, have become an essential source of entertainment for children and adults. So,
are the digital video games we enjoy and play for fun considered works of art, and can
they be protected under the Law on Intellectual and Artistic Works? To address this,
we must first examine the elements of digital video games and their works.

Neither the legislator nor the first international treaty on copyright, the Berne
Convention, has defined the concept of a work. The legislator has listed the elements
that allow us to recognize work and has defined categories of works in a limited
manner. According to our law, any intellectual product that possesses the originality of
its owner and falls into one of the categories specified by law is considered a work. It is
also required that the intellectual product is embodied in a tangible form. Digital video
games generally materialize as computer programs on technological products such
as computers, phones, and tablets, and they are created as a result of an individual’s
intellectual effort. However, digital video games cannot be classified solely as computer
programs. They consist of technical elements enriched with visual and auditory
components, as well as narratives and dialogues that enhance interaction between the
user and the game. This raises the question of whether digital video games can be
classified as works, specifically whether they fall into one of the limited categories of
works defined by law.

In this regard, there are differing views in the literature. Some argue that digital
video games are considered literary and artistic works due to their foundation in
computer programming, while others classify them as fine arts or cinematic works
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because they contain visual and auditory elements. According to one opinion, digital
video games can also be classified as multimedia works. Given that our law recognizes
only four categories of works—literary and artistic works, musical works, cinematic
works, and fine arts—and does not include a category for multimedia works, it has
been suggested that a new regulation is necessary to create a separate category for
multimedia products.

The key point to consider is whether digital video games possess the originality of
a work. If they are evaluated within the framework of multimedia works, there may
not be a need to establish a separate category for them. Every specific game can be
protected within the category of works that includes its originality elements. In this
study, we will explore the views in the literature regarding which category digital video
games can be evaluated under, as well as the differing opinions on multimedia works.

Keywords: Digital Video Game, Work, Computer Program, Originality, Multimedia
Works.
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ACIK KAYNAK KODLU VE OZGUR YAZILIM
(FOSS) SOZLESMELERININ FiKRI MULKIYET
HUKUKU BAKIMINDAN DEGERLENDIRILMESI

Vildan GULSEV

Ozet

FOSS (Free and Open Source Software) yazilimlar1 giiniimiizde bircok kisi ve ticari
sirket tarafindan herhangi bir {icret 6demeksizin ve kamuya acik platformlardan
erisilerek kullanilabilen yazilim tiirleridir. Ayrica, bu yazilimlarda kaynak koduna
ulasilmasi serbest oldugundan yazilim tizerinde degisiklik yapilmasi ve gelistirilerek
liclincii kisilere lisanslanmasi da miimkiindiir. FOSS yazilim 6rnekleri olarak en yaygin
kullanilan GPL (General Public License), Apache License, MIT Licence, Berkeley
License, yazilim lisanslar1 verilebilir. FOSS lisanslarinda amag, yazilimlarin birgok kisi
tarafindan gelistirilmesini saglamak ve yazilimlarin gelistirilmesinin tesvik edilmesidir.
Bunun i¢in FOSS saglayicilari, kamuya ticretsiz olarak yazilim sunarken ayni zamanda
yazilimlarini fikri miilkiyet hukuku ¢ercevesinde yazilim degistirilmesi ve dagitimini
kontrol edebilirler. Ornegin, FOSS saglayici, sundugu bir yazilimin ticari amaclar
icin kullanilmasini ve yazilimdan ticari ¢ikar elde edilmesini engelleyebilir. Burada
amag, yazilimlarin gelismesini tesvik ederken emek sahibinin de haklarini korumaktir.
FOSS lisansinin diger yazilim tiirlerinden farkliliklarindan biri de, “copyleft” ilkesine
gore yazilim {izerinde yapilan degisikliklerin ayni lisans altinda dagitilmasini zorunlu
kilmasidir. Bu sayede yazilim iizerinde degisiklik yapan herkesin emegi ayni lisansin
altinda toplanmis olmaktadur.

FOSS yazilim lisans sozlesmeleri, genelde taraflarin miizakeresine agik olmayan tek
tarafli bir sozlesme olarak diizenlenmektedir. Yazilimi kullanacak olan kisi, yazilim
dosyasinin igerisinde yer alan “Licence” belgesinde yazilimi kullanimina iliskin hangi
haklarin belirlendigini bulabilir ve akabinde yazilimi kullanmasi igbu kurallara uymay1
kabul ettigi anlamina gelmektedir. Ancak, bu s6zlesme icerisinde gizlilik, uygulanacak
hukuk vb. diger s6zlesme unsurlarina yer verilmemektedir. Calismamizda, 6ncelikle
acik kaynak kodlu ve 6zgiir yazilimlarin (FOSS) temel felsefesinden ve tiirlerinden

Istanbul Medeniyet Universitesi, Bilisim ve Teknoloji Hukuku Tezli Yiiksek Lisans Ogrencisi,
ORCID ID: 0009-0004-5728-3950
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bahsedecegiz. Akabinde FOSS yazilim lisans sozlesmelerinin; sézlesme niteliginin
tartisilmasi, sozlesmelerin fikri miilkiyet hukuku kurallar1 ve 5846 sayili Fikir ve
Sanat Eserleri Kanunu cercevesinde degerlendirilmesi amacglanmaktadir. #yazilim
#lisanssozlesmesi #FOSS #agikkaynakkod #fikrimiilkiyet

EVALUATION OF OPEN SOURCE AND FREE SOFTWARE
(FOSS) CONTRACTS IN TERMS OF INTELLECTUAL PROPERTY
LAW

Abstract

FOSS (Free and Open Source Software) software is a type of software that can be
used today by many individuals and commercial companies without paying any fees
and by accessing public platforms. In addition, since the source code of this software it
is freely available, it is also possible to modify and develop the software and license it
to third parties. The most widely used GPL (General Public License), Apache License,
MIT License, Berkeley License, software licences can be given as examples of FOSS
software. The aim of FOSS licences is to encourage the development and use of software
by many people. For this, FOSS providers can offer software to the public for free of
charge while at the same time controlling the modification and distribution of their
software under intellectual property law. For example, a FOSS provider can prevent
the use of its software for commercial purposes and the commercial exploitation of
the software. The aim is to protect the rights of workers while encouraging software
development. One of the differences of the FOSS license from other types of software
is that it obliges the modifications made to the software to be distributed under the
same license according to the “copyleft” principle. In this way, the work of anyone who
makes changes to the software is collected under the same licence.

FOSS software licence agreements, on the other hand, are generally arranged as
a unilateral contracts that cannot be negotiated by the parties. The person using the
software can find out what rights to use the software are defined in the “Licence”
document included in the software file, and subsequently using the software means
that he agrees to comply with these rules. However, this agreement does not include
other contractual elements such as confidentiality, applicable law, etc.

In our study, we will first talk about the basic philosophy and types of Open Source
and Free Software (FOSS). Subsequently, it is aimed to discuss the contractual nature of
FOSS software licence agreements, and to evaluate them in the context of intellectual
property rules and the Law No. 5846 on Intellectual and Artistic Works.

#FOSS #licenceagreement #opensource #law #software
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MOBIL OYUNLARDA iSLENEN COCUKLARA AIT
KiSISEL VERILERDE YASAL TEMSILCININ RIZASI

Meryem SOLMAZ'

Ozet

Kisisel verilerin korunmasi, Anayasa md. 20 ile giivence altina alinan ve medeni
hukuk boyutuyla kisilik hakk: kapsamina dahil olan bir haktir. Hakkin kapsami ve
niteligi dolayisiyla kisisel verilerin korunmasi talebi ve buna bagli olarak kisisel verilerin
islenmesine yonelik riza, doktrinde kisiye siki sikiya bagli hak olarak tanimlanmaktadir.
Kisisel verilerin islenmesi, 6698 sayili Kisisel Verilerin Korunmasi Kanunu (“KVKK”)
kapsaminda siki sartlara baglanmis ise de anilan Kanun, ¢ocuklarin kisisel verilerini
0zel olarak diizenlememis ve kisisel verilerin islenmesine yonelik rizaya iligkin bir yas
sinir1 ongérmemistir. Bu durum, medeni hukuk prensipleri cercevesinde kii¢tigiin
kisisel verilerinin korunmasi hususunda verinin islenmesine yonelik rizanin kii¢iigiin
rizasi ile mi yoksa yasal temsilcinin rizasi ile mi olacagina iliskin degerlendirmeyi
zorunlu kilmaktadir. Zira mobil oyunlar 6zelinde sanal platformlar, kiigiiklerin risk
altinda oldugu ve kisisel verilerinin zarar gorme tehlikesi altinda bulundugu yerlerdir.
Ogzellikle {ilkemizde yaygin olarak tercih edilen mobil oyunlarin biiyiik oranda
uluslararas: sirketlere ait oldugu ve bu oyunlar tizerinden islenen verilerin cogunlukla
yurt disina aktarildigi hakikati géz 6ntinde bulunduruldugunda; 10 Temmuz 2024
tarihinde yiiriirliige giren “Kisisel Verilerin Yurt Disina Aktarilmasina iliskin Usul ve
Esaslar Hakkinda Yonetmelik” hiikiimleri cercevesinde kiigiiklerin kisisel verilerinin
islenmesine ve yurtdisina aktarilmasina iliskin riza konusu 6nem kazanmaktadir.

Mobil oyun sektorii, kiigiiklerin kisisel verilerinin korunmasi konusunda hem
Tiirkiyede hem de diinyanin pek c¢ok iilkesinde gittikce biiyliyen bir risk olarak
karsimiza ¢ikmakta, bu sekildeki sanal platformlar tizerinden elde edilen veriler cogu
zaman ticari meta olarak kullanilmaktadir. Ulkemizde ¢ocuklarin kisisel verilerinin
islenmesine ve bu siirecte yasal temsilcinin rizasinin alinmasina iliskin 6zel bir
diizenleme bulunmamaktadir. Mukayeseli hukuk perspektifinden bakildiginda ise
2016/679 Sayili Avrupa Birligi Genel Veri Koruma Tiiziigii'nde (“GDPR”) 16 yas
sinirinin 6ngorildigi, pek cok Avrupa tilkesinin bu diizenlemeyi kendi i¢ hukuklarina
aktardigi, yine Amerika Birlesik Devletleri (“ABD”) gibi bazi tilkelerde bunun 6zel
mevzuatla diizenlendigi goriilmektedir. Bununla birlikte hem Tiirkiye gibi kiiciiklerin

Doktor Ogretim Uyesi, ibn Haldun Universitesi Hukuk Fakiiltesi, ORCID: 0000-0001-7546-7957, meryem.bilici@ihu.edu.tr
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kisisel verilerine iliskin 6zel diizenleme olmayan iilkelerde hem de ABD ve Avrupa
tilkeleri gibi konuyu diizenleyen {tilkelerde, sanal platformlar ve 6zellikle mobil oyunlar
izerinden islenen kisisel verilere iligkin yasal temsilcinin siirece nasil ve hangi asamada
déhil olmasi ve rizanin hangi yontemlerle alinmasi gerektigi tartisilmaktadir.

Bu teblig, yukarida kisaca agiklanan hukuki problemin ve kiigliklerin karsi
karsiya kaldigi riskin analiz edilmesinin ve buna iliskin farkli tilke uygulamalarindan
faydalanarak hukuki ¢6ziimlerin sunulmasinin amacglandig: bilimsel arastirma projesi
kapsaminda hazirlanmistir. Bu cercevede kisisel verilerin korunmasi hakkinin medeni
hukuk boyutuyla nitelendirilmesi, kiigiiklerin kisisel verilerinin islenmesine iligkin
yasal temsilci rizasinin gerekliligi ve bu rizanin hangi asamada ve ne suretle temin
edilebilecegi (6rnegin mobil oyunun agilmasi i¢in 6ncelikle yasal temsilcinin e-posta
adresine onay maili gonderilmesi gibi) hususlar1 mukayeseli hukuk perspektifiyle
ortaya konulmaktadir. Ayrica proje kapsaminda Kisisel Verileri Koruma Kurumu’'nda
(“Kurum”) calisgan uzmanlar ile yapilan miilakat ve bu vesileyle elde edilen Kurum
yaklasimi1 da teblig cercevesinde sunulmaktadir. Belirtmek gerekir ki yapilan
calismalar ve elde edilen sonuglar; Tirkiye'deki mevcut mevzuat tahtinda kiiciiklerin
kisisel verilerinin 6zellikle sanal platformlarda korunmasina iliskin yeterli koruyucu
diizenlemelerin olmadigini, konuya iligkin toplumsal bilincin artirilmasina yonelik
calismalarin yani sira kiigiiklerin kisisel verilerinin korunmasina ve yasal temsilcinin
daha aktif olarak siirece déhil edilmesine iliskin 6zel bir diizenlemenin gerektigini ve
Kurum'un da bu egilimde oldugunu gostermektedir.

Anahtar Kelimeler: KVKK, Veri Koruma, Mobil oyunlar, Cocuklarin kisisel
verileri, Yasal temsil.

CONSENT OF LEGAL REPRESENTATIVE FOR PERSONAL
DATA OF CHILDREN PROCESSED IN MOBILE GAMES

Abstract

Protection of personal data is a right guaranteed by Article 20 of the Turkish
Constitution and is included within the scope of personality rights in civil law. Due
to the scope and nature of the right, the request for personal data protection and,
accordingly, the consent to the processing of personal data is defined as a strictly
personal right in the doctrine. Although the processing of personal data is subject to
strict conditions under Law No. 6698 on the Protection of Personal Data (“LPPD”),
the said law does not specifically regulate the personal data of children and does not
stipulate an age limit for consent to the processing of personal data. This situation
necessitates the evaluation of whether the consent for the processing of the minor’s
personal data will be with the consent of the minor or with the consent of the legal
representative within the framework of the civil law principles. This is because virtual
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platforms, in particular mobile games, are places where minors are at risk and their
personal data are under the threat of damage. Considering the fact that mobile
games, which are widely preferred in our country, are mostly owned by international
companies and the data processed through these games are often transferred abroad;
the issue of consent regarding the processing and transfer of personal data of minors
abroad within the framework of the provisions of the “Regulation on Procedures and
Principles Regarding the Transfer of Personal Data Abroad’; which entered into force
on 10 July 2024, gains importance.

The mobile gaming sector is a growing risk both in Tiirkiye and in many countries
of the world in terms of the protection of minor’s personal data, and the data obtained
through such virtual platforms are often used as commercial commodities. In our
country, there is no special regulation on the processing of personal data of minors and
obtaining the consent of the legal representative in this process. From a comparative
law perspective, it is seen that the European Union General Data Protection Regulation
(“GDPR”) No. 2016/679 stipulates an age limit of 16 years, that many European
countries have adopted this regulation into their domestic laws, and that it is regulated
by special legislation in some countries such as the United States of America (“USA”).
However, both in countries such as Turkey, where there is no special regulation on the
personal data of minors, and in countries such as the USA and European countries
that regulate the issue, it is discussed how and at what stage the legal representative
should be involved in the process regarding the personal data processed through
virtual platforms and especially mobile games, and by which methods the consent
should be obtained.

This paper has been prepared within the scope of the scientific research project,
which aims to analyze the legal problem briefly explained above and the risks faced
by minors and to present legal solutions by referring to the practices of different
countries. Within this framework, the characterization of the right to protection of
personal data from the perspective of civil law, the necessity of the consent of the legal
representative regarding the processing of minors’ personal data, and at what stage and
by what means this consent can be obtained (such as sending a confirmation e-mail to
the legal representative before downloading the mobile game) are put forward from the
perspective of comparative law. In addition, the interviews conducted with the experts
working at the Personal Data Protection Authority (“Authority”) within the scope of the
project and the approach of the Authority obtained thereby are also presented in the
paper. It should be noted that the studies conducted and the results obtained show that
there are not sufficient protective regulations regarding the personal data of minors,
especially on virtual platforms, under the current legislation in Tiirkiye, and that a
special regulation on the protection of personal data of minors and the more active
involvement of the legal representative in the process is required in addition to efforts
to raise public awareness on the subject, and that the Authority is also in this position.

Keywords: GDPR, Data protection, Mobile games, Children's personal data, Legal
guardianship.
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VERI MAHREMIYETI KAPSAMINDA YAPAY
ZEKANIN ULUSAL ve ULUSLARARASI
DUZENLEMELER AGISINDAN
DEGERLENDIRILMESI

Ozge DEMIRDELEN", Sevval CEYHAN"

Ozet

Veri mahremiyeti, yapay zekanin (YZ) gelisimi ve kullanimiyla dogrudan
iliskilidir. YZ sistemleri, biiyiik miktarda veriyi isleyerek 6grenmekte ve kararlar
da alabilmektedir. Bu nedenlerle de birlikte, veri giivenligi ve gizliligi, hem ulusal
hem de uluslararas: diizeyde 6nemli bir konu haline gelmektedir. Devletler, YZ'nin
etik kullanimi ve veri mahremiyetini korumak amaciyla stratejiler gelistirmektedir.
Ornegin, YZ uygulamalarinda seffaflik ve hesap verebilirlik saglamak icin kilavuzlar
olusturulmaktadir. Saglik, finans gibi hassas sektorlerde YZ'nin veri kullanimi
icin, kisisel verilerin korunmasini ve etik kullanimi tesvik etmeyi hedefleyen, 6zel
diizenlemeler bulunmaktadir.

Devletlerin bazilar ilgili kisilerin verilerinin korunmasi icin yasal diizenlemeler
yaparken; bircok uluslararasi kurulus, YZ'nin insan haklarina uygun sekilde
gelistirilmesi ve uygulanmasi gerektigine dair beyanlar yayinlamaktadir. Avrupa Birligi
(AB) kapsaminda Genel Veri Koruma Tiztugi (GDPR)'nde ise, YZ uygulamalarinin,
kisisel verilerin korunmasina yonelik yiiksek standartlara uymasi gerektigi belirtilmekte
ve ilgili kisilerin verileri iizerindeki haklar1 giiclendirilmektedir. Ekonomik Isbirligi
ve Kalkinma Orgiitii (OECD), yayimladig1 yonergelerle YZ ile ilgili veri mahremiyeti
ilkelerini belirleyen veri yonetimi ve etik kullanimi konularinda standartlar olusturmay1
hedeflemektedir. Bu yonergeler, YZ uygulamalarinda kullanicilarin mahremiyetini
koruma amacini tasimaktadir. OECD’nin yonergeleri, YZ sistemlerinin seffaflik, hesap
verebilirlik ve adalet gibi ilkeleri benimsemesini tesvik etmektedir. Sonug olarak, bu
yonergeler, stirdiiriilebilir bir dijital dontisiim i¢in temel bir cerceve sunmaktadir. AB
Komisyonu tarafindan yayimlanan 2018 yilindaki “Avrupa Birligi Yapay Zeka Bildirgesi”
ve 2019 yilindaki “Giivenilir Yapay Zeka icin Etik Kilavuz Ilkeleri ve Degerlendirme
Listesi” ile gelisen YZ teknolojilerinde kisisel veri mahremiyetinin korunmasi
acisindan 6nem arz eden temel hak ve etik degerleri tanimlanmaktadir. Ayni zamanda
YZ teknolojilerinde veri mahremiyetinin korunmasinin 6nemi vurgulanmaktadir.
AB, giivenilir YZ sistemlerinin benimsenmesi ve olasi zararlara karsi giivenligin

Dr., Cag Universitesi Hukuk Fakiiltesi Milletleraras1 Ozel Hukuk ABD Ogretim Uyesi (ozgedemirdelen@cag.edu.tr, ORCID-
ID: 0000-0001-9046-5124).

**  Av., Adana Barosu, GCag Universitesi Sosyal Bilimler Enstitiisit Ozel Hukuk Yiiksek Lisans Ogrencisi (Tezli) (avsevvalceyhan@
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saglanmasi amactyla 01 Agustos 2024 tarihinde yiiriirlige giren “Avrupa Birligi Yapay
Zeka Yasas1’n1 yayimlamistir.

Ulkemiz ise, Avrupa Konseyi (AK) Yapay Zeka Gegcici Komitesi'ne aktif sekilde
katim saglamakta, YZ etigi ve veri mahremiyeti hususlarini gozeterek, yasal
cercevenin olusturulma calismalarina devam etmektedir. Stanford Universitesi
tarafindan yayimlanan YZ'nin etkilerini detaylica degerlendiren “2024 Yapay
Zeka Endeksi Raporu’nda Tiirkiye 160 tilke arasinda 47. sirada yer almaktadir. Bu
siirecte, biliylik Olcekli is yapan sirketlerin pazarlama stratejileri agisindan verilere
olan ihtiyacinin arttig1, yapay zeka araciligiyla verilerin daha kolay ve detayh sekilde
analiz edilebildigi tespit edilmistir. “Ulusal Yapay Zeka Stratejisi 2021-2025” ile lgili
2021/18 Sayili Cumhurbagkanligi Genelgesi ile, iilkemiz YZ stratejisi yayimlayan
tilkeler arasinda yerini almistir. Strateji kapsaminda; uluslararas: diizeyde yiiriitiilen
giivenilir ve sorumlu YZ ile sinir 6tesi veri paylasimi alanindaki ¢alismalara iilkemizin
aktif sekilde katilim saglamasi, veri mahremiyetini desteklemek amaciyla teknoloji ve
hukuk alanlarinda uzman kisilerin bir araya gelerek, is birligi yapmasi ve etik cerceve
hazirlanmasi kararlastirilmistir. Kisisel Verileri Koruma Kurumu (KVKK) ise, ilgili
kisileri ve diger baglantili kisileri bilgilendirici nitelikte “Yapay Zek& Alaninda Kisisel
Verilerin Korunmasina Dair Tavsiyeler”i yayimlamistir.

Milletlerarasi 6zel hukuk cercevesinde, veri aktarimi ve uyum sorunlari da giindeme
gelmektedir. Uluslararasi is birligi ve standartlarin belirlenmesi bir baska zorluktur.
Veri isleme ve analiz siirecleri, diizenlemelerin kapsamy, iilkelerin farkli yaklasimlari,
veri transferi ve yargi yetkisi meseleleri, veri mahremiyeti ihlalleri ve sonuglari, YZ
ve veri mahremiyeti iliskisi ele alinmasi gereken konulardir. Calismamizda, veri
mahremiyeti kapsaminda YZ meselesi ulusal ve uluslararasi diizenlemeler agisindan
incelenip degerlendirmeler yapilacaktir.

Anahtar Kelimeler: Kisisel Veri, Milletlerarasi Ozel Hukuk, Veri Mahremiyeti,
Veri Giivenligi, Yapay Zeka.

EVALUATION of ARTIFICIAL INTELLIGENCE IN TERMS of
NATIONAL and INTERNATIONAL REGULATIONS WITHIN THE
SCOPE of DATA PRIVACY

Abstract

Data privacy is directly related to the development and use of artificial intelligence
(AI). Al systems process large amounts of data to learn and make decisions. As a
result, data security and privacy have become important issues at both national and
international levels. Governments are developing strategies to ensure the ethical
use of Al and protect data privacy. For example, guidelines are being created to
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ensure transparency and accountability in Al applications. In sensitive sectors such
as healthcare and finance, there are specific regulations aimed at promoting the
protection of personal data and ethical usage.

While some governments are making legal regulations to protect individuals’ data,
many international organizations are issuing statements emphasizing that Al should be
developed and implemented in accordance with human rights. Within the framework
of the European Union (EU), the General Data Protection Regulation (GDPR) stipulates
that Al applications must comply with high standards for the protection of personal
data and strengthen the rights of individuals over their data. The Organisation for
Economic Co-operation and Development (OECD) aims to establish standards on
data management and ethical use by defining data privacy principles related to Al
through its published guidelines. These guidelines aim to protect users’ privacy in
Al applications. The OECD’s guidelines encourage Al systems to adopt principles
such as transparency, accountability, and fairness. As a result, these guidelines
provide a fundamental framework for sustainable digital transformation. The “EU
Al Declaration” published by the European Commission in 2018 and the “Ethical
Guidelines and Assessment List for Trustworthy AI” in 2019 define fundamental rights
and ethical values that are crucial for protecting personal data privacy in evolving Al
technologies. They also emphasize the importance of safeguarding data privacy in Al
technologies. To promote the adoption of trustworthy Al systems and ensure safety
against potential harms, the “EU AI Act,” which came into force on August 1, 2024, has
been published.

Our country actively participates in the Council of Europe (CoE) Ad Hoc
Committee on Artificial Intelligence, continuing efforts to create a legal framework
while considering Al ethics and data privacy. The “2024 Al Index Report,” published
by Stanford University, ranks Turkey 47th among 160 countries in evaluating the
effects of Al. During this process, it has been identified that large-scale companies
have an increasing need for data in their marketing strategies, as Al enables easier and
more detailed data analysis. With the “National Artificial Intelligence Strategy 2021-
2025, our country has joined the ranks of nations publishing AI strategies through
Presidential Decree No. 2021/18. Under this strategy, it has been decided that Turkey
will actively participate in international efforts on trustworthy and responsible Al
and cross-border data sharing, with experts from technology and law collaborating to
support data privacy and develop an ethical framework. The Personal Data Protection
Authority (PDPA) has also published recommendations on “Protecting Personal
Data in the Field of Artificial Intelligence” to inform relevant individuals and other
connected parties.

Within the framework of private international law, issues of data transfer and
compliance also come to the forefront. Another challenge is the establishment of
international cooperation and standards. Topics that need to be addressed include
data processing and analysis processes, the scope of regulations, different approaches
of countries, data transfer and jurisdiction issues, data privacy violations and their
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consequences, as well as the relationship between Al and data privacy. In our study,
the issue of Al in the context of data privacy will be examined and evaluated in terms
of national and international regulations.

Keywords: Personal Data, Private International Law, Data Privacy, Data Security,
Artificial Intelligence.
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KiSISEL SAGLIK VERILERININ BILIiSIM
SISTEMLERIYLE iSLENMESI VE CEZA
SORUMLULUGU

Atacan KOKSAL"

Ozet

6698 say1li Kisisel Verilerin Korunmasi Kanunu'na gore kisisel veri, kimligi belirli veya
belirlenebilir bir gercek kisiyle ilgili her tiirlii bilgidir. Kisinin adi, dogum yeri, kimlik
numarasl, cinsiyeti, fotografi, e-posta adresi, IP adresi kisisel veriye 6rnek verilebilir.
Aralarinda saglik verilerinin de bulundugu 6zel nitelikli kisisel veriler Kanun'un 6/1.
maddesinde sayilmistir. Buna gore kisilerin irki, etnik kokeni, siyasi diisiincesi, felsefi
inanci, dini, mezhebi veya diger inanglari, kilik ve kiyafeti, dernek, vakif ya da sendika
tyeligi, sagligi, cinsel hayati, ceza mahkamiyeti ve giivenlik tedbirleriyle ilgili verileri
ile biyometrik ve genetik verileri 6zel nitelikli kisisel veridir. Calismanin konusunu
olusturan kisisel saglik verisi, kimligi belirli ya da belirlenebilir gercek kisinin fiziksel
ve ruhsal sagligina iligkin her tiirlii bilgi ile kisiye sunulan saglik hizmetiyle ilgili
bilgilerdir. Ornegin, kisinin saglik durumuna iliskin recete, saglik raporu, ilac bilgisi,
teshis ve tedaviler kisisel saglik verisidir.

Kisisel verinin islenmesi ise, kisisel verilerin tamamen veya kismen otomatik olan
ya da herhangi bir veri kayit sisteminin parcast olmak kaydiyla otomatik olmayan
yollarla elde edilmesi, kaydedilmesi, depolanmasi, muhafaza edilmesi, degistirilmesi,
yeniden diizenlenmesi, agiklanmasi, aktarilmasi, devralinmasi, elde edilebilir hale
getirilmesi, siniflandirilmasi ya da kullanilmasinin engellenmesi gibi veriler tizerinde
gerceklestirilen her tiirlii islemi ifade eder. Islemede 6nem arz eden veri kayit sistemi,
kisisel verilerin belirli kriterlere gore yapilandirilarak islendigi kayit sistemidir.
Islemenin bilisim sistemi olarak da degerlendirilebilecek bir veri kayit sistemi
vasitasiyla yapilmasi, Kanunun kapsami yoniinden onemlidir. Nitekim Kanun'un
kapsama iliskin 2. maddesine gore, “Bu Kanun hiikiimleri, kisisel verileri islenen gercek
kigiler ile bu verileri tamamen veya kismen otomatik olan ya da herhangi bir veri kayit

Ars. Gor. Dr., Ankara Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi Hukuku Anabilim Dali Ogretim Elemani,
ORCID: 0000-0003-1880-5176, e-posta: koksala@ankara.edu.tr
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sisteminin pargasit olmak kaydyyla otomatik olmayan yollarla igleyen gercek ve tiizel
kigiler hakkinda wygulanr”

Kisisel verilere iliskin suclar bakimindan 5237 sayili Tiirk Ceza Kanunu'nun 135
ila 140 inc1 madde hiikiimleri uygulanir. Bu suglar, kisisel verilerin kaydedilmesi sugu,
verileri hukuka aykiri olarak verme veya ele gecirme ile verileri yok etmeme suglaridur.
Bu c¢alismada, yargi uygulamasi ve Kisisel Verileri Koruma Kurulu kararlar1 1s1¢inda
kisisel saglik verilerinin islenmesindeki ceza sorumlulugu incelenecektir.

Anahtar Kelimeler: Kisisel Saglik Verisi, Bilisim Sistemi, Isleme, Veri Kayit Sistemi,
Ozel Nitelikli Kisisel Veri.

PROCESSING OF DATA CONCERNING HEALTH THROUGH
INFORMATION SYSTEMS AND CRIMINAL RESPONSABILITY

Abstract

According to the Personal Data Protection Law No. 6698 personal data means
any information relating to an identified or identifiable natural person. Data subject’s
name, place of birth, identity number, gender, photo, e-mail address, IP address can
be given as examples of personal data. Special categories of personal data, including
data concerning health, are listed in Article 6/1 of the Law. Accordingly, personal
data relating to the race, ethnic origin, political opinion, philosophical belief, religion,
religious sect or other belief, appearance, membership to associations, foundations or
trade-unions, data concerning health, sexual life, criminal convictions and security
measures, and the biometric and genetic data are deemed to be special categories
of personal data. The personal health data which is the subject of the study is any
information relating to the physical and mental health of an identified or identifiable
natural person and information related to the health service provided to the person.
For example, prescriptions, health reports, medication information, diagnoses and
treatments related to a person’s health status are data concerning health.

Processing of personal data means any operation which is performed on personal
data, wholly or partially by automated means or non-automated means which
provided that form part of a data filing system, such as collection, recording, storage,
protection, alteration, adaptation, disclosure, transfer, retrieval, making available for
collection, categorization, preventing the use thereof. The data filing system, which
is important in processing, is the system where personal data are processed by being
structured according to specific criteria. It is important that the processing is carried
out by means of a data filing system, which can also be considered as an information
system, in terms of the scope of the Law. In fact, according to Article 2 of the Law on
scope, “The provisions of this Law shall apply to natural persons whose personal data
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are processed and to natural or legal persons processing such data wholly or partially
by automated means or by non-automated means which provided that form part of a
data filing system’”.

Articles 135 to 140 of Turkish Penal Code No. 5237 shall be applied to the crimes
concerning personal data. These crimes are recording of personal data, illegally
obtaining or giving data and destruction of data. In this study, criminal responsability
related to data concerning health will be examined in the light of judicial practice and
decisions of the Personal Data Protection Board.

Keywords: Data Concerning Health, Information System, Processing, Data Filing
System, Special Categories of Personal Data.
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OKULLARDA GOCUK MAHREMIYETI (SOSYAL
MEDYADA OGRENCI GIiZLILIGININ KORUNMASI)

Cennet ALAS SEKERBAY"

Ozet

Sosyal medyanin hayatin her alaninda giderek daha onemli bir yer tutmaya
baslamas1 gercegi karsisinda okullar ve o6gretmenler tarafindan da sosyal medya
uygulamalar1 her zamankinden daha fazla kullanilmaya baslamistir. Bu kullanim
tanitim, pazarlama, iletisim, egitim gibi cesitli siireclerin parcasi olabilmektedir.
Bununla birlikte ¢ocuklar giderek karmasiklasan bir sektoriin finansman ortaminda
icerik tiiketmekte, hizmetlere erismekte ve hatta ¢ocuklarin yer aldigi fotograf ve
videolar bu ortamin bir pargasi olarak icerigin kendisini olusturmaktadir. Elbette sosyal
medyanin okullar ve 6gretmenler tarafindan kullaniminin gesitli faydalar: bulunmakla
birlikte yetiskinler tarafindan kurgulanan ve kullanilan sosyal medya uygulamalarinda
ayirt etme giicii dahi bulunmayan ¢ocuklarin tiiketici ya da icerigin kendisi olarak yer
almalar1 bir takim mahremiyet kaygilarini giindeme getirmektedir. Bu bakimdan 6698
sayili Kisisel Verilerin Korunmasi Kanunu'na uyum saglanmasi, yasal yiikiimliiliiklerin
yerine getirilmesi ve konuya 6zgii sektorel ilkelerin belirlenmesi 6nemlidir. En temel
yaklasim olarak ogrencilerin geri bildirimleri alinarak fotograf, video ya da diger
kisisel bilgilerinin diinyaya yayilmasi konusundaki endiseleri dikkate alinmali, onlara
kendilerini daha giivende hissetmeleri i¢in yapabilecekleri anlatilmali, her 6grencinin
isteklerine kisaca kisisel verilerinin korunmasi hakkina saygi gosterilmelidir.

Anahtar Kelimeler: Kisisel Veri, Mahremiyet, Ogrenci Verisi, Okul Verisi, Sosyal
Medya
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Politikalar1 ve Inovasyon Yonetimi Doktora Ogrencisi, ORCID: 0000-0001-7215-9764
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CHILDREN’S PRIVACY IN SCHOOLS (PROTECTING STUDENTS’
PERSONAL DATA ON SOCIAL MEDIA)

Abstract

As social media becomes increasingly important in all areas of life, social media
applications are being used by schools and teachers more than ever before. This use
can be part of different processes such as advertising, marketing, communication and
education. However, children consume content and access services in the financial
environment of an increasingly complex sector. Moreover, photos and videos of
children are the content itself as part of this environment. The use of social media by
schools and teachers undoubtedly has many advantages. On the other hand, the fact
that children, who do not even have the power of judgement, participate as consumers
or as the content itself in social media applications designed and used by adults raises
some privacy concerns. In this respect, it is important to comply with Law No. 6698
on the Protection of Personal Data, to fulfil legal obligations and to establish sectoral
principles in this area. The most basic approach should be to seek students’ feedback,
address their concerns about their photos, videos or other personal information being
shared with the world, and tell them what they can do to feel safer, the wishes of each
student must be respected, in short, their right to the protection of their personal data.

Keywords: Personal Data, Privacy, Student Data, School Data, Social Media
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Osman Tolga ARICAK

DIJITAL OYUN BAGIMLILIGI

Osman Tolga ARICAK®

Ozet

Bu bildirinin amaci, ¢cocuk ve genclerle ¢calisan uzmanlara dijital oyun bagimliliginin
ne oldugunu, DSM-5 ve ICD-11 tanilama sistemlerinde tanilama kriterlerinin neler
oldugunu, tanilamadaki benzerlik ve farkliliklarini ortaya koymaktir.

Diinyagenelinde artanistatistiklere bagliolarak Amerikan Psikiyatri Birligi problemli
djjital oyun oynama davranisinin psikiyatrik bir bozukluk olabilecegi konusunda
temkinli; fakat ciddi adimlar atmaya baslamistir. Bu konuda atilan adimlar kisa stirede
meyvesini vermis ve Amerikan Psikiyatri Birligi, 2013 yilinda yayinladigt DSM’nin
besinci baskisi tigiincii kisminda “hakkinda daha fazla arastirmaya ihtiya¢ duyulan”
bir bozukluk olarak ‘internet oyun oynama bozuklugunu’ tanimlamistir. Kitapta her
ne kadar bozuklugun ismi ‘internet oyun oynama bozuklugu’ olarak gecmekteyse de,
‘Alt Tipler’ bashg altinda ‘internete bagh olmayan bilgisayar oyunlarinin da’ bu gruba
dahil edilebilecegini belirtmistir.

Diinya Saglk Orgiitii de 2014 yilindan bu yana 2018 yilinda yayimlanan
‘Hastaliklarin Uluslararasi Siniflandirilmast’ el kitabinin 11. Baskisinda, hem ¢evrimigi
hem de ¢evrimdis1 “oyun oynama bozuklugu” kavramini tanimlamis ve tani kriterlerini
siralamustur.

Dijital oyun bagimlilig1 tizerine su ana kadar yapilan en genis 6lcekli calismalarin,
Avrupa ve Uzakdogu Asya iilkelerinde gerceklestirildigi goriilmektedir. Yapilan
aragtirmalar oyun bagimlilig1 icin yayginlik oranini, Bati iilkeleri genelinde %1-10
arasl, Giiney Amerika ve Afrika tilkeleri genelinde %1-9 arasi, Uzakdogu Asya tilkeleri
genelinde ise %10-15 arasi olarak vermektedir. DSM-5, bir Asya iilkesinden elde
edilen oranlar1 paylasmis; 15-19 yas arasi erkeklerin %8.4'niin, kizlarin ise %4.5'nin
DSM-5teki oyun oynama bozuklugu icin belirlenen dokuz 6lgiitten besini tasidigini
belirtmistir.

Prof. Dr.,, Bogazigi Universitesi Egitim Fakiiltesi Ogretim Uyesi, https://orcid.org/0000-0001-8598-5539 tolga.aricak@boga-
zici.edu.tr
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Bu bildiride 6zellikle Diinya Saghk Orgiitii'niin 2014’ten bu yana bu konudaki
calismalarinin 6zetlenmesi amacglanmaktadir. Bu calisma, literatiir derlemesi tarzi
bir yontemle gerceklestirilmistir. Ayni zamanda yazarin son sekiz yildir Diinya
Saglik Orgiitii biinyesinde gergeklestirdigi calismalarin ve deneyimlerin bir &zeti
niteligindedir.

Anahtar Kelimeler: Dijital oyun bagimliligi, internet Oyun Oynama Bozuklugu

DIGITAL GAME ADDICTION
Abstract

The purpose of this report is to elucidate the concept of digital game addiction
for specialists working with children and adolescents, as well as to outline the
diagnostic criteria in the DSM-5 and ICD-11 systems, highlighting their similarities
and differences.

In response to increasing statistics worldwide, the American Psychiatric Association
has cautiously begun to take significant steps regarding problematic digital gaming
behavior, which may be considered a psychiatric disorder. These efforts have quickly
borne fruit, leading the American Psychiatric Association to define “Internet Gaming
Disorder” as a condition that “Conditions for Further Study” in the third section of
the fifth edition of the DSM, published in 2013. Although the disorder is referred to as
“Internet Gaming Disorder” in the book, it notes under the heading “Subtypes” that
“non-Internet computerized off-line games” can also be included in this group.

Since 2014, the World Health Organization (WHO) has defined the concept of
“Gaming Disorder” in both predominantly online and predominantly offline contexts
in the 11th edition of the International Classification of Diseases (ICD), published in
2018, and has outlined its diagnostic criteria.

The largest-scale studies conducted to date on digital game addiction have taken
place in European and East Asian countries. Research indicates that the prevalence of
gaming addiction is between 1-10% in Western countries, 1-9% in South American and
African countries, and 10-15% in East Asian countries. The DSM-5 reported findings
from an Asian country, indicating that 8.4% of males and 4.5% of females aged 15-19
met five of the nine criteria established for gaming disorder.

This report specifically aims to summarize the WHQO’s work on this subject since
2014. It has been conducted as a literature review and also serves as a summary of the
author’s experiences and studies conducted within the WHO over the past eight years.

Key Words: Digital game addiction, Internet Gaming Disorder
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DIJITAL OYUNLARIN KUMARLA iLiSKiSi:
RISKLER VE ONLEME YOLLARI

Sireyyanur KITAPCIOGLU'

Ozet

Giliniimiizde internet hizmetleri ve akilli telefonlarin yayginlasmasi, teknolojik
gelismelerle birlikte insanlarin giinlitkk yagamini bityiik 6l¢tide degistirmistir. Ozellikle
oyun ve kumar endiistrileri bu dijital doniisimden 6nemli 6l¢iide etkilenmis ve
bireylerin bu sektorlerle etkilesimini artirmistir (Derevensky ve Griffiths, 2019). Oyun
sektortiniin hizli bitytimesi genclerin dijital oyunlara olan ilgisini artirirken, kumar
sektorii daha yavas ilerlemis ve dijital ortamda kumara yonelik ilgiyi cekmek i¢in yeni
stratejiler gelistirmeye baslamistir (Delfabbro ve King, 2020). Bu stratejiler arasinda,
dijital oyunlara kumar benzeri iceriklerin entegre edilmesi yer almaktadir. Ozllikle
loot box gibi oyun ici satin alma unsurlar1 genclerde bagimlilik riskini yiikseltmektedir
(Drummond ve Sauer, 2018; King ve Delfabbro, 2020). Ozellikle kumar unsurlarinin
oyun sektoriine dahil edilmesi, ticari kazanci artirirken genclerde bagimlilik gelistirme
riskini de arttirmaktadir.

Dijital Oyunlarda Kumar Benzeri icerikler

Oyunlarda yer alan kumar benzeri unsurlar, kullanicilar1 uzun siire oyunda kalmaya
ve daha fazla harcamaya tesvik eden mekaniklere sahiptir. Bu igerikler, kumarin bir
bi¢imi olarak tartisilan loot box’lar ve oyun ici satin alma gibi 6zellikleri icermektedir
(King ve Delfabbro, 2020; Macey ve Hamari, 2018). Arastirmalar, oyun i¢i satin alma
islemlerinin bazi kullanicilar icin risk olusturabilecegini, asir1 harcamaya, bagimlilik
yapici davranislara ve kumarin normallesmesine yol agabilecegini belirtmektedir
(King ve Delfabbro, 2018; King ve Delfabbro, 2020). Ozellikle gen¢ oyuncular arasinda
yaygin olan loot box satin alimlari, onlar1 6diil kazanma arzusuyla oyuna baglayarak
asir1 oyun oynama davraniglarina yol agabilmektedir.

Klinik Psikolog, Doktora Ogrencisi, Hasan Kalyoncu Universitesi, https://orcid.org/0000-0001-6608-2772 sureyyakitapciog-
lu@gmail.com
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E-spor Bahisleri ve Sosyal Kumarhaneler

E-spor bahisleri, video oyunu yarismalarinin sonuglarina bahis koyma pratigini
ifade etmektedir. Bu durum dijjital platformlarin yayginlasmasiyla birlikte popiiler
hale gelmistir. E-spor bahislerinin bagimlilik riskini artiran bir etken oldugu ve
genclerin kumar bagimlilig: gelistirmesine katkida bulunabilecegi 6ne siiriilmektedir
(Zendle, 2020). Ote yandan, sosyal kumarhane oyunlari, gercek parayla sans oyunlari
oynama firsat1 sunarak oyuncular1 kumarin eglenceli bir etkinlik oldugu yanilgisina
distirebilmektedir. Bu oyunlarin kullanicilari daha sonra geleneksel kumara
yonelebilmekte ve bu da bagimlilik riskini artirabilmektedir (Gainsbury ve ark., 2016).

Ganimet Kutular ve Jetonlu Bahisler

Ganimet kutulari, oyuncularin rastgele odiiller kazandigi oyun ici ogelerdir
ve kullanicilar1 6dill kazanma beklentisiyle daha fazla harcama yapmaya
yonlendirebilmektedir. Bu mekaniklerin, kumarla benzer 6zellikler tasimasi nedeniyle
bagimlilik yapici etkileri olabilecegi 6ne siiriilmektedir (Drummond ve Sauer, 2018).
Ayrica jetonlu bahis gibi oyun ici aktiviteler, kullanicilar oyun igerisinde elde ettikleri
sanal odiillerle tatmin ederek, onlar1 kumara karsi duyarsizlastirabilir ve bagimlilik
riskini artirabilmektedir (Zendle, 2020).

Kumar Endustrisinin Dijitallesmesi ve Genglere Erigimi

Kumar endiistrisi, dijitallesme ile birlikte gengleri hedef alan igeriklerle genis bir
kitleye erisim saglama imkani bulmustur. Sosyal medya, influencer isbirlikleri ve spor
sponsorluklar1 gibi stratejilerle kumar reklamlari, gengler icin normallestirilmekte
ve erigilebilir hale getirilmektedir (Wardle ve ark., 2024). Dijital oyunlarda kumar
unsurlarinin normallestirilmesi, genclerin bu tiir iceriklere duyarli hale gelmesine
yol acabilir ve bu nedenle, toplum sagligi acisindan gencleri koruyucu onlemler
gerekmektedir. The Lancet Public Health Komisyonu, kumarin halk saglig1 sorunu
olarak ele alinmasi gerektigini belirterek daha giiclii diizenlemelerin ve koruyucu
politikalarin 6nemine dikkat cekmektedir (Wardle ve ark., 2024).

Halk Sagligi ve Duzenleme Gereksinimi

Dijital oyunlarin kumar unsurlar: icermesi, genclerin kumara daha fazla maruz
kalmalarina yol acarak bagimlilik riskini artirmaktadir. Bu risklerin 6nlenmesi adina
dijital oyunlarda kumar benzeri mekaniklerin sinirlandirilmasi, yas sinirlamalarinin
uygulanmasi ve oyun i¢i satin alimlarin diizenlenmesi gibi politikalarin olusturulmasi
gerekmektedir. Ozellikle sosyal medya ve dijital platformlarda kumar icerikli
reklamlarin sinirlandirilmasi, genglerin bu tiir iceriklere daha az maruz kalmasin
saglayacaktir (Wardle ve ark., 2024).
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Onleme Yollar ve Bilinglendirme

Genglerin dijital oyunlarda kumar benzeri igeriklere maruz kalmalarinin 6nlenmesi
icin ailelerin ve egitimcilerin bu konuda farkindalik kazanmalar1 énemlidir. Ozellikle
ailelerin, cocuklarini dijital oyunlarin icerdigi riskler konusunda bilinglendirmeleri ve
¢ocuklarin oyun aligkanliklarini yakindan takip etmeleri gerekmektedir. Ayni zamanda
oyun gelistiricilerin ve dagiticilarin da bu konuda sorumluluk almalari, oyun igi satin
alimlarin ve kumar benzeri unsurlarin sinirlandirilmasi adina etkili olacaktir. Ayrica,
cocuklarin oyun bagimlilig1 ve kumar bagimliligina karsi korunmasi igin halk saglig:
acisindan etkili politikalarin gelistirilmesi 6nem arz etmektedir.

Sonug

Dijital oyunlarin kumar unsurlar1 icermesi, genclerde oyun ve kumar bagimlilig
riskini artirarak halk saghigini tehdit etmektedir. Bu nedenle, dijital oyun iceriklerinin
siki diizenlemelerle denetlenmesi ve genclerin kumar riskinden korunmasi igin
kapsamli 6nlemler alinmas1 gerekmektedir. Teknolojik gelismelerle birlikte biiyiiyen
oyun endistrisinin, toplum saglig1 tizerindeki etkilerinin degerlendirilmesi ve bu
etkilerin sinirlandirilmast icin politika yapicilarin aktif rol almasi gereklidir. Ozellikle
djjital oyunlarda yer alan kumar unsurlarinin diizenlenmesi ve genglerin bu riskli
iceriklerden korunmasi, toplum sagligini korumak adina kritik 6neme sahiptir.

Anahtar Kelimeler: Dijital oyun bagimliligi, Internet Oyun Oynama Bozuklugu,
Kumar bagimlilig

THE INTERRELATIONSHIP BETWEEN DIGITAL GAMES AND
GAMBLING: RISKS AND PREVENTIVE STRATEGIES

Abstract

The widespread availability of internet services and smartphones, coupled with
technological advancements, has fundamentally transformed daily life. This digital
shift has had a profound impact, particularly on the gaming and gambling industries,
fostering increased engagement with these sectors (Derevensky & Griffiths, 2019).
While the rapid expansion of the gaming sector has intensified interest among young
users, the gambling industry has experienced comparatively slower growth, prompting
the development of new strategies to enhance digital engagement with gambling content
(Delfabbro & King, 2020). These strategies have prominently included the integration
of gambling-like mechanisms into digital games, where in-game purchasing features,
such as loot boxes, have raised addiction risks, particularly among youth (Drummond
& Sauer, 2018; King & Delfabbro, 2020). Consequently, incorporating gambling
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features within the gaming sector not only augments commercial profitability but also
amplifies addiction risks among younger demographics.

Gambling-like Elements in Digital Games

Digital games increasingly incorporate elements that closely mirror gambling,
driving prolonged user engagement and promoting additional spending. These
mechanisms encompass features like loot boxes and other in-game purchases,
which have garnered attention as potential gateways to gambling behaviors (King &
Delfabbro, 2020; Macey & Hamari, 2018). Empirical evidence suggests that such in-
game purchasing options can be especially risky for certain users, leading to excessive
spending, addictive behaviors, and the normalization of gambling, particularly among
young users incentivized by reward-based mechanics (King & Delfabbro, 2018; King
& Delfabbro, 2020).

Esports Betting and Social Casino Games

The practice of esports betting, wherein users wager on competitive gaming
outcomes, has surged in popularity alongside the growth of digital platforms. This
form of betting has been identified as a significant risk factor, contributing to addictive
behaviors and potentially leading to gambling addiction among youth (Zendle, 2020).
Social casino games, in contrast, provide simulated gambling experiences that involve
real monetary stakes, luring players into perceiving gambling as a recreational activity.
Studies indicate that participants in these social casino games may later transition to
traditional gambling, thereby elevating their risk of addiction (Gainsbury et al., 2016).

Loot Boxes and Token-based Betting

Loot boxes, which offer players randomized rewards through paid transactions,
closely resemble gambling mechanics and encourage repeated spending due to the
anticipation of obtaining valuable items. This resemblance to gambling has raised
concerns over the potential for addiction (Drummond & Sauer, 2018). Furthermore,
token-based betting in games can reward players with virtual prizes, potentially
desensitizing them to gambling while simultaneously increasing their susceptibility to
addiction (Zendle, 2020).

Digitalization of the Gambling Industry and Youth Accessibility

Digitalization has enabled the gambling industry to reach a wider audience,
particularly young people, through tailored content. By leveraging social media,
influencer partnerships, and sports sponsorships, gambling advertisements are
increasingly normalized and accessible to youth (Wardle etal., 2024). The normalization
of gambling elements in digital games increases young people’s susceptibility to such
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content, thus highlighting the need for protective public health measures. The Lancet
Public Health Commission underscores the importance of addressing gambling as a
public health issue and advocates for stronger regulatory and preventive policies to
mitigate these risks (Wardle et al., 2024).

Public Health Imperatives and Regulatory Requirements

The inclusion of gambling elements in digital games exposes young individuals to
heightened risks of engaging with gambling, thus increasing addiction susceptibility.
Effective prevention strategies necessitate limiting gambling-like features in games,
enforcing age restrictions, and regulating in-game purchases. In addition, curtailing
gambling advertisements on social media and digital platforms may further reduce
youth exposure to gambling (Wardle et al., 2024).

Preventive Measures and Awareness

Mitigating youth exposure to gambling-like elements in digital games requires
raising awareness among parents and educators. Parental vigilance regarding digital
gaming risks and monitoring children’s gaming habits are essential. Additionally,
developers and distributors bear responsibility for restricting in-game purchases
and gambling-like features. The development of effective public health policies is
paramount to safeguarding children from gaming and gambling addiction.

Conclusion

The integration of gambling elements into digital games significantly increases
addiction risks among young players, posing a public health threat. As such, it is
imperative to impose stringent regulations on digital game content and implement
comprehensive measures to protect youth from gambling-related risks. Policymakers
should play an active role in assessing and mitigating the public health impacts of
the rapidly expanding gaming industry. Notably, regulating gambling elements within
digital games and protecting young individuals from such hazardous content is critical
for safeguarding public health.

Key Words: Digital game addiction, Internet Gaming Disorder, Gambling
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PROBLEMLi PORNOGRAFi KULLANIMI:
TANIMLAR, ETKILER, ARASTIRMA

Eren Murat DINCER’

Ozet

Son yillarda internetin yayginlasmasiyla birlikte pornografi kullanimi, o6zellikle
gencler ve yetiskinler arasinda giderek artan bir siklikla goriilmektedir. Arastirmalar,
pornografik icerige erisimin kolaylasmasiyla birlikte, bireylerin pornografi tiiketim
aligkanliklarinin arttigini ve bunun birgok farkli yas grubunda yaygin bir pratik haline
geldigini gostermektedir.

Problemli pornografi kullanimi (PPK), bireyin pornografiye karsi kontrol edemedigi
bir diirtii gelistirmesi ve bu durumun islevselligini, iligkilerini veya genel yasam
kalitesini olumsuz yonde etkilemesi olarak tanimlanmaktadir. Ancak, PPK’nin tanimi
ve siniflandirilmasi konusundaki tartigmalar siirmektedir. Bazi arastirmacilar, PPK’yi
bagimlilik cercevesinde degerlendirirken, digerleri onu daha ¢ok bir aligkanlik ya da
zorlayic1 bir davranis modeli olarak ele almaktadir. Bu tartigsmalar, PPK’'nin dogasi,
nedenleri ve sonugclar1 hakkinda daha fazla arastirma yapilmasini gerektirmektedir.

PPK’nin bireyler tizerindeki etkileri genis bir yelpazeye yayilmaktadir. Bu etkiler
arasinda cinsel islev bozukluklari, disiik benlik saygisy, iligkisel catismalar ve duygu
diizenleme giicliikkleri yer almaktadir. Ayrica, PPK’nin kisinin sosyal hayati ve
akademik/mesleki performansi tizerindeki olumsuz etkileri de dikkat ¢ekmektedir.
Bu etkiler, bireyin problemli kullanim doéngiisiinii sirdiirmesine ve giinliikk yasamini
olumsuz etkilemesine neden olabilir.

PPK’yi dlgmek icin gelistirilen gesitli 6l¢ekler bulunmaktadir, ancak bu 6lgeklerin
gecerlilik ve giivenilirlikleri konusundaki tartismalar devam etmektedir. Giincel
ol¢iim araclari, bireyin pornografi kullaniminin sikligini, siiresini ve bu kullanimin
psikososyal etkilerini degerlendirmeyi amaglamaktadir. Ancak, kiiltiirel faktorler ve
bireysel farkliliklar, bu 6l¢tim araglarinin genellenebilirligini sinirlayabilir.

Dr., erenmuratdincer@gmail.com https://orcid.org/0000-0002-7837-0832
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Gelecekteki calismalarin, PPK’'nin farkli yas ve kiiltiirel gruplardaki yayginligini
ve etkilerini incelemesi 6nemlidir. Ayrica, pornografi kullanimini etkileyen faktorler,
PPK’nin biligsel ve nérolojik temelleri ve etkili miidahale stratejilerinin gelistirilmesi gibi
konular daha fazla arastirma gerektirmektedir. Ozellikle, PPK’nin uzun vadeli etkileri
ve iyilesme siirecleri iizerine yapilacak ¢alismalar, alana 6nemli katkilar saglayabilir.

Anahtar Kelimeler: Problemli porno kullanimi; davranigsal bagimliliklar;
pornografi; ruh saghigi

PROBLEMATIC PORNOGRAPHY USE: DEFINITIONS,
EFFECTS, RESEARCH

Abstract

In recent years, the prevalence of pornography use has been increasing, particularly
among adolescents and adults, with the widespread availability of the internet.
Research shows that as access to pornographic content becomes easier, individuals’
pornography consumption habits have increased, making it a common practice across
various age groups.

Problematic pornography use (PPU) is defined as the development of an
uncontrollable urge toward pornography, which negatively impacts an individual’s
functionality, relationships, or overall quality of life. However, debates continue
regarding the definition and classification of PPU. Some researchers view PPU within
the framework of addiction, while others consider it more as a habit or a compulsive
behavior pattern. These discussions highlight the need for further research on the
nature, causes, and consequences of PPU.

The effects of PPU on individuals span a wide range, including sexual dysfunctions,
low selfesteem, relational conflicts, and difficulties in emotion regulation. Additionally,
the negative impacts of PPU on a person’s social life and academic/professional
performance are significant. These effects can perpetuate the cycle of problematic use
and negatively influence daily life.

Various scales have been developed to measure PPU, but debates about the validity
and reliability of these scales continue. Current assessment tools aim to evaluate
the frequency and duration of pornography use, as well as its psychosocial effects.
However, cultural factors and individual differences may limit the generalizability of
these tools.

Future studies should focus on examining the prevalence and effects of PPU across
different age and cultural groups. Furthermore, topics such as factors influencing
pornography use, the cognitive and neurological foundations of PPU, and the
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development of effective intervention strategies require further research. Especially,
studies on the long-term effects of PPU and recovery processes can provide significant
contributions to the field.

Keywords: Problematic pornography use; behavioral addictions; pornography;
mental health
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GELISEN TEKNOLOJi ILE DOGACAK COCUGU
TASARLAMAK SURETIYLE ONUN KiSiLiK
HAKKINA HENUZ DOGMADAN MUDAHALE

EDILMESI

Sera REYHANI YUKSEL"

Ozet

Doktrinde kisilik hakki farkl sekillerde tanimlanmis olsa da kisilik hakkini en genel
haliyle, yasam, beden biitiinliigii, onur ve sayginlik gibi kisi varligi degerleri tizerinde
var olan, kisiye siki sikiya bagli, herkese kars ileri siiriilebilen ve herkes tarafindan
ihlal edilebilecek olmasi nedeniyle mutlak, zamanasimi veya hak diisiiriicii siireye tabi
olmayan, devredilemeyen ve vazgecilemeyen, mirascilara gegmeyen, tekelci bir nitelige
sahip, haczedilemez/iflas masasina girmez nitelikte, zamanla gelisen ve degisen bir
nitelige sahip olmasi dolayisiyla esnek, sahis varligina dahil bir hak olarak tanimlamak
miimkiindiir.

Cocuklarin hi¢ siiphesiz kendilerine ait ve korunmaya deger bir kisilikleri
bulunmaktadir. Cocugun korunmaya deger bu kisiligi onun heniiz dogumundan 6nce
anne ve babasinin kendi genlerine miidahalesine maruz kalmamasini da kapsamina
almalidir. Ancak gelisen teknoloji beraberinde anne ve babalarin ¢ocuklarini
programlayabilmesi imkanini getirmistir. Dogacak ¢ocuklarin ileride herhangi bir
saglik sorunu yasamamasini saglayamaya yonelik olmasi sebebiyle teknolojinin
getirdigi bu imkén olumlu olarak goriilebilirse de yaratacagi sakincalar da goz ardi
edilemez. Mesela bu dogacak cocugun cinsiyetine yonelik bir miidahaleye neden
oldugunda cinsiyet dagiliminda dengesizlik dahil olmak iizere bir¢ok soruna yol
acabilir. Bunun disinda dogacak ¢ocugun baska bircok fiziksel, bilissel veya psikolojik
ozelligine miidahale gerceklestirilebilir. Anne ve babanin ¢cocugunun sarisin, mavi gozli
olmasini istedigi bir durumda bunu saglamalar1 miimkiin olabilecektir. Ustelik sadece
bebeklerin cinsiyeti, boyu, sa¢ ve goz rengi degil, karakteri bile 6nceden belirlenebilir
hale gelmektedir. Halbuki bir ¢ocugun, anne ve babasinin kendisi i¢in yaptig:

Dog. Dr, Tekirdag Namik Kemal Universitesi Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dali Ogretim Uyesi, sereyhani@
hotmail.com, Orcid 1d:0000-0002-7969-6949.
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secimlerin disina ¢ikabilmesi de kisiligini ortaya koymasinin bir yoludur. Zeki, 6zgiir
ruhlu, yaratici, karizmatik, uzun boylu, normal kiloda olmasi istenilen bir ¢cocugun
ozelliklerine bu denli miidahale edilmesi onun bagimsiz bir kisi olarak var olmasinin
oniinde bir engeldir ve kisilik hakkina miidahale olusturur. Dolayisiyla bu konuda var
olan ve goz ard1 edilemez etik ve ahlaki kaygilar bir yana, ¢cocugun kisilik hakkinin
korunmasi bakimindan da durum olumsuz sonuglara sebep olabilecek niteliktedir.
Inceleme konumuz baglaminda éncelikle teknolojik gelismeler sonucu ortaya cikan
“tasarim bebek” kavrami agiklanacak, sonrasinda tasarim bebek olgusunun ¢ocugun
kisilik hakkina miidahale anlaminda yaratacagi hukuki sorunlar tizerinde durulacaktir.

Anahtar Kelimeler: Tasarim bebek, kisilik, kisilik hakki, kisiligin korunmasi,
genetik miidahale

VIOLATION OF PERSONAL RIGHTS OF AN UNBORN
BABY WHEN THE BABY IS DESIGNED WITH ADVANCING
TECHNOLOGY

Abstract

Although there are several definitions of personal rights, in general it can be
defined as a right that a person has over their own body based on the integrity of body,
life, honour and dignity, closely tied to the person, which is absolute, exclusive, non-
seizable and is not subject to statute of limitations or final term; which may not be
transferred or renounced, may not be inherited, may not be sold, traded or distributed
by a bankrupt entrepreneur, flexible since it develops and changes over time.

A child undoubtedly has their own personality worthy of protection. Protection of
a child’s personality should also include nonexposure to gene editing by its parents
before it is even born. However advancing technology allows parents to design and
program their babies. Although this opportunity brought by the technology can be
considered as a positive development since it prevents potential health problems
in children before they are born, problems this can cause cannot be ignored. For
example when the technology allows parents to choose the gender of their unborn
children, this can cause many problems including sex-ratio imbalances. In addition to
this, many of the physical, cognitive abilities or personality traits of the unborn child
can be altered. For example, it will be possible for their parents to make their baby
blonde and blue eyed. Moreover, not only the sex, height, hair and eye colours but also
personality of the baby can also be altered. However, children’s freedom to make their
own choices instead of their parents’ is a way to manifest their personality. Altering
personality traits of a child to make them smart, free-spirited, creative, charismatic, tall
with normal weight prevents the child from becoming an independent person and is
considered as a violation of personal rights. Therefore in addition to ethical and moral
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concerns which cannot be ignored, this can also have consequences for the protection
of personal rights of the child. In this paper, we will first explain the “designer baby”
concept created with the advances in technology and then discuss legal consequences
of the designer baby concept since it may be considered as a violation of personal
rights.

Keywords: Designer baby, personality, personal right, protection of personal rights,
gene editing
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YASLI BIREYLERIN SOSYAL ROBOT
KULLANIMINDA AYDINLATMA YUOKUMLULUOGU
VE ACIK RIZA

Deniz Onur ARAS’

Ozet

Teknoloji ve tiptaki gelismelerle birlikte yasam siirelerinin uzamasi, kisiye daha
fazla deneyim yasama sansi sunmaktadir. Diinya genelinde yas ortalamasi yiikseldikge,
saglik hizmetlerine ve yasli bakimina olan ihtiyaci her gecen giin daha da artirmaktadir.
Bu artan talebe yanit vermekte zorlanan saglik hizmetlerinde maliyetler artmakta,
yash bireylerin yetersiz fiziki ve psikolojik destekle bas basa kalmaktadir. Diinyada
azalan dogum oranlari, artan bireysellesme ve aile yasam alanlarinin kiigiilmesi ile
genis ailelerin giderek kaybolmasi, yash bakimi ve yalnizlasma sorununu beraberinde
getirmektedir. Yasli bakim evleri hem hizmetleri hem de sosyal alanlar1 konusunda
bir nebze de olsa ¢6ziim olabilecekken, bakim evlerinin kalitesi, insan istihdamindaki
problemler ve hizmet kalitesinin denetiminin zor olmasi bu sorunu baska bir boyuta
tasimaktadir.

Zamaninin ¢ogunu yalniz geciren ve kronik hastaliklarla ugrasan yash bireyin
mental kapasitesi de bir siire sonra hizli bir ¢okiise gecebilecektir. Bu sorunlara ¢éziim
liretmeye calisan Japonya, Fransa, Almanya vb. {ilkeler robotikten faydalanmaktadir.
Bir¢ok ¢esidiolanrobotlarin kullanilmasiyla birlikte hasta bakimi gerceklestirebilmekte,
giinliik faaliyetlere yardimci olunmakta, ilag saatleri diizenlenmekte ve sosyal etkilesim
arttirllmaktadir. Bu robotlar farkli ozellikleriyle muhtelif ebatlara ve gorevlere
iliskin karmasiklik diizeylerine ulasabilmektedir. Yashh bakim evlerinde de bu tip
robotlar kullanilabilmekteyse de yasli bireylerin sosyal robotlar1 evlerinde kullanma
aliskanliklar: giderek artmaktadir.

Bazi tilkelerde uzun yillardan beri yash bireyler tarafindan kullanan sosyal robotlar,
tilkemizde de kullanim alani bulmaya baglamistir. Bu robotlar suan itibariyle gerek
kisisel, gerekse huzurevleri tarafindan temin edilebilmektedir. Ulkemizde ve Diinyada
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kullanimin yayginlasmasi, bu robotlarin bireylere mental veya fiziksel zararlar
verebilecegizararlarin ¢esidi degismekte ve etkilenen kisi sayisiartmaktadir. Burobotlar
dogrudan maddi zararlar sebebiyet verebilecegi gibi, manipiilasyon ydntemleriyle
kisiye mental olarak zarar verebilecektir. Bu durum halihazirda kalp, tansiyon demans,
Alzheimer vb. gibi kronik hastaliklarla ugrasan yash bireylerin daha biiyiik kayiplar
yasamasina sebebiyet verebilir.

Aslinda sosyal robotlarin yasli bakiminda kullanilmasinda farkli hukuk dallarini
ilgilendirebilecek bircok risk olmasina ragmen, bu risklerin heniiz bir bdlimii
anlasilabilmistir. Kald: ki risk doguran olaylarin meydana gelmesindeki cesitlilik
ozellikle yapay zekanin denkleme daha ¢ok girmeye basladigi ve teknolojilerinin
karmasiklastigi donemde artis gosterecektir. Bu risklerin de yasl bireylere aktarilmasi
gerekmektedir. Halihazirda analiz edilen riskler dahi ilgili mevzuatlarda muhtelif
sorunlara sebebiyet verebilecek diizeydedir. Konumuz bakimindan ise hareket
sensorleri, gorsel ve isitsel kayit cihazlari, yiiz tanima sistemleri, agir fiziki yapilari,
var olabilecek yapay zeka ajanlar: gibi 6geler robotlarin ¢ok genis bir kisisel ve 6zel
nitelikteki veriyi elde edebilmesine sebebiyet vermektedir. Kullanicilarinin ¢ogunlugu
yasli bireylerden olusan bu robotlarin meydana getirebilecegi risklere iligkin aydinlatma
ve elde edilebilecek verilere iliskin agik rizanin ne sekilde alinacagi ise sorunlu bir alan
olabilecektir. Calismamizda da yash bireylerin kullanacagi sosyal robotlar icin hem
kisisel hem de 6zel nitelikli kisisel verilerin islenebilmesi icin alinmasi gerek acik rizada
dikkat edilmesi gereken hususlar degerlendirilecektir.

Anahtar Kelimeler: Sosyal Robot, Yashh Bakim, Aydinlatma Yiikiimliliigii, Agik
Riza

OBLIGATION OF ENLIGHTENMENT AND EXPLICIT CONSENT
IN THE USE OF SOCIAL ROBOTS BY ELDERLY INDIVIDUALS

Abstract

Advancements in technology and healthcare have led to longer life expectancies,
allowing individuals to enjoy more experiences throughout their lives. However, as the
global population ages, the demand for healthcare and elderly care services is growing
at a rapid pace. Healthcare systems are finding it increasingly difficult to meet this
rising demand, resulting in higher costs and insufficient physical and psychological
support for elderly individuals. Contributing factors, such as declining birth rates,
increasing individualism, shrinking living spaces, and the waning presence of extended
family structures, further exacerbate the challenges of elderly care and isolation.

Although nursing homes could provide partial solutions with their services and
social environments, issues such as the quality of care, employment challenges, and
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difficulties in monitoring service standards introduce new dimensions to this problem.
Elderly individuals who spend most of their time alone and deal with chronic illnesses
may experience rapid mental decline over time. Countries like Japan, France, and
Germany have started to utilize robotics as a solution to these issues. Different types
of robots are being used to provide patient care, assist with daily activities, schedule
medication times, and increase social interaction. These robots, varying in size and
complexity depending on their functions, are increasingly being used in nursing homes
as well as in elderly individuals’ homes.

In some countries, social robots have been used by elderly individuals for many
years, and their usage is now becoming more common in Tiirkiye. These robots are
currently available for both personal use and for use in nursing homes. As the use
of these robots expands, both in Tiirkiye and globally, the potential for mental or
physical harm they may cause increases, along with the number of people affected.
These robots can cause direct physical harm, and through manipulation techniques,
they can cause mental distress as well. This could lead to severe consequences for
elderly individuals already struggling with chronic conditions such as heart disease,
hypertension, dementia, or Alzheimer’s.

Although there are various risks associated with the use of social robots in elderly
care, which could fall under different branches of law, only a few of these risks have
been understood so far. As artificial intelligence becomes more integrated and these
technologies become increasingly complex, the variety of risks will continue to grow.
These risks must also be communicated to the elderly individuals who will be using
these robots. Even the risks identified so far pose potential challenges to the existing
legal frameworks.

In terms of the topic at hand, components such as motion sensors, visual and audio
recording devices, facial recognition systems, heavy physical structures, and potential
Al agents allow these robots to collect extensive personal and sensitive data. How to
inform elderly users about these risks and how to obtain their explicit consent regarding
the use of these data are areas that remain problematic. This study will evaluate the
considerations that need to be taken into account when obtaining explicit consent for
the processing of both personal and sensitive personal data in the context of social
robots used by elderly individuals.

Keywords: Social Robot, Elderly Care, Obligation of Enlightment, Explicit Consent
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TURK HUKUKUNDA SEBEKELER USTU HIiZMET
VE SEBEKELER USTU HIZMET SAGLAYICIYA
GENEL BAKIS

Raci CETIN YUKSEKBAS'

Ozet

Internet teknolojisinin, yirmi birinci yiizyilda kiiresel bazda pek ¢ok paradigmayi
degistirdigi goriilmektedir. Diinyada yasanan bu paradigma degisimlerinden bir tanesi
de, kuskusuz iletisim ve telekomiinikasyon alaninda gerceklesmistir. Yiizyilimizin
basinda geleneksel kablolu iletisim, yerini biiyiikk oranda sebekeler vasitasiyla yapilan
kablosuz mobil iletisime terk etmistir. Mobil iletisim operatorlerinin klasik sesli
iletisimin yaninda internet hizmetini de sunmalar1 ve o6zellikle 3G teknolojisinin
ortaya ¢ikmastyla, internet teknolojisine cep telefonlar: vasitasiyla da erisim miimkiin
hale gelmis ve internet teknolojisi toplumun genis kesimlerine yayilmistir. Internet
teknolojisinin kendine 6zgii niteligi, sesli, yazili ve goriintiilii iletisim ile diger medya
unsurlarinin internet izerinden aktarilmasini olanakl kildigindan, zamanla iletisimin
internet lizerinden yapilmasi diisiincesi dogmustur. Buna dair diisiinceler, sosyal
medya sirketlerinin gesitli medya unsurlarini, herhangi bir mobil operatérden destek
almadan ve yalnizca internet kullanarak taraflar arasinda iletilmesi ile giiclenmistir.

Iste bu sekilde, mobil iletisim operatorlerinin sunmakta oldugu sebeke, kablo,
mobil istasyon vb. altyapiy1 kullanmaksizin ve bu operatoriin miidahalesi olmaksizin
her tiirlii iletisim ve medya aktarimin son kullaniciya yalniz internet iizerinden
saglandig sebekeler istii hizmet (Over-The-Top Services) kavrami ortaya ¢ikmuistir.
Facebook Messenger, WhatsApp, Telegram, Discord ve Signal basta olmak tizere cesitli
sirketlerce gelistirilen mobil uygulamalarla sebekeler iistii hizmet ve sebekeler iistii
iletisim kavrami, kronolojik bakimdan ¢ok kisa olarak kabul edilebilecek bir siirede bir
iletisim devrimine imza atmis ve giderek sebekelerle saglanan ¢agdas mobil iletisim
hizmetlerinin dahi 6niine gegmeye baglamistur.

Avukat, Istanbul Medeniyet Universitesi, Lisansiistii Egitim Enstitiisii, Ozel Hukuk Ana Bilim Dali, Bilisim ve Teknolojileri
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Sebekeler iistii hizmet vasitasiyla medya aktarimi ve her tiirlii iletisimin miimkiin
hale gelmesi karsisinda kiiresel bazda oldugu gibi Tiirkiye Cumhuriyetinde de buna
iliskin uygulama ve hizmetler yayginlasmistir. Ulkemizde, bu yeni nesil iletisim
hizmetinin kamu diizeni, milli giivenlik ve sosyal yapinin korunmasi gibi amaclarla
diizenlenmesi icin mevzuat ¢alismalari yapilmistir. Bu baglamda 5809 sayili Elektronik
Haberlesme Kanunu'nda 7418 sayili Kanun ile yapilan degisikliklerle sebekeler iistii
hizmet ve sebekeler iistii hizmet saglayici kavramlar: mevzuatimiza dahil olmustur.

Sebekeler istii hizmet ve sebekeler iistii hizmet saglayici, Elektronik Haberlesme
Kanunu kapsamina alinarak ayni zamanda Bilgi Teknolojileri ve Iletisim Kurumu'nun
da idari gozetim ve denetimi altina alinmis; hizmet saglayicilara gesitli yiikiimliliikler,
sorumluluklar ve yaptirimlar 6ngoriilmistiir. Bu calismamizda, yapilan yeni diizenleme
kapsaminda sebekeler {istii hizmet kavrami, sebekeler istii hizmet saglayicinin
yiikimliliikleri ve sorumluluklar incelenecek; yeni normlarin Tiirk pozitif mevzuati
bakimindan degerlendirilmesine gayret edilecektir.

Anahtar Sozciikler: Elektronik Haberlesme, Sebekeler Ustii Hizmet,
Telekomiinikasyon, Sosyal Medya, Iletisim.

AN OVERVIEW OF OVER-THE-TOP SERVICES AND
OVER-THE-TOP SERVICE PROVIDERS IN TURKISH
LAW

Abstract

After It is observed that internet technology has brought about numerous paradigm
shifts on a global scale in the twenty-first century. One of these paradigm shifts is
undoubtedly in the field of communication and telecommunications. At the beginning
of our century, traditional wired communication has largely given way to wireless
mobile communication conducted through networks. With mobile communication
operators offering internet services in addition to traditional voice communication,
and particularly with the emergence of 3G technology, access to internet technology
through mobile phones became possible, leading to the widespread adoption of
internet technology across large segments of society. Since the unique nature of internet
technology allows the transmission of voice, written, and visual communication, along
with other media elements over the internet, the idea of conducting communication
via the internet gradually emerged. These ideas were further strengthened by social
media companies facilitating the transmission of various media elements between
parties without relying on any mobile operator’s support and using only the internet.

In this way, the concept of Over-The-Top (OTT) services emerged, where all forms
of communication and media transmission are provided to the end user solely over the
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internet, without using the network, cable, mobile stations, or any other infrastructure
offered by mobile communication operators, and without their intervention. Through
mobile applications developed by various companies, such as Facebook Messenger,
WhatsApp, Telegram, Discord, and Signal, the concept of OTT services and OTT
communication has sparked a communication revolution within a chronologically
brief period, progressively surpassing even modern mobile communication services
provided through networks.

As media transmission and all forms of communication became possible through
OTT services, these services and applications have also gained prevalence in the
Republic of Turkey, as they have on a global scale. Legislative efforts have been made in
our country to regulate this new generation of communication services for purposes
such as maintaining public order, national security, and preserving the social structure.
In this context, the concepts of OTT services and OTT service providers have been
incorporated into our legislation with amendments to the Electronic Communications
Law No. 5809 by Law No. 7418.

The Over-The-Top (OTT) services and OTT service providers have been brought
under the scope of the Electronic Communications Law and placed under the
administrative oversight and supervision of the Information and Communication
Technologies Authority (ICTA). Various obligations, responsibilities, and sanctions
have been imposed on service providers. In this study, the concept of OTT services,
as well as the obligations and responsibilities of OTT service providers under the new
regulation, will be examined, and an effort will be made to assess these new norms in
terms of the applicable Turkish legal framework.

Keywords : Electronic Communications, Over-The-Top (OTT) Services,
Telecommunications, Social Media, Communication.
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BUTURUGA V. ROMANIA: INSAN HAKLARI
AVRUPA MAHKEMESI’NDE SIBER ZORBALIK
ADINA YENI BiR BASLANGIC

Saba Sahika TAHMAZ UZELTURK

Ozet

Teknolojinin ortaya cikmasindan beri iizerinde calisilan siber zorbaligin Insan
Haklar1 Avrupa Mahkemesi tarafindan ilk gériiniimii olan 2020 tarihli Buturugd v.
Romanya davasi, bu 6nemli konunun mahkeme nezdinde ele alindig1 ilk 6rnektir. insan
Haklar1 Avrupa Sozlesmesi'nin 3. ve 8. maddesi kapsaminda ele alinan kararda siber
zorbaligin kadin ve kiz ¢cocuklarina kars: siddette kabul edilen bir siddet tiirii oldugu
ve bu siddetin 6zel hayatin siber platformlarda ihlal edilmesi, magdurun bilgisayarina
haksiz erisim, veri ve goriintiilerin alinmasi, paylasilmasi ve manipiilasyonunu icerdigi
ortaya konmus ve karar kilit karar olarak arsivlere girmistir.

Aile ici siddet kapsaminda ele alinan karar hem 3. maddede diizenlenen “Iskence
Yasag1” hitkmii hem de 8. maddede diizenlenen “Ozel ve Aile Hayatina Saygi Hakk1”
bakimindan tartisilmistir. Karara konu olan olayda Buturugd, eski esi hakkinda aile
ici siddet ve elektronik yazigsmalarin gizliligi iddialariyla Mahkeme’ye bagvurmus ve
bu konuda taraf devletin ceza sorusturmalarinin yetersiz oldugunu ve kisisel alaninin
korunmadigini belirtmistir. Mahkeme, esas itibariyla taraf devlet olan Romanyanin
pozitif yiikiimliliikklerini yerine getirmedigini ve bu nedenle Sézlesmenin 3. ve 8.
maddelerini ihlal ettigi sonucuna varmistur.

Calisma, siber zorbaligin THAS ve IHAM ictihatlar1 nezdinde ileride yer alacak
sorunlar1 6ngdrmeye calisacak ve bunlara bir ¢éziim bulmayr amaglayacaktir. Bu
kapsamda oncelikle siber zorbalik kavramindan ve kapsamindan bahsedilecek, daha
sonrasinda Buturugd karariyla birlikte, pesinden gelen Volodina v. Rusya ve kismen
Giuliano Germano v. Italya kararlarindan bahsedilecektir. Bu kararlarin ortaya
konmasindan sonra, Mahkeme tarafindan beklenen ise siber zorbalik kapsamini ne
kadar genisletecegi olacaktir. Bu nedenle Mahkemenin siber zorbaliga bakis agisinin
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ne oldugunu hem de ileride hangi boyutlarda ¢oziimler tiretmeye baslayacagini
degerlendirilecektir.

Anahtar Kelimeler: Siber Zorbalik, insan Haklar Avrupa Mahkemesi, Insan
Haklar1 Avrupa Sozlesmesi, Buturugi v. Romanya, Aile Ici Siddet

BUTURUGA V. ROMANIA: A NEW BEGINNING FOR THE
EUROPEAN COURT OF HUMAN RIGHTS ON CYBERBULLYING

Abstract

Since the emergence of technology, cyberbullying has been studied and the 2020
case of Buturugd v. Romania by the European Court of Human Rights is the first
example of this important issue being addressed by the Court. Within the scope of
Articles 3 and 8 of the European Convention on Human Rights, it was revealed by the
Court that cyberbullying is an aspect of violence accepted as violence against women
and girls and that this violence includes cyber breaches of privacy, intrusion into the
victim’s computer and the capture, sharing and manipulation of data and images which
led the case to be published as a key case.

The decision, which was addressed within the scope of domestic violence, was
discussed both in terms of the “Prohibition of Torture” regulated in Article 3 and the
“Right to Respect for Private and Family Life” regulated in Article 8. In the incident
that is the subject of the decision, Buturugd applied to the Court with allegations of
domestic violence and privacy of electronic correspondence against her ex-husband
and stated that the criminal investigations of the signatory state in this regard were
inadequate and that her personal space was not protected. The Court found that
Romania, as a signatory state, had failed to fulfill its positive obligations and was
therefore breached Articles 3 and 8 of the Convention.

The study will try to foresee the problems that will take place in the future in terms
of the ECHR and ECtHR jurisprudence regarding cyberbullying and will aim to find
a solution. In this context, first of all, the concept and scope of cyberbullying will
be discussed, and then the Buturugd case will be discussed along with the Volodina
V. Russia case’ and some parts of the Giuliano Germano v. Italy case”. After these
decisions are presented, the Court will most likely expand the scope of cyberbullying.
Therefore, the questions of how the Court views cyberbullying and to what extent it
will begin to produce solutions in the future will try to be answered.

Keywords: Cyberbullying, European Court of Human Rights, European Convention
on Human Rights, Buturugd v. Romania, Domestic Violence

Volodina v. Russia (No.2), Application no 40419/19, 14.09.2021.
*  Giuliano Germano v. Italy, Application no. 10794/12, 22.06.2023.
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